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GIAC Certified Incident Handler GCIH Prüfungsfragen mit Lösungen
(Q269-Q274):
269. Frage 
You are the Administrator for a corporate network. You are concerned about denial of service attacks.
Which of the following measures would be most helpful in defending against a Denial-of-Service (DoS) attack?

A. Shorten the timeout for connection attempts.
B. Place a honey pot in the DMZ.
C. Implement a strong password policy.
D. Implement network based antivirus.

Antwort: A

270. Frage 
You work as a Security Administrator for Net Perfect Inc. The company has a Windows-based network.
You want to use a scanning technique which works as a reconnaissance attack. The technique should direct to a specific host or
network to determine the services that the host offers.
Which of the following scanning techniques can you use to accomplish the task?

A. Nmap
B. IDLE scan
C. SYN scan
D. Host port scan

Antwort: D

271. Frage 
Which of the following statements are true about worms?
Each correct answer represents a complete solution. Choose all that apply.

A. Worms cause harm to the network by consuming bandwidth, whereas viruses almost always corrupt or modify files
on a targeted computer.
B. Worms replicate themselves from one system to another without using a host file.
C. One feature of worms is keystroke logging.
D. Worms can exist inside files such as Word or Excel documents.

Antwort: A,B,D

272. Frage 
You run the following command while using Nikto Web scanner:
perl nikto.pl -h 192.168.0.1 -p 443
What action do you want to perform?

A. Seting Nikto for network sniffing
B. Updating Nikto
C. Port scanning
D. Using it as a proxy server

Antwort: C

273. Frage 
Which of the following is a technique for creating Internet maps?
Each correct answer represents a complete solution. Choose two.



A. Active Probing
B. Object Relational Mapping
C. AS PATH Inference
D. Network Quota

Antwort: A,C

274. Frage
......
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