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NEW QUESTION # 187
A service provider (SP) supports both Security Assertion Markup Language (SAML) and OpenID Connect (OIDC).
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When integrating this SP with Salesforce, which use case is the determining factor when choosing OIDC or SAML?

A. OIDC is more secure than SAML and therefore is the obvious choice.

B. The SP needs to perform API calls back to Salesforce on behalf of the user after the user logs in to the service provider.
C. They are equivalent protocols and there is no real reason to choose one over the other.

D. Ifthe user has a session on Salesforce, you do not want them to be prompted for a username and password when they
login to the SP.

Answer: B

NEW QUESTION # 188

After a recent audit, universal containers was advised to implement Two-factor Authentication for all of their critical systers,
including salesforce. Which two actions should UC consider to meet this requirement?

Choose 2 answers

A. Require users to provide their RSA token along with their credentials.

B. Require users to supply their email and phone number, which gets validated.
C. Require users to enter a second password after the first Authentication

D. Require users to use a biometric reader as well as their password

Answer: A,D

Explanation:

Explanation

A is correct because requiring users to provide their RSA token along with their credentials is a form of two-factor authentication.
An RSA token is a hardware device that generates a one-time password (OTP) that changes every few seconds. The user needs to
enter both their password and the OTP to log in to Salesforce.

D is correct because requiring users to use a biometric reader as well as their password is another form of two-factor authentication.
A biometric reader is a device that scans a user's fingerprint, face, iris, or other physical characteristics to verify their identity. The
user needs to provide both their password and their biometric data to log in to Salesforce.

B is incorrect because requiring users to supply their email and phone number, which gets validated, is not a form of two-factor
authentication. This is a form of identity verification, which is used to confirm that the user owns the email and phone number they
provided. However, this does not add an extra layer of protection beyond their password when they log in to Salesforce.

C is incorrect because requiring users to enter a second password after the first authentication is not a form of two-factor
authentication. This is a form of single- factor authentication, which only relies on something the user knows (their passwords). This
does not increase security against unauthorized account access.

References: 4: Multi-Factor Authentication - Salesforce 5: Salesforce Multi-Factor Authentication 6: Two Factor Authentication -
Salesforce India 7: Customer 360 | Increase Productivity - Salesforce UK 8: Secure Salesforce Login Using Two-Factor
Authentication and Salesforce ...

NEW QUESTION # 189

A division of a Northern Trail Outfitters (NTO) purchased Salesforce. NTO uses a third party identity provider (IdP) to validate
user credentials against Its corporate Lightweight Directory Access Protocol (LDAP) directory. NTO wants to help employees
remember as passwords as possible.

‘What should an identity architect recommend?

A. Setup Salesforce as a Service Provider to the existing IdP.

B. Use Salesforce connect to synchronize LDAP passwords to Salesforce.
C. Setup Salesforce as an Authentication Provider to the existing IdP.

D. SetupSalesforce as an IdP to authenticate against the LDAP directory.

Answer: A

Explanation:

To help employees remember fewer passwords, an identity architect should recommend setting up Salesforce as a service provider
(SP) to the existing IdP. A SP is the system that relies on the IdP for authentication and provides access to its services based on the
SAML assertions from the IdP. Toset up Salesforce as a SP, you need to create a connected app for Salesforce in the IdP, enable
SAML and configure the SAML settings, such as the entity ID, ACS URL, and subject type. You also need to enable SSO for your
Salesforce org, upload the IdP certificate, and configure the SSO settings, such as the issuer, identity type, and service provider



initiated request binding,

References:

[SAML Single Sign-On)]

[Set Up Salesforce as a Service Provider]
[Enable Single Sign-On for Your Org]

NEW QUESTION # 190

Universal Containers (UC) is considering a Customer 360 initiative to gain a single source of the truth for its customer data across
disparate systems and services. UC wants to understand the primary benefits of Customer

360 Identity and how it contributes ato successful Customer 360 Truth project.

What are two are key benefits of Customer 360 Identity as it relates to Customer 3607

Choose 2 answers

¢ A. Customer 360 Identity automatically integrates with Customer 360 Data Manager and Customer 360 Audiences to
seamlessly populate all user data.

¢ B. Customer 360 Identity enables an organization to build a single login for each of its customers, giving the organization an
understanding of the user's login activity across all its digital properties and applications.

e C. Customer 360 Identity not only provides a unified sign up and sign in experience, but also tracks anonymous user activity
prior to signing up so organizations can understand user activity before and after the users identify themselves.

e D. Customer 360 Identity supports multiple brands so you can deliver centralized identity services and correlation of user
activity, even if it spans multiple corporate brands and user experiences.

Answer: B,D

Explanation:

Explanation

Customer 360 Identity is a cloud-based identity service that provides a single, trusted identity for customers across all your digital
properties and applications2. Customer 360 Identity has several benefits that relate to Customer 360, such as3:

Customer 360 Identity enables an organization to build a single login for each of its customers, giving the organization an
understanding of the user's login activity across all its digital properties and applications. This helps to create a unified customer
profile and deliver personalized experiences based on user preferences and behaviors3.

Customer 360 Identity supports multiple brands so you can deliver centralized identity services and correlation of user activity, even
if it spans multiple corporate brands and user experiences. This helps to maintain brand consistency and loyalty while providing
seamless access to your products and services3.

References:

Customer 360 Identity

Customer 360 Identity Benefits

NEW QUESTION # 191

Universal Containers (UC) uses a home-grown Employee portal for their employees to collaborate. UC decides to use Salesforce
Ideas to allow employees to post Ideas from the Employee portal. When users click on some of the links in the Employee portal, the
users should be redirected to Salesforce, authenticated, and presented with the relevant pages. What O Auth flow is best suited for
this scenario?

A. Web Application flow

B. User-Agent flow

C. Web Server flow

D. SAML Bearer Assertion flow

Answer: C

Explanation:

Explanation

The best OAuth flow for this scenario is the web server flow. The web server flow is an OAuth authorization flow that allows a web
application, such as UC's employee portal, to obtain an access token and a refresh token from Salesforce after the user grants
permission. The web application can then use the access token to access Salesforce data and features, such as posting ideas, and
use the refresh token to obtain a new access token when the previous one expires or becomes invalid. This flow is suitable for UC's
scenario because it allows users to be redirected to Salesforce, authenticated, and presented with the relevant pages when they click
on somre of the links in the employee portal. This flow also provides a secure and seamless user experience by using a confidential



client secret that is stored on the web server and not exposed to the browser.

The other options are not valid OAuth flows for this scenario. The web application flow is not a standard term for OAuth, but it
could refer to the user-agent flow, which is an O Auth authorization flow that allows a browser or web-view, such as a mobile app or
a desktop app, to obtain an access token from Salesforce by using a script or a pop-up window. This flow is not suitable for UC's
scenario, as it does not use a web server or a client secret, and it does not provide a refresh token. The SAML bearer assertion
flow is an O Auth authorization flow that allows an external application to obtain an access token from Salesforce by usinga SAML
assertion from an identity provider (IdP) that verifies the user's identity. This flow is not suitable for UC's scenario, as it does not
involve user interaction or redirection to Salesforce. The user-agent flow is an OAuth authorization flow that allows a browser or
web-view, such as a mobile app or a desktop app, to obtain an access token from Salesforce by using a script or a pop-up
window. This flow is not suitable for UC's scenario, as it does not use a web server or a client secret, and it does not provide a
refresh token. References:

[OAuth Authorization Flows], [OAuth 2.0 Web Server Flow for Web App Integration], [OAuth 2.0 User-Agent Flow for Desktop
Apps], [OAuth 2.0 SAML Bearer Assertion Flow for Server-to-Server Integration]

NEW QUESTION # 192
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