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GIAC Security Operations Manager Sample Questions (Q47-Q52):
NEW QUESTION # 47 
An effective incident response plan should:
(Choose two)
Response:

A. Only include roles for IT and security personnel, excluding other departments
B. Be so detailed that it cannot be adapted to specific incidents
C. Be tested and updated regularly based on lessons learned and evolving threats
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D. Clearly outline procedures for documentation and evidence preservation

Answer: C,D

NEW QUESTION # 48 
Which of the following best illustrates the concept of data enrichment in the context of SOC operations?
Response:

A. Adding threat intelligence information to alerts
B. Reducing the amount of data collected to ease analysis
C. Focusing exclusively on external data sources
D. Ignoring redundant data sources

Answer: A

NEW QUESTION # 49 
What is the significance of aligning proactive detection efforts with the MITRE ATT&CK framework?
Response:

A. To provide a comprehensive, structured approach to identifying tactics, techniques, and procedures used by adversaries
B. To adhere to a government-mandated compliance requirement
C. To replace all other forms of security analysis and threat modeling
D. To limit the focus to a narrow set of well-known tactics and techniques

Answer: A

NEW QUESTION # 50 
In designing a defensible security architecture, which elements are critical?
(Choose two)
Response:

A. Relying solely on antivirus software for endpoint protection
B. Regular testing and updates to security controls
C. Assuming that all network traffic is benign until proven otherwise
D. Implementing security at different layers (e.g., perimeter, network, host)

Answer: B,C

NEW QUESTION # 51 
To support efficient SOC triage efforts, alert management processes should:
(Choose two)
Response:

A. Allow for dynamic adjustment based on changing threat landscapes
B. Exclude stakeholder feedback in refining alert processes
C. Integrate with other security systems for enriched context
D. Be inflexible and strictly adhere to initial configurations

Answer: A,C

NEW QUESTION # 52
......
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