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Topic Details

Topic 1
Security Management: This section covers how Security Engineers implement role-based access control
(RBAC) and set up team structures within FortiSOAR to streamline security management.

Topic 2
System Configuration: FortiSOAR requires careful setup of applications for FortiSoar System
Administrators. It covers system fixtures, and proxy settings to function optimally.

Topic 3
SOC and SOAR Overview: Security Engineers can gain an understanding of SOC and SOAR deployment
requirements, including licensing management for FortiSOAR.

Topic 4
System Monitoring and Maintenance: For FortiSOAR Administrators, this domain covers using various
tools for system monitoring to ensure consistent performance. This includes how to regularly oversee
FortiSOAR processes, along with other critical functions.

Topic 5
System Operation: For System Engineers, this section covers Elasticsearch data management that may
need to be externalized or migrated to accommodate system needs. Additionally, this section covers
configuring the recommendation engine and utilizing the war room functionality.

Fortinet NSE 6 - FortiSOAR 7.3 Administrator Sample Questions (Q60-Q65):
NEW QUESTION # 60 
The Create Record and Update Record steps are categorized under which playbook step'

A. Reference
B. Evaluate
C. Core
D. Execute

Answer: C

Explanation:
In FortiSOAR playbooks, the "Create Record" and "Update Record" steps are categorized under the "Core" category of playbook
steps. Core steps are essential actions that are frequently used in playbooks to interact with records in the FortiSOAR database.
They include fundamental operations such as creating, reading, updating, or deleting records within modules. These steps are crucial
for the automation of tasks such as data management, where playbooks need to create new entries or update existing data as part of
incident response workflows.

NEW QUESTION # 61 
An administrator is issuing the following command on a node trying to join a FortiSOAR duster as a standby:
csadm ha join-cluster --status active -role secondary --primary-node 10.0.1.160 The node fails to join the cluster. What is the
issue?

A. The role value should be worker.
B. The status value should be passive.
C. The primary node needs to be resolvable via FQDN.
D. The IP address should be for secondary-node Instead of primary-node.

Answer: B

Explanation:
When joining a FortiSOAR cluster as a standby node, the correct status value should be passive. Using active would imply that the
node is trying to join as an active node, which could cause conflicts in the cluster setup.
In FortiSOAR, standby nodes must be set as passive to ensure they are recognized correctly and to avoid conflicts with the primary
node or other active nodes within the cluster. Therefore, setting the status to passive will resolve the issue and allow the node to join
the cluster as intended.



NEW QUESTION # 62 
What are two features of the FortiSOAR perpetual trial license? (Choose two.).

A. It provides access to FortiSOAR for a limited amount of time per day.
B. It has restrictions on the number of users.
C. It has restrictions on the number of actions that can be performed.
D. It is a multi-tenant type license.

Answer: B,C

Explanation:
The FortiSOAR perpetual trial license includes limitations on both the number of users and the number of actions that can be
performed. These restrictions are in place to provide prospective users with a functional evaluation of FortiSOAR while limiting its
usage in a production environment. The trial license does not support multi-tenancy and restricts the overall capacity for scaling,
making it suitable only for testing and familiarization with FortiSOAR's capabilities.

NEW QUESTION # 63 
Which three steps are necessary for configuring a new user on FortiSOAR? (Choose three.)

A. The user must be assigned at least one role.
B. New users must change their password on first login.
C. The user must be assigned a valid email ID.
D. The user must be part of at least one team.
E. The user must be assigned a username that is case sensitive.

Answer: A,C,D

Explanation:
Creating a user in FortiSOAR requires assigning at least one role for permissions, providing a valid email for identification and
notifications, and associating the user with at least one team for proper access and workflow participation.

NEW QUESTION # 64 
The System Health Status dashboard displays which two FortiSOAR components? (Choose two.)

A. FortiSOAR services
B. HA monitor and status
C. Playbook status
D. Connector status

Answer: A,B

Explanation:
The System Health Status dashboard provides visibility into the HA state of the deployment, including monitoring and status of nodes
in a cluster.
It also displays the status of core FortiSOAR services to help ensure the platform components are running properly.

NEW QUESTION # 65
......
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