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¢ Runtime Protection: This domain focuses on selecting appropriate Falcon sensors for Kubernetes
FEY 2] environments, troubleshooting deployments, and identifying misconfigurations, unassessed images, IOAs,

rogue containers, drift, and network connections.

¢ Falcon Cloud Security Features and Services: This domain covers understanding CrowdStrike's cloud
NEw 22 security products (CSPM, CWP, ASPM, DSPM, 1aC security) and their integration, plus one-click
sensor deployment and Kubernetes admission controller capabilities.

¢ Cloud Security Policies and Rules: This domain addresses configuring CSPM policies, image assessment
hEY 73 policies, Kubernetes admission controller policies, and runtime sensor policies based on specific use cases.
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¢ Pre-Runtime Protection: This domain covers managing registry connections, selecting image assessment
NEw 24 methods, and analyzing assessment reports to identify malware, CVEs, leaked secrets, Dockerfile
misconfigurations, and vulnerabilities before deployment.

CrowdStrike Certified Cloud Specialist 38 X CCCS-203b & B [ /& (Q142-
Q147):

HH #142

A security team is tasked with ensuring that all installed packages in their cloud workloads are regularly analyzed for vulnerabilities.
They want to integrate CrowdStrike Falcon's pre-runtime protection to enhance security visibility.

What is the most effective approach for detecting and mitigating vulnerabilities before execution?

¢ A Only allow software installations from trusted vendors without performing vulnerability scanning

¢ B. Implement only network-based intrusion detection systems (IDS) to monitor for suspicious activity
e (. Utilize Falcon Spotlight to scan for vulnerabilities and integrate with patch management solutions

¢ D. Rely on traditional antivirus (AV) software to detect vulnerabilities in installed packages

EfE: C

R -

Option A: Even trusted vendors can distribute software with vulnerabilities. Without vulnerability scanning, critical security issues in
dependencies could go undetected.

Option B: Falcon Spotlight provides autormated vulnerability scanning for installed packages, identifying risks before execution.
Integrating with a patch management solution ensures quick remediation of detected vulnerabilities.

Option C: Traditional AV software primarily detects known malware signatures but does not provide proactive vulnerability scanning
for installed software. Dedicated vulnerability management tools are necessary.

Option D: IDS solutions detect suspicious network activity but do not proactively identify vulnerabilities in installed packages. Pre-
runtime vulnerability scanning is essential for mitigating risks before execution.

R #143

Your organization needs to ensure continuous monitoring of its cloud environments while balancing operational costs.

Which of the following options is the most appropriate frequency for a cloud security posture assessment schedule in CrowdStrike
Falcon for a dynamic production environment?

A. Only after significant changes are made to the cloud environment
B. Every 30 minutes

C. Daily

D. Weekly

EfE: C

R :

Option A: Running assessments only after significant changes leaves security gaps during periods of no updates. Regular, automated
assessments are necessary for comprehensive security monitoring,

Option B: Weekly assessments may suffice for static or less critical environments, but they are inadequate for dynamic production
environments where daily updates are crucial for maintaining security posture.

Option C: Rumning assessments every 30 minutes is overly fiequent for most use cases and can increase operational costs without
providing significant added value. This frequency may be justified only in environments with extremely high change rates.

Option D: Daily assessments strike a balance between timely security posture updates and cost efficiency, especially in dynamic
production environments where changes occur regularly but not continuously.

B #144

What is the recommended course of action after identifying unassessed images in production using CrowdStrike Falcon?

e A, Conduct a vulnerability assessment on the identified images and update policies as needed.
e B. Use the Falcon runtime protection policy to automatically remediate vulnerabilities.



¢ (. Immediately stop all containers using unassessed images to avoid security risks.
¢ D. Configure a backup server to replace containers using unassessed images.

EfE: A

R -

Option A: Runtime protection policies can prevent the execution of specific images but cannot remediate vulnerabilities automatically.
Remediation requires manual steps or integration with other tools.

Option B: After identifying unassessed images, performing a vulnerability assessment ensures any potential risks are addressed.
Updating policies to enforce assessments in the future prevents similar gaps.

Option C: Replacing containers without assessing vulnerabilities might result in similar risks. The priority should be to scan the images
and mitigate vulnerabilities proactively.

Option D: Stopping all containers using unassessed images might disrupt business operations. A more measured approach is to
assess vulnerabilities first and take appropriate actions based on the findings.

H #145
You are tasked with reviewing container images to ensure they are secure before deploying them to production.

Which of'the following actions is the most critical first step in identifying vulnerabilities in container images?

A. Scanning the container image with a vulnerability scanning tool.
B. Reviewing the container’s resource utilization metrics.

C. Manually inspecting the Dockerfile for insecure configurations.
D. Testing the container in a production-like environment.

Ef: A

fERL:

Option A: While this helps identify runtime issues and integration problems, it does not address the specific task of reviewing an
image for vulnerabilities. This step should come after ensuring the image is free from known vulnerabilities.

Option B: This is the correct answer because vulnerability scanning tools are specifically designed to identify known vulnerabilities in
container images. These tools analyze both the image layers and dependencies, providing a comprehensive list of vulnerabilities that
need to be addressed. This is a critical first step before proceeding with deeper analysis or deployment.

Option C: Resource utilization metrics are used for performance monitoring and optimization, not vulnerability identification. They do
not provide any insights into the security posture of the container image.

Option D: This is an important step, but it is not the most critical first step. Manual inspection is prone to human error and cannot
detect vulnerabilities in the underlying dependencies or base image layers.

B #146
When deploying a sensor using the one-click method, what is a required prerequisite?

A. A supported cloud provider account linked to Falcon
B. Kubernetes node auto-scaling enabled

C. An assigned workload group

D. A registered domain with Falcon Fusion

IEfE: A

B #147
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