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NEW QUESTION # 49 
When accessing the FortiSASE portal for the first time, an administrator must select data center locations for which three FortiSASE
components? (Choose three.)

A. SD-WAN hub
B. Points of presence
C. Endpoint management
D. Authentication
E. Logging

Answer: B,C,E

Explanation:
When accessing the FortiSASE portal for the first time, an administrator must select data center locations for the following
FortiSASE components:
* Endpoint Management:
* The data center location for endpoint management ensures that endpoint data and policies are managed and stored within the
chosen geographical region.
* Points of Presence (PoPs):
* Points of Presence (PoPs) are the locations where FortiSASE services are delivered to users.
Selecting PoP locations ensures optimal performance and connectivity for users based on their geographical distribution.
* Logging:
* The data center location for logging determines where log data is stored and managed. This is crucial for compliance and
regulatory requirements, as well as for efficient log analysis and reporting.
References:
FortiOS 7.6 Administration Guide: Details on initial setup and configuration steps for FortiSASE.
FortiSASE 23.2 Documentation: Explains the importance of selecting data center locations for various FortiSASE components.

NEW QUESTION # 50 
Which FortiSASE component protects users from online threats by hosting their browsing sessions on a remote container within a
secure environment?

A. remote browser isolation (RBI)
B. cloud access security broker (CASB)
C. secure web gateway (SWG)
D. data loss prevention (DLP)

Answer: A

Explanation:
Remote Browser Isolation (RBI) protects users by executing their web browsing sessions in a remote, secure container, preventing
malicious content from reaching the local device.

NEW QUESTION # 51 
To complete their day-to-day operations, remote users require access to a TCP-based application that is hosted on a private web
server. Which FortiSASE deployment use case provides the most efficient and secure method for meeting the remote users'
requirements?

A. next generation firewall (NGFW)
B. inline-CASB
C. zero trust network access (ZTNA) private access
D. SD-WAN private access

Answer: C

Explanation:
ZTNA ensures that remote users can securely connect to private applications based on identity verification and security policies,
without needing a traditional VPN. This access method provides strong security with least-privilege access, which is ideal for
protecting private web servers and their data from unauthorized access. It also improves efficiency by dynamically verifying user



identity and device posture before granting access.

NEW QUESTION # 52 
Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.
What is the recommended way to provide internet access to the contractor?

A. Use the self-registration portal on FortiSASE to grant internet access.
B. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.
C. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide internet access.
D. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.

Answer: A

Explanation:
The self-registration portal is the recommended method for granting temporary internet access to contractors or guests. It provides a
simple and secure way for the contractor to authenticate and access the internet without requiring full endpoint management or policy
configuration.

NEW QUESTION # 53 
Which statement best describes the Digital Experience Monitor (DEM) feature on FortiSASE?

A. It is used for performing device compliance checks on endpoints.
B. It provides end-to-end network visibility from all the FortiSASE security PoPs to a specific SaaS application.
C. It gathers all the vulnerability information from all the FortiClient endpoints.
D. It monitors the FortiSASE POP health based on ping probes.

Answer: B

Explanation:
The Digital Experience Monitor (DEM) in FortiSASE measures and monitors network performance from the FortiSASE Points of
Presence (PoPs) to specific SaaS or cloud applications, helping identify and troubleshoot performance issues across the service
path.
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