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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q55-Q60):
NEW QUESTION # 55 
Which operating system (OS) uses the NTFS (New Technology File System) file operating system?

A. Linux
B. Mac OS X v10.5
C. Mac OS X v10.4
D. Windows 8

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
NTFS is the primary file system used by Microsoft Windows operating systems starting from Windows NT and continuing through
modern versions including Windows 8. NTFS supports advanced features like file permissions, encryption, and journaling, which are
critical for modern OS file management.
* Linux typically uses ext3, ext4, or other native file systems, not NTFS as a primary system.
* Mac OS X v10.4 and v10.5 use HFS+ as the native file system, not NTFS.
* Windows 8 uses NTFS as its default file system.
This is documented in official Microsoft and NIST digital forensics resources.

NEW QUESTION # 56 
Which United States law requires telecommunications equipment manufacturers to provide built-in surveillance capabilities for
federal agencies?

A. Electronic Communications Privacy Act (ECPA)
B. The Privacy Protection Act (PPA)
C. Health Insurance Portability and Accountability Act (HIPAA)
D. Communications Assistance to Law Enforcement Act (CALEA)

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
CALEA mandates that telecommunications equipment and service providers design systems capable of allowing federal law
enforcement to conduct authorized electronic surveillance. This includes wiretapping and data interception capabilities.
* This law is essential for lawful monitoring in investigations.
* It affects hardware design and network infrastructure.
Reference:CALEA is consistently referenced in forensic standards concerning lawful interception requirements.

NEW QUESTION # 57 
A forensic scientist is examining a computer for possible evidence of a cybercrime.
Why should the forensic scientist copy files at the bit level instead of the OS level when copying files from the computer to a forensic
computer?

A. Copying files at the OS level takes too long to be practical.
B. Copying files at the OS level changes the timestamp of the files.
C. Copying files at the OS level will copy extra information that is unnecessary.
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D. Copying files at the OS level fails to copy deleted files or slack space.

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Bit-level (or bit-stream) copying captures every bit on the storage media, including files, deleted files, slack space (unused space
within a cluster), and unallocated space. This ensures all digital evidence, including artifacts not visible at the OS level, is preserved
for analysis.
* Copying at the OS level captures only allocated files visible in the file system, missing deleted files and slack space.
* Bit-level copying is a cornerstone of forensic best practices as specified in NIST SP 800-86 and SWGDE guidelines.
* Timestamp changes and unnecessary information issues are secondary concerns compared to the completeness of evidence.

NEW QUESTION # 58 
Where does Windows store passwords for local user accounts?

A. Security file in Windows\System32
B. HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Profiles
C. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WZCSVC\Parameters\Interfaces
D. SAM file in Windows\System32

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Windows stores the hashes of local user account passwords in the SAM (Security Account Manager) file, which is located in
theWindows\System32\configdirectory. This file is a critical component in the Windows security infrastructure.
* The registry paths in A and B refer to network profiles and wireless configuration data, unrelated to password storage.
* The "Security" file also resides in theSystem32\configfolder but stores security policy data rather than password hashes.
* The SAM file stores password hashes and is targeted in forensic investigations for credential recovery.
Reference:Microsoft technical documentation and NIST digital forensics standards explain that the SAM file is the definitive source
for local user password hashes in Windows systems.

NEW QUESTION # 59 
Which rule is used for conducting electronic surveillance?

A. Telecommunications equipment must have built-in surveillance capabilities for law enforcement.
B. Using a misleading domain name to deceive a person into viewing obscene material shall result in fines or imprisonment.
C. All documents related to health informatics should be stored in perpetuity.
D. All commercial email must provide an opt-out mechanism.

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
This describes theCommunications Assistance to Law Enforcement Act (CALEA)requirement that telecommunications equipment
and services include built-in capabilities that allow authorized law enforcement surveillance, including electronic monitoring and
wiretapping.
* CALEA mandates lawful intercept capabilities in telecommunications infrastructure.
* It ensures that digital and VoIP communications can be monitored under proper legal warrant.
* This rule supports modern digital evidence gathering and real-time surveillance operations.
Reference:CALEA is repeatedly cited in forensic and cybersecurity legal documentation as the governing rule for digital and
electronic surveillance capabilities.

NEW QUESTION # 60
......
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