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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q35-Q40):
NEW QUESTION # 35 
Refer to the exhibit.

You are troubleshooting a network connectivity issue between two VMs that are deployed in Azure.
One VM is a FortiGate that has one interface in the DMZ subnet, which is in the Production VNet. The other VM is a Windows
Server in the Servers subnet, which is also in the Production VNet. You cannot ping the Windows Server from the FortiGate VM.
What is the reason for this?

A. By default, Azure does not allow ICMP traffic between subnets
B. You have not created a VPN to allow traffic between those subnets
C. The firewall in the Windows VM is blocking the traffic
D. You have not configured a user-defined route for this traffic

Answer: C

Explanation:
The FortiGate VM and the Windows Server VM are in different subnets but within the sameProduction virtual network, which
means they can communicateby defaultunless restricted. Azure allows ICMP between subnets, butWindows VMs have ICMP
blocked by default in their firewallsettings. Therefore, the likely reason for the ping failure is that theWindows Server's firewall is
blocking ICMP (ping) traffic.

NEW QUESTION # 36 
Your organization is planning to deploy FortiWeb in Azure to provide a web application security solution to its web servers. One of
the requirements is to have granular control of the number of vCPUs and memory assigned to this resource.
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Which cloud model could meet this requirement?

A. Infrastructure-as-a-Service (IaaS)
B. Software-as-a-Service (SaaS)
C. Platform-as-a-Service (PaaS)
D. Function-as-a-Service (FaaS)

Answer: A

Explanation:
Infrastructure-as-a-Service (IaaS)allows you to deploy FortiWeb as a virtual machine in Azure, giving you granular control over
vCPU and memory allocation. This model provides full flexibility over the compute resources and network configuration, which is
essential for deploying and scaling security appliances like FortiWeb.

NEW QUESTION # 37 
What is a requirement when you deploy a FortiGate active-active cluster in Azure?

A. You must assign the public IP address to an Azure load balancer.
B. You must use unicast FGCP to synchronize the configurations.
C. You must configure all FortiGate VMs with three or more interfaces.
D. You must configure both load balancers to allow administrative access.

Answer: A

Explanation:
In anactive-active FortiGate clusterdeployment in Azure, you must assign thepublic IP address to an Azure load balancer. This is
required because Azure does not support multiple VMs sharing a single public IP directly. TheAzure Load Balancerhandles inbound
traffic and distributes it to the active FortiGate instances.

NEW QUESTION # 38 
A Linux server was deployed in a protected subnet with a dynamic IP address. A FortiGate VM in the internal subnet provides
traffic filtering to it. and you must implement a firewall policy using the IP address of the Linux server.
Which feature could help integrate FortiGate using Linux server tags?

A. Targets Management
B. Software-defined network (SDN) connector
C. Service Fabric Cluster
D. Microsoft Entra ID

Answer: B

Explanation:
TheSoftware-defined network (SDN) connectorallows FortiGate to dynamically pull metadata such astags, IP addresses, and
resource groupsfrom Azure resources. This enablesautomatic policy updatesbased on dynamic IP changes, such as those of a Linux
server in a protected subnet.

NEW QUESTION # 39 
What is a key distinction between Azure Firewall and FortiGate VM in terms of their primary functions?

A. Azure Firewall is a cloud-native network security service, while FortiGate VM is a network virtual appliance (NVA) that
provides comprehensive security functions.
B. Azure Firewall focuses on network traffic inspection, while FortiGate VM is primarily a web application firewall.
C. Azure Firewall is designed exclusively for application layer filtering, while FortiGate VM is suitable for both on-premises
and cloud environments.
D. Azure Firewall and FortiGate VM have identical primary functions, and no features differentiation.

Answer: A



Explanation:
Azure Firewallis acloud-native, fully managednetwork security servicedesigned to control and log network traffic using Azure
policies. In contrast, theFortiGate VMis anetwork virtual appliance (NVA)that delivers comprehensive security features, including
firewalling, IPS, antivirus, VPN, and application control, suitable forboth on-premises and cloud deployments.

NEW QUESTION # 40
......
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