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¢ Incident Interactions and Reporting: This domain covers incident operations including states and actions,
FEY 21 War Room activities, incident relationships, and dashboard and report configuration for metrics and
visualization.

o Use Case Planning and Development: This domain focuses on designing security use cases through incident
and indicator lifecycle management, field and layout customization, classifier and mapper configuration,

FEY 72 ncident creation methods, pre

¢ post-processing, and incident type configuration with playbooks, layouts, SLAs, and lists.

o Threat Intelligence Management: This domain focuses on threat intelligence operations including indicator
FEY 23 creation and configuration, indicator relationships, enrichment with source reliability, external intelligence
sharing, and exclusion list management.

¢ Playbook Development: This domain addresses automation through playbook creation including task
NEy 2 4 configuration, context data manipulation, various task types, sub-playbooks with looping, filters and
transformers, debugger usage, built-ins and scripts, automation script creation, and job management.

¢ Planning, Installation, and Maintenance: This domain covers system setup and administration including
authentication configuration, engine deployment, dev

bEYZS e prod environment planning, Marketplace pack management, integration instance configuration, and system

maintenance.
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(Q180-Q185):

i #180

An engineer asked for a specific command in an integration but the capability does not exist. The engineer decided to edit the
existing integration by copying the integration and adding the needed commands.

What is the main concern when adding these commands?

A. The code may not be written to XSOAR standards

B. The custom integration will not be maintained and updated by XSOAR content team

C. The commands must return a proper result to the war room for the analysts to understand
D. The integrations are locked and cannot be edited with additional commands

Ef#: B

R #181

Multiple company assets were reported by vulnerability scanners as being vulnerable to CVE-2017-11882.

This vulnerability affects applications installed on workstations. The SOC team needs to take action and apply the new vulnerability
patch that was just released. The team must first create a cause for each of the identified assets in ServiceNow IT Service
Management (ITSM), in order to notify the IT department. Next, the team creates a task in the main playbook, which extracts the
list of assets from the scanner report.

After the list of assets are created, what are the two solutions that the SOC team could take so that a case could be created and a
patch installed? (Choose two.)

e A. Set a key for storing the iteration number and create a sub-playbook with a single input containing the computer names that
will loop until the last item from the asset list (Exit condition: iterator contains the count of the number of ttems in the list) and
perform the following tasks:- Active Directory User Enrichment based on the computerName-Create the ServiceNow Record
by adding the enrichment information-Mark the ticket severity as Urgent

¢ B. Create a sub-playbook with a single input containing the computer names that will loop until the last item from the asset list
(Condition: AreValuesEqual - Exit on yes - left:1, right 1) and perform the following tasks:- Active Directory User Enrichment
based on the computerName-Create the ServiceNow Record by adding the enrichment information-Mark the ticket severity
as Urgent

e C. Set a key for storing the iteration number and create a sub-playbook with a single input containing the computer names that
will loop until the last item from the asset list (Exit condition: iterator equal to count of the number of item in the list) and
perform the following tasks:-Increase the iterator value by one each time- Active Directory User Enrichiment based on the
computerName-Create the ServiceNow Record by adding the enrichment information-Mark the ticket severity as Urgent

e D. Create a sub-playbook with a single input containing the computer names that will loop 'For Each Input' and perform the
following tasks:- Active Directory User Enrichment based on the computerName- Create the ServiceNow Record by adding
the enrichment information-Mark the ticket severity as Urgent

Ef@E: C. D

HH #182
‘Which component can be part of a load balancing group?

A. D2 agent

B. Load balancing server
C. Distributed database
D. Engne
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Reference: https:/docs.paloaltonetworks.conycortex/cortex-xsoar/5- 5/cortex-xsoar-admin/engines
/understand- demisto-engines.html

P #183
During configuration of the inputs of a sub-playbook in the main playbook, there is an option under the Loop tab called "For Each
Input". What is this option used to?

A. To loop the sub-playbook over all context values present in the investigation
B. To loop the sub-playbook over all the fields marked as important

C. To loop the sub-playbook over all incident fields for the given incident

D. To loop the sub-playbook over all defined sub-playbook inputs

H
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M #184
‘Which two options will troubleshoot an integration's fetch incidents command? (Choose two.)

A. Create a one task playbook with a fetch-incident command

B. In the instance settings, enable the fetch incidents parameter and wait for one minute
C. execute !<integration name>-fetch

D. execute !<integration instance name>-fetch

Ef#: B. D

L2
Reference: https:/xsoar.pan.dev/docs/mtegrations/fetching-incidents
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