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ECCouncil Certified Cybersecurity Technician Sample Questions (Q78-Q83):

NEW QUESTION # 78

Stella purchased a smartwatch online using her debit card. After making payment for the product through the payment gateway, she
received a transaction text message with a deducted and available balance from her bank.

Identify the information security element that ensures that Stella's transaction status is immediately reflected in her bank account in
this scenario.

e A. Confidentiality
¢ B. Non-repudiation
o C. Integrity
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e D. Availability
Answer: D

Explanation:

Auvailability is the information security element that ensures that Stella's transaction status is immediately reflected in her bank account
in this scenario. Information security is the practice of protecting information and information systems from unauthorized access, use,
disclosure, modification, or destruction. Information security can be based on three fundamental principles: confidentiality, integrity,
and availability.

Confidentiality is the principle that ensures that information is accessible only to authorized parties and not disclosed to unauthorized
parties. Integrity is the principle that ensures that information is accurate, complete, and consistent and not altered or corrupted by
unauthorized parties. Availability is the principle that ensures that information and information systens are accessible and usable by
authorized parties when needed. In the scenario, Stella purchased a smartwatch online using her debit card. After making payment
for the product through the payment gateway, she received a transaction text message with a deducted and available balance from
her bank. This means that her transaction status was immediately reflected in her bank account, which indicates that availability was
ensured by her bank's information system.

NEW QUESTION # 79

A text file containing sensitive information about the organization has been leaked and modified to bring down the reputation of the
organization. As a safety measure, the organization did contain the MD5 hash of the original file. The file which has been leaked is
retained for examming the integrity. A file named "Sensitiveinfo.txt" along with OrignalFileHash. txt has been stored in a folder named
Hash in Documents of Attacker Machine- 1. Compare the hash value of the original file with the leaked file and state whether the file
has been modified or not by selecting yes or no.

o A Yes
e B.No

Answer: A

NEW QUESTION # 80

Galactic Innovations, an emerging tech start-up. Is developing a proprietary software solution that will be hosted on a cloud
platform. The software, designed for real-time communication and collaboration, ains to cater to global users, including top-tier
businesses. As the software grows in complexity, the company recognizes the need for a comprehensive security standard that aligns
with global best practices. The Intention is to enhance trustworthiness among potential clients and ensure that the application meets
industry-accepted criteria, particularly in the face of increasing cyberthreats. Considering the company's requirements and the
international nature of its user base, which software security standard, model, or framework should Galactic Innovations primarily
focus on adopting?

A. USAM

B. GCSP

C. QISO/IEC 2700122013
D. ISAS

Answer: C

NEW QUESTION # 81

Tristan, a professional penetration tester, was recruited by an organization to test its network ifrastructure.

The organization wanted to understand its current security posture and its strength in defending against external threats. For this
purpose, the organization did not provide any information about their IT infrastructure to Tristan. Thus, Tristan initiated zero-
knowledge attacks, with no information or assistance from the organization.

Which of the following types of penetration testing has Tristan initiated in the above scenario?

A. Black-box testing

B. Gray-box testing

C. Translucent-box testing
D. White-box testing

Answer: A



Explanation:

Black-box testing is a type of penetration testing where the tester has no prior knowledge of the target system or network and
initiates zero-knowledge attacks, with no information or assistance from the organization.

Black-box testing simulates the perspective of an external attacker who tries to find and exploit vulnerabilities without any insider
information. Black-box testing can help identify unknown or hidden vulnerabilities that may not be detected by other types of testing,
However, black-box testing can also be time-consuming, costly, and incomplete, as it depends on the tester's skills and tools.

NEW QUESTION # 82

An MNC hired Brandon, a network defender, to establish secured VPN communication between the company's remote offices. For
this purpose, Brandon employed a VPN topology where all the remote offices communicate with the corporate office but
communication between the remote offices is denied.

Identify the VPN topology employed by Brandon in the above scenario.

A. Star topology

B. Point-to-Point VPN topology
C. Hub-and-Spoke VPN topology
D. Full-mesh VPN topology

Answer: C

Explanation:

A hub-and-spoke VPN topology is a type of VPN topology where all the remote offices communicate with the corporate office, but
communication between the remote offices is denied.

The corporate office acts as the hub, and the remote offices act as the spokes. This topology reduces the number of VPN tunnels
required and simplifies the management of VPN policies. A point-to-point VPN topology is a type of VPN topology where two
endpoints establish a direct VPN connection. A star topology is a type of VPN topology where one endpoint acts as the central
node and connects to multiple other endpoints. A full-mesh VPN topology is a type of VPN topology where every endpoint
connects to every other endpoint.

NEW QUESTION # 83

Through our investigation and analysis of the real problem over the years, our 212-82 learning materials can accurately predict the
annual 212-82 exams. In the actual exam process, users will encounter almost half of the problem is similar in our products. Even if
the syllabus is changing every year, the 212-82 Study Materials’ experts still have the ability to master propositional trends. Believe
that such a high hit rate can better help users in the review process to build confidence, and finally help users through the qualification
examination to obtain a certificate.
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