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Cracking the WGU Cybersecurity Architecture and Engineering (KFO1/D488) (Cybersecurity-Architecture-and-Engineering) exam
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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q214-Q219):
NEW QUESTION # 214 
Which risk management strategy will ensure that data stored on an enterprise resource planning (ERP) system is secure from
exploitation in the event of a data breach?

A. Configuration of the ERP system to disable all printing services on all workstations
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B. Implementation of data encryption
C. Implementation of regular backup and disaster recovery planning
D. Enforcement of a strict firewall policy to restrict access to the ERP system's server

Answer: B

Explanation:
The correct answer is D - Implementation of data encryption.
As per WGU Cybersecurity Architecture and Engineering (KFO1 / D488), encrypting data at rest ensures that even if attackers
breach the system and obtain files, the data remains protected because it cannot be easily read without decryption keys.
Firewall enforcement (A) restricts access but does not protect data if stolen. Disabling printing services (B) limits data leakage but
not core data protection. Backups (C) help with recovery, not immediate breach protection.
Reference Extract from Study Guide:
"Encrypting sensitive data ensures confidentiality even in the event of a security breach, protecting information from unauthorized
exploitation."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Data Security and Encryption Practices

NEW QUESTION # 215 
What is the correct order of project phases?

A. 1) Planning2) InitiationAMonitoring and Controlling4) Executings) Closing
B. 1)Initiation2)Executing3)Planning4)Monitoring and Controllings) Closing
C. 1) Initiation2) Planning° 3) Executing4) Monitoring and Controllings) Closing
D. 1) Executing2) Monitoring and Controlling3) Initiation4) Planning5) Closing

Answer: C

Explanation:
The correct order of project phases according to the Project Management Institute (PMI) and other standard project management
methodologies is:
Initiation: This phase involves defining the project at a high level and getting approval to start.
Planning: In this phase, detailed planning is done to set the project's scope, objectives, and procedures.
Executing: This phase is where the project plan is put into action and the project deliverables are created.
Monitoring and Controlling: This phase involves tracking, reviewing, and regulating the project's progress and performance, ensuring
that everything aligns with the project plan.
Closing: This is the final phase, where the project is formally closed, and final deliverables are handed over.
References
Project Management Institute, "A Guide to the Project Management Body of Knowledge (PMBOK Guide)," PMI.
Harold Kerzner, "Project Management: A Systems Approach to Planning, Scheduling, and Controlling," Wiley.

NEW QUESTION # 216 
An organization wants to implement a new encryption solution for a real-time video conferencing application.
The organization wants to ensure that the encryption solution provides protection for the video stream without causing significant
delays or latency in the conference.
Which type of encryption will meet the needs of the organization?

A. Asymmetric encryption
B. Block ciphers
C. Hash functions
D. Stream ciphers

Answer: D

Explanation:
The correct answer is C - Stream ciphers.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) content explains that stream ciphers encrypt data bit-by-bit or
byte-by-byte, making them highly efficient and suitable for real-time applications like video conferencing where low latency is critical.
Block ciphers (A) encrypt large chunks of data, causing latency. Asymmetric encryption (B) is too slow for real-time data streams.
Hash functions (D) are used for data integrity, not for ongoing data encryption.



Reference Extract from Study Guide:
"Stream ciphers encrypt data continuously and are ideal for real-time applications such as video or audio streaming where low
latency is essential."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Encryption Technologies

NEW QUESTION # 217 
A company may choose to use CDs, DVDs, hard drives, or even cloud storage for data backup.
Which aspect of data backup does this statement describe?

A. Image backups
B. Incremental backups
C. Backup media
D. Data mirroring

Answer: C

Explanation:
The statement refers to the different types of media that can be used for data backup. Backup media encompasses various storage
devices and methods used to store copies of data. Examples include:
* CDs and DVDs: Optical storage media used for smaller-scale backups.
* Hard drives: Mechanical or solid-state drives used for local and external backups.
* Cloud storage: Online services providing remote storage and access to backups.
Choosing the appropriate backup media is crucial for ensuring data availability and recovery in case of data loss.
References
* David M. Kroenke and Randall J. Boyle, "Using MIS," Pearson.
* Curtis Preston, "Backup & Recovery: Inexpensive Backup Solutions for Open Systems," O'Reilly Media.

NEW QUESTION # 218 
Which encryption technique can be used to enable a third-party provider to perform calculations on encrypted data without
decrypting the data?

A. Secure Sockets Layer (SSL)
B. Homomorphic encryption
C. Secure function evaluation (SFE)
D. Private information retrieval (PIR)

Answer: B

Explanation:
The correct answer is A - Homomorphic encryption.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), homomorphic encryption allows computations to
be performed directly on encrypted data without needing to decrypt it first. This ensures the confidentiality of the data even during
processing.
SFE (B) allows two parties to jointly compute a function without revealing inputs but is not the same. SSL (C) secures
communication channels. PIR (D) is for retrieving information privately, not computing on encrypted data.
Reference Extract from Study Guide:
"Homomorphic encryption allows operations on encrypted data, enabling secure processing by third parties without exposing
underlying data."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Advanced Encryption Techniques
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weaknesses and tackle the causes, thus seeking out specific methods dealing with them. Our Cybersecurity-Architecture-and-
Engineering exam guide have also set a series of explanation about the complicated parts certificated.
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