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A wireless engineer must implement a corporate wireless network for a large company in the most efficient way possible. The
wireless network must support 32 VLANS for 300 employees in different departments.

Which solution must the engineer choose?

e A Configure different AP groups to support different VLANSs, so that all of the WLANS can be broadcast on both radios.
e B. Configure a second WLC to support half of the APs in the deployment.
e (. Configure 16 WLANS to be broadcast on the 2.4-GHz band and 16 WLANS to be broadcast on the 5.0- GHz band.
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¢ D. Configure one single SSID and implement Cisco ISE for VLLAN assignment according to different user roles.
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For a large company requiring support for 32 VLANS for different departments, the most efficient solution is to configure one single
SSID and use Cisco ISE for dynamic VLLAN assignment based on user roles. Cisco ISE can classify users into different groups and
assign them to the appropriate VLLANSs. This approach reduces the complexity of managing multiple SSIDs and simplifies the user
experience while mamntaining a high level of security and network segmentation. References: CCNP Enterprise Wireless Design
ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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A customer has 10 Cisco 3700 Series APs in autonomous mode installed at a warehouse facility.

A new VOWLAN service is being deployed to support Cisco WLAN phones. All wired QoS is configured. The customer requires
that all VoWLAN signaling and RTP traffic be prioritized between the wired and wireless networks. Which configuration is
required?

A. Switch on Fastlane on all the APs.

B. Set EDCA on all the APs to optimize voice and video.

C. Apply a Cisco AVC profile for RTP and signaling on all the APs.
D. Enable AVVID priority mapping on all the Aps.

IEf#: B

A -

In autonomous AP deployments, there is no centralized controller to enforce QoS. To ensure VOWLAN signaling and RTP traffic
are prioritized, EDCA (Enhanced Distributed Channel Access) parameters must be configured on each AP. This optimizes wireless
access categories for voice and video, ensuring end-to-end QoS between wired and wireless networks.

H P #58
An engineer is troubleshooting rogue access points that are showing up in Cisco Prime Infrastructure.
What is maximum number of APS the engineer can use to contain an identified rogue access point in the WLC?

e A0
e B. 1
e C.2
e D3
Ef&: D

TR

In Cisco Prime Infrastructure, the maximum number of APs that can be used to contain an identified rogue access point in the WLC
is four (4). This containment process involves using nearby APs to disrupt the rogue AP's signals, thereby preventing it from
effectively commumicating with client devices. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide, which includes information on rogue AP detection and containment
strategies within the WLC and Cisco Prime Infrastructure.
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Refer to the exhibit.

A customer has implemented Cisco FlexConnect deployments with different WLANS around the global and is opening a new
branch in a different location. The engineers' task is to execute all the wireless configuration and to suggest how to configure the
switch ports for new Aps. Which configuration must the switching team use on the switch ports?

A. Multiple VLAN
B. Trunk mode

C. Access mode
D. Single mode
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On a branch office deployment, it has been noted that if the FlexConnect AP is in standalone mode and loses connection to the
WLC, all clients are disconnected, and the SSID is no longer advertised. Considering that FlexConnect local switching is enabled,
which setting is causing this behavior?

e A.ISENAC is enabled

e B. 802.11r Fast Transition is enabled
e (. Client Exclusion is enabled

e D. FlexConnect Local Auth is disabled
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