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H #88
Refer to the exhibits. Which statement is true about the traffic passing through to PLC-2?
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Edit Application Sensor

Name lec_104_transfer_sensor
Comments

Categories

@~ AnCategories

@ ~ Business (179, O 6) @~ Cloud.IT (31) @~ Collaboration (293, O

@~ Game (124) @~ Generalinterest (241, O 9) @~ Industrial (225)
@ - Network.Service (332) @~ pP2pP (85) @~ Proxy (106)

@ - SocialMedia (150, ©&31] @~ Storage.Backup {296.('316F !):'E T‘inE
. @

@~ voIP (31) @+« webClient (18) Applications

(O Network Protocol Enforcement
Application and Filter Overrides

Details Type

PS

B 1EC.60870.5.104_Information. 1  Application

@ 1EC.60870.5.104 _Inf:

@ 1EC.60870.5.104_Control.

[ 1EC.60870.5.104_ ARTDTACT
@ 1EC.60870.5.104_ ions. STARTDT.CON

Edit Policy

Name O
Incoming interface
Outgoing Interface
Source

e A. TIPS nust be enabled to inspect application signatures.
e B. SSL Inspection must be set to deep-inspection to correctly apply application control.
e C. IEC 104 signatures are all allowed except the C.BO.NA 1 signature.



¢ D. The application filter overrides the default action of some IEC 104 signatures.
EfE: C

A -

The application sensor shows several [EC 104 signatures.

The action for [EC_60870.5.104 Information. Transfer.C.BO.NA.1 is set to "Block," so this signature's traffic is blocked.
Other listed IEC 104 signatures have the action "Monitor," meaning they are allowed but logged or monitored.

IPS enabling is not explicitly indicated as required here.

SSL inspection is set to certificate-inspection (not deep-inspection), and the question does not provide enough context to require
deep SSL inspection.

The application filter overrides actions for only the C.BO.NA.1 signature, blocking it while other signatures pass.

HM #89
Which three criteria can a FortiGate device use to look for a matching firewall policy to process traffic?
(Choose three.)

A. Services defined in the firewall policy.

B. Highest to lowest priority defined in the firewall policy

C. Destination defined as internet services in the firewall policy
D. Source defined as mternet services in the firewall policy

E. Lowest to highest policy ID number

Ef#: AL B. C

L2

The three criteria that a FortiGate device can use to look for a matching firewall policy to process traffic are:

A: Services defined in the firewall policy - FortiGate devices can match firewall policies based on the services defined in the policy,
such as HTTP, FTP, or DNS.

D: Destination defined as internet services in the firewall policy - FortiGate devices can also match firewall policies based on the
destination of the traffic, including destination IP address, interface, or internet services.

E: Highest to lowest priority defined in the firewall policy - FortiGate devices can prioritize firewall policies based on the priority
defined n the policy. The device will process traffic against the policy with the highest priority first and move down the list until it
finds a matching policy.

B #90
Which statemenl about the IEC 104 protocol is true?

A. TEC 104 is IEC 101 compliant in old SCADA systemns.

B. IEC 104 protects data transmission between OT devices and services.

C. IEC 104 uses non-TCP/IP standards.

D. TIEC 104 is used for telecontrol SCADA in electrical engineering applications.

1IEf#: D

R -
IEC 104 is a widely used protocol in the field of Supervisory Control and Data Acquisition (SCADA) for electrical engineering
applications, specifically telecontrol. It's designed to facilitate communication between control stations and substations in power

grids.

B #91
Refer to the exhibit.
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The IPS profile is added on all of the security policies on FortiGate.
For an OT network, which statement of the IPS profile is true?

A. FortiGate has no IPS industrial signature database enabled.

B. The listed IPS signatures are classified as SCADAapphcat nns

C. ALLIPS signatures are overridden and must block traffic match signature patterns.
D. The IPS profile inspects only traffic originating from SCADA equipment.

Ef#: B

R #92
Refer to the exhibits.
f‘l.'}Pl.l\-!ll.lvl.l AvE.ran 2 P
Definition Key Applications Crossing The
The section below shows the top 30 applicatio
using, sorted by application category and techn
session count. This provides a more complete v
App]icaﬁon decision-making for overall application control |
Categories #Rsk  App Name  Category
i 1 B IECH0870.5.104 It
Web Applications 8 ke
Web Categories In Use L R
Appl ication Figure Sy Q‘dhﬂﬂt that are cons

FillesfFile Types Transferrec

Applications thal have ability to transfor f
int - I Era R G g

applications. Knowing which types of files a

Recommended to mitigate the risk by setting up approp:
ACtions Fortinet next generation firewall system
A]zgl’n};_tiﬁcuud KEy The section below lists the most common fil
1 -
Web Applications #: Flia Neme !
1 0e 01 0100 000300075369 656d 6«
. 560 7301 07 53 49 4d 41 54 49 43 02
Web Categories In Use e 3 37 34 23 30 10
Applicalinn 2 gloﬁmlnmﬂﬁﬂﬂﬂﬂtdnbﬁrﬁﬂ [
Vulnerability Exploits 3 0106 0000 04 05 00 00 cd 047 50 «
0
Malware: Viruses, 4 0106001304 05000033(7 30460 «
1}
BGI.S, Spwaremdware 5 0106001004 050000cd4c2dc30 «
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‘Which statement about some of the generated report elements from FortiAnalyzer is true?

e A The report confirms Modbus and IEC 104 are the key applications crossing the network.
e B. This report is predefined and is not available for customization.
e C. The file types confirm the infected applications on the PLCs.



D. FortiGate collects the logs and generates the report to FortiAnalyzer.

EfE: A
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