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Prüfungsfragen mit Lösungen (Q121-Q126):
121. Frage 
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.
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Based on the exhibit, which statement is true?

A. The d-wan zone contains no member.
B. The d-wan zone cannot be deleted.
C. The underlay zone contains port1 and port2.
D. The virtual-wan-link zone contains no member.

Antwort: A

Begründung:
The "d-wan" zone in FortiGate SD-WAN configuration is the default SD-WAN zone created when SD- WAN is enabled. This
zone contains all the interfaces assigned to SD-WAN and is essential for the functionality of the SD-WAN feature. The "d-wan"
zone cannot be deleted because it is required for SD-WAN operations. Option A is incorrect because the underlay zone does not
contain port1.

122. Frage 
Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
Which two factors can you observe from these configurations? (Choose two.)





A. YouTube access is blocked based on Excessive-Bandwidth Application and Filter override settings.
B. Facebook access is blocked based on the category filter settings.
C. Facebook access is allowed but you cannot play Facebook videos based on Video/Audio category filter settings.
D. YouTube search is allowed based on the Google Application and Filter override settings.

Antwort: A,B

Begründung:
Facebook belongs to the Social Media application category, which is set to Block in the application sensor. Therefore, any
Facebook application traffic is blocked by category.
The Excessive-Bandwidth behavior filter is configured as an override with priority 1 and action Block. YouTube streaming
applications are tagged with the Excessive-Bandwidth behavior, so this override takes precedence over the Google (vendor)
monitor rule and results in YouTube being blocked.



123. Frage 
Which three methods are used by the collector agent for AD polling? (Choose three.)

A. FortiGate polling
B. WinSecLog
C. NetAPI
D. FSSO REST API
E. WMI

Antwort: C,D,E

Begründung:
The Fortinet Collector Agent can use the following methods to poll Active Directory (AD) for user logon events:
NetAPI - Queries the domain controllers directly to obtain user logon information.
FSSO REST API - Allows integration and polling via modern API-based communication for user
authentication updates.
WMI (Windows Management Instrumentation) - Retrieves logon data from domain controllers
using WMI queries.

124. Frage 
You have configured the below commands on a FortiGate.

What would be the impact of this configuration on FortiGate?

A. FortiGate will enable strict RPF on all its interfaces and port1 will be exempted from RPF checks.
B. FortiGate will enable strict RPF on ail its interfaces and port1 will be enable for asymmetric routing.
C. Port1 will be enabled with flexible RPF, and all other interfaces will be enabled for strict RPF
D. The global configuration will take precedence and FortiGate will enable strict RPF on all interfaces.

Antwort: A

Begründung:
The global setting enables strict source checking (RPF) on all interfaces by default. The per-interface setting disables the source
check on port1, exempting it from strict RPF enforcement.

125. Frage 
Which two statements are correct when FortiGate enters conserve mode? (Choose two.)

A. FortiGate refuses to accept configuration changes.
B. FortiGate continues to transmit packets without IPS inspection when the fail-open global setting in IPS is enabled.
C. FortiGate continues to run critical security actions, such as quarantine.
D. FortiGate halts complete system operation and requires a reboot to regain available resources.

Antwort: A,B



Begründung:
In conserve mode, FortiGate restricts configuration changes to preserve system stability.
When IPS fail-open is enabled, FortiGate continues forwarding traffic without IPS inspection during resource constraints (conserve
mode).

126. Frage
......
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