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The practice test is a convenient tool to identify weak pomnts in the CISSP-ISSMP - Information Systerms Security Management
Professional preparation. You can easily customize the level of difficulty of ISC CISSP-ISSMP Practice Test to suit your study
tempo. Our web-based practice test is an ideal way to create an ISC examlike situation.

ISC CISSP-ISSMP Exam Syllabus Topics:

Section

'Weight

Objectives

Topic 1: Systems Lifecycle Management

15%

- Integrate security throughout system lifecycle

¢ 1. Change management and lifecycle governance
e 2. Secure development, acquisition and implementation
e 3. Security requirements and architecture planning

Topic 2: Contingency Management

12%

- Business continuity and resilience

¢ 1. Disaster recovery and resilience management
¢ 2. Recovery strategy development

¢ 3. Contingency planning

Topic 3: Risk Management

20%

- Identify, assess and manage risk

1. Risk assessment and treatment strategies

2. Risk controls and monitoring

3. Enterprise risk management

4. Supply chain and third-party risk management

Topic 4: Leadership and Organizational Management

21%

- Align security strategy with organizational governance

¢ 1. Support organizational objectives and strategic
initiatives

e 2. Establish security policies, standards and agreements

¢ 3. Develop and manage information security programs

Topic 5: Law, Ethics and Security Compliance
Management

14%

- Legal and compliance governance

¢ 1. Applicable laws and regulations
e 2. Compliance validation and exception management
¢ 3. Professional ethics
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- Manage operational security capabilities

¢ 1. Incident management and response
o 2. Threat intelligence programs
¢ 3. Security operations management

Topic 6: Security Operations 18%
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Passleader also offers simple and easy-to-use CISSP-ISSMP - Information Systems Security Management Professional (CISSP-
ISSMP) Dumps PDF files of real ISC CISSP-ISSMP exam questions. It is easy to download and use on smart devices. Since it is
a portable format, it can be used on a smartphone, tablet, or any other smart device. This CISSP-ISSMP - Information Systems
Security Management Professional (CISSP-ISSMP) PDF file contains the most probable actual CISSP-ISSMP - Information
Systems Security Management Professional (CISSP-ISSMP) exam questions. The print option of this format allows you to carry a
hard copy with you at your leisure.

ISC CISSP-ISSMP - Information Systems Security Management Professional
Sample Questions (Q198-Q203):

NEW QUESTION # 198

Shoulder surfing is a type of in-person attack in which the attacker gathers information about the premises of an organization. This
attack is often performed by looking surreptitiously at the keyboard of an employee's computer while he is typing in his password at
any access point such as a terminal/ Web site. Which of the following is violated in a shoulder surfing attack?

A. Integrity

B. Availability

C. Authenticity
D. Confidentiality

Answer: D

Explanation:

Confidentiality is violated in a shoulder surfing attack. The CIA triad provides the following three tenets for which security practices
are measured.

Confidentiality. It is the property of preventing disclosure of information to unauthorized individuals or systems. Breaches of
confidentiality take many forms. Permitting someone to look over your shoulder at your computer screen while you have confidential
data displayed on it could be a breach of confidentiality. Ifa laptop computer containing sensitive information about a company's
employees is stolen or sold, it could result in a breach of confidentiality. Integrity. It means that data cannot be modified without
authorization. Integrity is violated when an employee accidentally or with malicious intent deletes important data files, when a
computer virus infects a computer, when an employee is able to modify his own salary in a payroll database, when an unauthorized
user vandalizes a web site, when someone is able to cast a very large number of votes in an online poll, and so on.

Availability. It means that data must be available at every time when it is needed. Answer option D is incorrect. Authenticity is not a
tenet of the CIA triad.

NEW QUESTION # 199
Which of the following BEST describes the PRIMARY reason ISSMP places emphasis on both
"law/regulatory knowledge" and "leadership skills" rather than purely technical depth?

e A Effective security leaders must navigate legal, regulatory, and organizational complexity while aligning security strategy with
business and compliance obligations - a management, not purely technical, competency

e B. Leadership skills have no bearing on regulatory compliance outcomes

e (. Technical depth is irrelevant to information security management

e D. Legal knowledge is the sole responsibility of external counsel and irrelevant to security managers

Answer: A

Explanation:
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This reflects ISSMP's core identity as a management/leadership certification - professionals at this level must integrate legal,
regulatory, business, and organizational considerations into strategic security decision-making, not just execute technical controls.

NEW QUESTION # 200

You are the project manager of the HIK Project for your organization. You and the project team have created risk responses for
many of the risk events in the project. Where should you document the proposed responses and the current status of all identified
risks?

A. Risk register

B. Risk management plan

C. Lessons learned documentation
D. Stakeholder management strategy

Answer: A

NEW QUESTION # 201
Which of the following is the process performed between organizations that have unique hardware or software that cannot be
maintained at a hot or warm site?

A. Reciprocal agreements

B. Cold sites arrangement

C. Duplicate processing facilities
D. Business impact analysis

Answer: A

NEW QUESTION # 202

DIACAP applies to the acquisition, operation, and sustamment of any DoD system that collects, stores, transmits, or processes
unclassified or classified information since December 1997. What phases are identified by DIACAP? Each correct answer
represents a complete solution. Choose all that apply.

A. Re-Accreditation
B. Identification

C. Accreditation

D. Vertfication

E. System Definition
F. Validation

Answer: AD,E,F

NEW QUESTION # 203

As for buying CISSP-ISSMP questions and answers for the exam, people may have different concerns. Most candidates can pass
the exam by using the CISSP-ISSMP questions and answers of us just one time, we ensure you that we will give you refund if you
can’t pass. Or if you have other exans to attend, we can replace other 2 valid exam dumps for you, at the same time, if CISSP-
ISSMP Questions and answers you buy updates, you can also get the latest version for free. You just need to send us the failure
scanned, and we will replace the exam dumps or return your money to you.
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