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WGU Cloud Deployment and Operations 35 X Cloud-Deployment-and-
Operations B B & (Q16-Q21):

R #16
(Which solution sends DNS queries to separate AWS compute instances?)

e A. AWS Elastic Beanstalk

e B. Amazon Route 53

e C. Amazon CloudWatch

¢ D. Amazon EC2 Auto Scaling

IEf#: B

fEERA -

Amazon Route 53 is the AWS solution that sends DNS queries to separate AWS compute instances by leveraging routing policies
to distribute traffic across multiple resources. It acts as a scalable Domain Name System (DNS) service, directing queries to healthy
nstances based on configurations like latency or weighted routing. The WGU Cloud Deployment and Operations Study Guide
(Section 3.1, Route 53) states, "Route 53 uses DNS to route end-user requests to multiple AWS compute instances, supporting
features like health checks and traffic distribution." Elastic Beanstalk, CloudWatch, and EC2 Auto Scaling do not perform DNS

query routing,

B #17
(A cloud engineer needs to notify the response team whenever a high-security web server responds with a 403 Forbidden error.
Which two steps can enable this functionality? Choose 2 answers.)

A. Define a metric filter for Apache logs in CloudWatch

B. Create an alarm for the metric filter to deliver alerts using Amazon SNS
C. Send alarns from the Lambda finction using Amazon SQS

D. Bind a Lambda function to an Apache process

Ef#: A. B

R«
To notify a response team when a high-security web server returns a 403 Forbidden error, two key steps are required. First, define




a metric filter for Apache logs in CloudWatch to detect the 403 error code within the log data. This involves setting up a filter pattern
to match "403" in the Apache access logs. Second, create an alarm for the metric filter and configure it to deliver alerts using
Amazon SNS, which supports email or other notifications to the response team. The WGU Cloud Deployment and Operations
Study Guide (Section 4.2, CloudWatch Logs and Alaris) confirms that metric filters and SNS-integrated alarns are the standard
approach for monitoring and alerting on log-based events. Options B and D are incorrect as they involve unnecessary or
unsupported configurations (e.g,, binding Lambda to Apache or using SQS for alarms).

HPE#18
(Which solution should be used to identify and shut down idle EC2 instances in an AWS account?)

e A. CloudTrail
¢ B. CloudWatch
e C. CloudFront
e D. CloudSearch

Ef#: B

A -

Comprehensive and Detailed Explanation From Exact Extract:

CloudWatch should be used to identify and shut down idle EC2 mstances by monitoring metrics such as CPU utilization or network
activity. Custom alarms can be set to trigger an AWS Lambda fimction or Systens Manager automation to terminate idle instances,
optimizing costs. The WGU Cloud Deployment and Operations Study Guide (Section 4.1, CloudWatch Metrics) states,
"CloudWatch can monitor EC2 instance metrics like CPUUltllization; an alarm can be configured to nvoke a Lambda finction to
terminate idle instances, ensuring cost efficiency." CloudFront, CloudSearch, and CloudTrail are not designed for this monitoring and
automation task.

HPE#19
(What should be used to monitor estimated AWS charges?)

e A Cognito

¢ B. Billing alarm

e C. Forecast

¢ D. Pricing Calculator

IEf#: B

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

A Billing alarm in Amazon CloudWatch should be used to monitor estimated AWS charges by setting thresholds on cost metrics and
triggering notifications when exceeded. This helps manage budgets effectively.

The WGU Cloud Deployment and Operations Study Guide (Section 7.4, Cost Monitoring) states, "Billing alarms in CloudWatch
monitor estimated charges against a defined threshold, sending alerts via SN to prevent cost overruns." Cognito handles user
authentication, Pricing Calculator estimates costs pre- deployment, and Forecast predicts usage, none of which monitor real-time
charges.

HH #20
(Which two languages are used by CloudFormation to define infrastructure? Choose 2 answers.)

A C#

B. YAML
C. XML
D. JSON

EM#E: B. D

A -
Comprehensive and Detailed Explanation From Exact Extract:
AWS CloudFormation uses YAML and JSON languages to define infrastructure as code (IaC) templates, specifying resources,



parameters, and configurations. These formats are human-readable and support the creation of stacks for provisioning AWS
resources. The WGU Cloud Deployment and Operations Study Guide (Section 5.3, CloudFormation) states, "CloudFormation
templates can be written in YAML or JSON, both of which are supported for defining infrastructure resources like EC2 instances
and S3 buckets." XML and C# are not supported languages for CloudFormation templates.
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