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NEW QUESTION # 13
Refer to the exhibit.
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An Azure Route Server and an active-passive FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) have
been deployed successfully and they are sharing and populating BGP routes in the Protected VNet.

A Linux server has been deployed in a new VNet spoke. It is expected that Azure Route Server should inject the FortiGate BGP
routes into the Linux server but that failed.

How can you diagnose the problem?

A. Linux server doesn't support BGP negotiation with Azure Route Server

B. Verify the BGP setup on Azure Route Server

C. Monitor effective routes on the Azure network interface (NIC) of the Linux server
D. Review FortiGate BGP neighbors

Answer: C

Explanation:

TheLinux server in the spoke VNet cannot directly peer BGP with the Azure Route Server, as it is not a BGP-enabled device.
Instead, Azure propagates routes to VMs through the effective route tables associated with theimetwork mnterfaces (NICs).
Therefore, to diagnose why BGP routes are notreaching the Linux VM, you shouldmonitor the effective routes on the NICto verify if
the routes from the FortiGate (via the Route Server) are being injected properly.

NEW QUESTION # 14
Refer to the exhibits, which show the outputs of two commands taken on a Windows VM running in Azure.

IP address configuration

C:\windows\system32>ipconfig
Windows IP Configuration

Ethernet adapter Local Area Connection:
|

Connection-specific ONS Suffix . : 1Zhtgkvlwy3elkwr2zeco.cloudapp.net
Link-local IPv6 Address . . . . . : fEé8et:51f1:1bed:a33b: dBEBX2

IPv4 Address. . . . + + « « . .« . f510.0.1.4

Subnet Mask . . . . . . . . . . L ™255,255,255.8

Default Gatewav . . . . . . . % ..": 10.0.1.1 |
Trace output

C:\windows\system32>teacert 19.0.2.4

Tracing route to 16.8.2.4 over a maximum of 38 hops
1 <1 ms <1 ms <1 ms 10.8.2.4

Trace complete. amn

Which staterment is true about the device with the IP address 10.0.2.4?



A. Tt is reachable through FortiGate in transparent mode

B. It is on the same subnet as the Windows VM

C. Itis on the same VNET as the Windows VM

D. It is provided by Azure for routing traffic among subnets

Answer: C

Explanation:

Thetrace output shows only one hopto reach10.0.2.4, indicating that the destination isin the same Azure virtual network (VNet)as
the Windows VM. Since the VM's IP is10.0.1.4and the destination is10.0.2.4, they are indifferent subnets, but Azure allowsdirect
routing between subnets within the same VINetwithout additional hops.

NEW QUESTION # 15
Refer to the exhibit.

FGTHA-FGT-A # diagnose sys ha status

HA information

Statistics
traffic.lccal = s:0 p:66317 b:58458201
traffic.total = 5:0 p:663806 b:50443269
activity.ba_id_changes = 2
activity.fdb = c:0 q:@

Model=90010, Mode=@ Group=0 Debug=0
nvcluster=0, ses_pickup=0, delay=8

[Debug_Zone HA information)
HA group member irformation: is_sanage_primary=1.

[Kernel HA informetion)Silent vcluster bitmap~-00000000000000000000000000000000

FGTHA-FGT-A # get system ha status
HA Health Status: 0K

Model: FortiGate-WM64-AZURE
Mode: Standalone

Group Name:

Group ID: ©

Debug: ©

Cluster Uptime: © days ©:9:0
Cluster state charge time: N/A
ses_pickup: disable

override: disable

System Usage stats:

HBDEY stats:

nuaber of member: @

nuaber of veluster:

F:=RTINET

A high availability, active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed in
your Azure environment.
Which tools can you use to configure synchronization? (Choose two.)

A. Autoscale

B. FortiGate Clustering Protocol (FGCP)

C. FortiManager

D. Heartbeat interfaces

E. Software-defined network (SDN) Fabric Connector

Answer: B,D

Explanation:
In aFortiGate active-active HA deployment in Azure, synchronization between instances is achieved using:
FortiGate Clustering Protocol (FGCP)- This is the primary protocol used to synchronize configuration and session information



between HA peers.

— ||
Heartbeat mterfaces- These mterfaces are specifically configured to exchange HA state and sync data between the FortiGate VM,
ensuring cluster consistency.

NEW QUESTION # 16
What characterizes the branch-to-branch topology in an Azure virtual WAN?

A. Tmproved scalability for branch offices connecting to Azure

B. Enhanced security through centralized traffic management

C. Simplified network architecture with reduced hub dependencies

D. Increased redundancy through multiple connections to the central hub

Answer: A

Explanation:

Thebranch-to-branch topologyin Azure Virtual WAN is characterized bydirect connectivity between branchesthrough the Virtual
WAN backbone, whichreduces dependency on centralized hubs. This results in asimplified network architecture, lowering latency
and optimizing routing between branch locations.

NEW QUESTION # 17
Refer to the exhibit.



Region | Region 2

L I R R R o >

e
J
.
“e

Hub o hub

conmChon

Your organization is planning the implementation of a complex hub-to-spoke solution to meet automated large-scale branch
connectivity with multiple regions, offering a diverse range of connectivity options.
Which Azure networking service can deliver a solution?

A. Azare SD-WAN

B. Azure Virtual WAN

C. Azare VPN Gateway
D. Azure Firewall Manager

Answer: B

Explanation:

Azire Virtual WANGs designed forlarge-scale, automated, and global branch connectivity, supporting hub-and-spoke
architecturesacross multiple regions. It enablescentralized routing, hub-to-hub connectivity, and integrates withVPN, ExpressRoute,
and SD-WAN solutions, making it ideal for complex, multi-region deployments as shown in the diagram

NEW QUESTION # 18
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