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Amazon AWS Certified Solutions Architect - Associate SAA-C03
Priifungsfragen mit Losungen (Q310-Q315):

310. Frage

A company wants to deploy a new public web application on AWS The application includes a web server tier that uses Amazon
EC2 instances The application also includes a database tier that uses an Amazon RDS for MySQL DB instance The application
nust be secure and accessible for global customers that have dynamic IP addresses How should a solutions architect configure the
security groups to meet these requirements'?

¢ A. Configure the security group for the web servers to allow inbound traffic on port 443 from 0.0.0.0.0 Configure the security
group for the DB instance to allow inbound traffic on port 3306 from 0.0.0.0/0)

¢ B. Configure the security group tor the web servers lo allow inbound traffic on port 443 from 0.0.0. 0/0) Configure the
security group for the DB instance to allow inbound traffic on port 3306 from the security group of the web servers

e C. Configure the security group for the web servers to allow inbound traffic on port 443 from the IP addresses of the
customers Configure the security group for the DB instance to allow inbound traffic on port 3306 from the IP addresses of the
customers

e D. Configure the security group for the web servers to allow inbound traffic on port 443 from the IP addresses of the
customers Configure the security group for the DB mstance lo allow inbound traffic on port 3306 from the security group of
the web servers

Antwort: B

Begrindung;

Explanation

* Restricting inbound access to the web servers to only port 443, which is used for HTTPS traffic, and allowing access from any IP
address (0.0.0.0/0), since the application is public and accessible for global custommers.

* Restricting inbound access to the DB instance to only port 3306, which is used for MySQL traffic, and allowing access only from
the security group of the web servers, which creates a secure connection between the two tiers and prevents unauthorized access to
the database.

* Restricting outbound access to the minimum required for both tiers, which is not specified in the question but can be assumed to be
similar to the inbound rules.

References:

* Security groups - Amazon Virtual Private Cloud

* 5 Best Practices for AWS Security Groups - DZone

311. Frage

A company has created an image analysis application in which users can upload photos and add photo frames to their images. The
users upload images and metadata to indicate which photo frames they want to add to their images. The application uses a single
Amazon EC2 instance and Amazon DynamoDB to store the metadata.

The application is becoming more popular, and the number of users is increasing, The company expects the number of concurrent
users to vary significantly depending on the time of day and day of week. The company must ensure that the application can scale to
meet the needs of the growing user base.

Which solution meats these requirements?

A. Use Amazon Kinesis Data Firehose to process the photos and to store the photos and metadata.

B. Use AWS Lambda to process the photos. Store the photos and metadata in DynamoDB.

C. Use AWS Lambda to process the photos. Store the photos in Amazon S3. Retain DynamoDB to store the metadata.

D. Increase the number of EC2 instances to three. Use Provisioned IOPS SSD (i02) Amazon Elastic Block Store (Amazon
EBS) volurres to store the photos and metadata.

Antwort: C

Begriindung;
Explanation
https//www.quora.conyHow-can-1-use-DynamoDB- for-storing-metadata- for- Amazon-S3-objects This solution meets the
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requirements of scalability, performance, and availability. AWS Lambda can process the photos in parallel and scale up or down
automatically depending on the demand. Amazon S3 can store the photos and metadata reliably and durably, and provide high
availability and low latency. DynamoDB can store the metadata efficiently and provide consistent performance. This solution also
reduces the cost and complexity of managing EC2 instances and EBS volumes.

Option A is incorrect because storing the photos in DynamoDB is not a good practice, as it can increase the storage cost and limit
the throughput. Option B is incorrect because Kinesis Data Firehose is not designed for processing photos, but for streaming data to
destinations such as S3 or Redshift. Option D is incorrect because increasing the number of EC2 instances and using Provisioned
IOPS SSD volumes does not guarantee scalability, as it depends on the load balancer and the application code. It also increases the
cost and complexity of managing the infrastructure.

References:

* httpsz//aws.amazon.convcertification/certified- solutions-architect-professional/

* httpsy//www.examtopics.convdiscussions/amazon/view/ 7 193-exam-aws- certified-solutions-architect-profe

* https:/aws.amazon.com/architecture/

312. Frage

Question:

A company hosts a public application on AWS. The company uses an Application Load Balancer (ALB) to distribute application
traffic to multiple Amazon EC2 instances that are hosted in private subnets.

The company wants to authenticate all the requests by using an on-premises Active Directory Federation Service (AD FS). The
company uses AWS Direct Connect to connect its on-premises data center to AWS.

‘Which solution will meet this requirement?

e A Configure an Amazon Cognito user pool. Integrate the user pool with the ALB for AD FS authentication.

¢ B. Configure an AWS Directory Service directory. Integrate the directory with the ALB for AD FS authentication.

¢ C. Replace the ALB with a Network Load Balancer (NLB). Use Amazon Connect Agent Workspace to integrate an agent
workspace with the NLB.

¢ D. Configure an AWS Directory Service AD Connector. Integrate the AD Connector with the ALB for AD FS
authentication.

Antwort: D

Begrindung;

Comprehensive and Detailed Explanation:

To authenticate users using an on-premises Active Directory Federation Service (AD FS), AWS provides the AWS Directory
Service AD Connector. AD Connector is a proxy that connects AWS applications to your on-premises Microsoft Active Directory
without requiring complex directory synchronization or the need to set up a separate directory in the cloud.

By integrating AD Connector with the Application Load Balancer (ALB), you can authenticate and authorize users using your
existing on-premises credentials. This setup allows the ALB to leverage the authentication capabilities of your on-premises AD FS,
providing a seamless and secure user experience.

References:

How to connect your on-premises Active Directory to AWS using AD Connector AWS Directory Service AD Connector

313. Frage
An Amazon EC2 administrator created the following policy associated with an JAM group containing several users What is the
effect of this policy?

A. Users cannot terminate an EC2 instance in the us-east-1 Region when the user's source IP is 10.100 100 254
B. Users can terminate an EC2 instance in any AWS Region except us-east-1.

C. Users can terminate an EC2 instance in the us-east- 1 Region when the user's source IP is 10.100.100.254.
D. Users can terminate an EC2 instance with the IP address 10 100 100 1 in the us-east-1 Region

Antwort: C

Begrindung;
as the policy prevents anyone from doing any EC2 action on any region except us-east-1 and allows only users with source ip
10.100.100.0/24 to terminate instances. So user with source ip 10.100.100.254 can termnate instances in us-east- 1 region.



314. Frage
A company has a single AWS account that contains resources belonging to several teams. The company needs to identify the costs
associated with each team. The company wants to use a tag named CostCenter to identify resources that belong to each team

A. Set up consolidated billing in the existing AWS account.

B. Create a tag for each team, and set the value to CostCenter.

C. Tag all resources that belong to each team with the user-defined CostCenter tag.

D. Activate the CostCenter tag to track cost allocation.

E. Configure AWS Billing and Cost Management to send monthly invoices to the company through email messages.

Antwort: C,D

Begrindung;

Comprehensive and Detailed Explanation:

To track costs associated with different teams within a single AWS account, the company should implement user-defined cost
allocation tags.

* Tagging Resources with CostCenter: Assign the CostCenter tag to all resources, specifying the appropriate value for each team.
This practice enables the organization to categorize and track AWS costs effectively.

* Activating the CostCenter Tag: After tagging resources, activate the CostCenter tag in the AWS Billing and Cost Management
console. Activation is necessary for the tags to appear in cost allocation reports and AWS Cost Explorer.

By following these steps, the company can generate detailed billing reports that break down costs by team, facilitating better cost
management and accountability.

References:

Organizing and tracking costs using AWS cost allocation tags

Activating user-defined cost allocation tags
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