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11. Frage
‘What should be done after the Managed Windows devices are sent to a policy to determine the Windows 10 patch delivery
optimization setting?

A. Non Windows 10 devices must be called out in sub-rules since they will not have the relevant DWORD

B. Push out the proper DWORD setting via GPO

C. Write sub-rules to check for each of the DWORD values used in patch delivery optimization

D. Non Windows 10 devices must be called out in sub-rules so that the relevant DWORD value may be changed
E. Manageable Windows devices are not required by this policy

Antwort: C

Begriindung;

Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:

After managed Windows devices are sent to a policy to determine the Windows 10 patch delivery optimization setting, the best
practice is to write sub-rules to check for each of the DWORD values used in patch delivery optimization.

Windows 10 Patch Delivery Optimization DWORD Values:

Windows 10 patch delivery optimization is configured through DWORD registry settings in the following registry path:

* Compute\HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows\DeliveryOptimization The primary DWORD
value is DODownloadMode, which supports the following values:

* 0 = HTTP only, no peering

* 1 = HTTP blended with peering behind the same NAT (default)

* 2 = HTTP blended with peering across a private group

* 3 = HTTP blended with Internet peering

* 63 = HTTP only, no peering, no use of DO cloud service

* 64 = Bypass mode (deprecated in Windows 11)

Why Sub-Rules Are Required:

When implementing a policy to manage Windows 10 patch delivery optimization settings, administrators must create sub-rules for
each possible DWORD configuration value because:

* Different Organizational Requirements - Different departments or network segments may require different delivery optimization
modes (e.g, value 1 for some devices, value 0 for others)

* Compliance Checking - Each sub-rule verifies whether a device has the correct DWORD value configured according to
organizational policy

* Enforcement Actions - Once each sub-rule identifies a specific DWORD value, appropriate remediation actions can be applied
(e.g, GPO deployment, messaging, notifications)

* Granular Control - Sub-rules allow for precise identification of devices with non-compliant delivery optimization settings
Implementation Workflow:

* Device is scanned and identified as Windows 10 managed device

* Policy queries the DODownloadMode DWORD registry value

* Multiple sub-rules evaluate the current DWORD value:

* Sub-rule for value "0" (HTTP only)

* Sub-rule for value "1" (Peering behind NAT)

* Sub-rule for value "2" (Peering across private group)

* Sub-rule for value "3" (Internet peering)

* Sub-rule for value "63" (No peering, no cloud)

* Matching sub-rule triggers appropriate policy actions

Why Other Options Are Incorrect:

* A. Push out the proper DWORD setting via GPO - This is what you do AFTER checking via sub-rules, not what you do after
sending devices to the policy

* B. Non Windows 10 devices must be called out in sub-rules since they will not have the relevant DWORD - While non- Windows
10 devices should be excluded, the answer doesn't address the core requirement of checking each DWORD value

* C. Manageable Windows devices are not required by this policy - This is incorrect; managed Windows devices are the focus of
this policy

* D. Non Windows 10 devices must be called out in sub-rules so that the relevant DWORD value may be changed - This misses
the point; you check the DWORD values first, not change them in sub-rules Referenced Documentation:

* Microsoft Delivery Optimization Reference - Windows 10 Deployment

* Forescout Administration Guide - Defining Policy Sub-Rules

* How to use Group Policy to configure Windows Update Delivery Optimization



12. Frage
Which of the following does NOT need to be checked when you are verifying correct switch plugin configuration?

A. Each switch passes the plugin test

B. IP address ranges are assigned to the correct appliance

C. Correct switch management credentials are configured for each switch
D. Each switch is assigned to the correct appliance

E. The Switch plugin is running
Antwort: B

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
According to the Forescout Switch Plugin Configuration Guide, when verifying correct switch plugin configuration, you do NOT
need to check: "[P address ranges are assigned to the correct appliance”. This setting is network/appliance configuration, not switch
plugin-specific configuration.

Switch Plugin Configuration Verification Checklist:
According to the Switch Plugin documentation:

When verifying switch plugin configuration, you MUST check:
* A. The Switch plugin is running #

* Plugin status must be active

* Verify in plugin management interface

* B. Correct switch management credentials #

* SSH/CLI credentials configured

* SNMP credentials (v1/v2/v3) configured

* Must have appropriate permissions

* D. Each switch passes the plugin test #

* Use plugin test finction to verify connectivity

* Confirms credentials and permissions work

* Validates communication protocols

* E. Each switch is assigned to the correct appliance #

* Switch must be assigned to managing appliance

* Critical for multi-appliance deployments

* Ensures proper VLAN management traffic routing

Why C is NOT Required:

According to the documentation:

IP address range assignment (segment assigniment) is:

* Part of appliance channel/segment configuration

* NOT part of switch plugin-specific configuration

* Handled at appliance level, not plugin level

* Related to appliance management, not switch management
Switch Plugin vs. Appliance Configuration:

According to the configuration guide:

Item

Switch Plugin Config

Appliance Config

Plugin Running

#Yes

N/A

Switch Credentials

#Yes

N/A

Plugin Test

#Yes

N/A

Switch Assignment

#Yes

N/A

IP Address Ranges

#No



#Yes

Referenced Documentation:

* CounterACT Switch Plugin Configuration Guide v8.12
* Switch Configuration Parameters

* Permissions Configuration - Switch

* Configuring Switches in the Switch Plugin

13. Frage
Which of'the following is true regarding how CounterACT restores a quarantined endpoint to its original production VLAN after the
"Assign to VLAN Action" is removed?

¢ A This happens automatically as long as no configuration changes to the switch are made to the running config

e B. This happens automatically as long as configuration changes to the switchport access VLAN of affected ports are not
changed in the switch running config

C. This happens automatically because CounterACT compares the running and startup configs

D. A policy is required to ensure this happens correctly.

E. This happens automatically as long as configuration changes to the switchport access VLAN of affected ports are not
saved in the startup config

Antwort: E

Begriindung;

Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:

According to the Forescout Switch Plugin Configuration Guide Version 8.12 and 8.14.2, CounterACT restores a quarantined
endpoint to its original production VLAN automatically as long as configuration changes to the switchport access VLAN of affected
ports are not saved in the startup config.

VLAN Restoration Mechanism:

According to the Switch Plugin documentation:

When the "Assign to VLAN" action is removed or expires, CounterACT can restore the original VLAN configuration by comparing
the running configuration with the startup configuration on the switch.

The Key Requirement:

According to the documentation:

The restoration process works as follows:

* Assign to VLAN Action Applied - Endpoint is moved to quarantine VLAN (switch running config is updated)

* Assign to VLAN Action Removed - CounterACT wants to restore the original VLAN

* Running vs. Startup Config Comparison - CounterACT compares running config to startup config

* Restoration - The port is returned to its original VLAN as defined in the startup configuration Critical Condition:

According to the documentation:

"This happens automatically as long as configuration changes to the switchport access VLAN of affected ports are not saved in the
startup config" This is critical because:

* Ifmanual changes are saved to the startup config, CounterACT cannot determine what the "original" VLAN should be

* The startup config must remain unchanged for CounterACT to restore the correct VLAN

* The running config changes are temporary and revert to startup config values Why Other Options Are Incorrect:

* A. CounterACT compares the running and startup configs - While true that comparison occurs, the condition is about whether
changes are saved to startup, not just comparing

* B. Configuration changes...are not changed in the switch running config - Too broad; there can be other running config changes;
the specific requirement is about VLAN configuration being saved to startup

* C. No configuration changes to the switch are made to the running config - Too strict; other changes can be made; only VLAN
switchport access configuration matters

* E. A policy is required - Incorrect; this is automatic behavior, not policy-dependent Default VLAN Feature:

According to the Switch Plugin Configuration Guide:

The Default VLAN feature ensures that ports are automatically assigned to a default VLLAN unless specifically configured otherwise.
‘When the "Assign to VLAN" action is removed, the port returns to the default VLAN (as defined in the startup configuration).
Referenced Documentation:

* Forescout CounterACT Switch Plugin Configuration Guide Version 8.12

* Switch Plugin Configuration Guide v8.14.2

* Global Configuration Options for the Switch Plugin



14. Frage
Which of the following is an advantage of FLEXX licensing?

A. With FLEXX license, you can add See + Control + Resiliency as a base License

B. FLEXX licensing works in V7 or on CTxx appliances

C. License is centralized by an appliance by combining hardware and software

D. FLEXX licensing is offered with V7 and V8 Resiliency and Advanced Compliance licenses
E. Licensing is centralized and managed by an Enterprise Manager

Antwort: E

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:

According to the Forescout Licensing and Sizing Guide and official licensing documentation, the key advantage of FLEXX licensing
is that licensing is centralized and managed by an Enterprise Manager, providing centralized license administration across the entire
Forescout platform deployment.

FLEXX Licensing Key Advantages:

FLEXX licensing represents a significant departure from the legacy per-appliance licensing model. The primary advantages of
FLEXX licensing include:

* Centralized License Pool - Licenses are independent of hardware appliances and forma centralized, shared pool that can be
deployed across multiple appliances and network segments

* Enterprise Manager Management - License entitlements and allocations are centrally administered and managed by the Enterprise
Manager

* Portable Licenses - Licenses can be ubiquitously deployed and shared across different device types, appliance locations, and
deployment scenarios (campus, data center, cloud, OT)

* Flexible Capacity Sharing - Licensed capacity can be shared across campus, data center, cloud, and OT environments without
appliance-specific restrictions

* Scalability - Unlimited virtual appliance instances can be spun up as needed without purchasing additional appliance hardware
licenses

* Unified Customer Portal - Centralized access to license management, software downloads, documentation, and support FLEXX
Licensing Deployment Model:

With FLEXX licensing, organizations can:

* Order software licenses separately and independent from appliances

* Centrally manage and allocate licenses from a unified portal

* Redistribute license capacity across appliances without manual reallocation

* Support virtual and physical appliances equally

Why Other Options Are Incorrect:

* A - Incorrect; FLEXX licenses are NOT controlled by individual appliances but are managed centrally at the Enterprise Manager
level

* C - Base licenses cannot simply be added together; FLEXX licensing is purchased as a unified license pool

* D - FLEXX is offered with V8 appliances (5100 and 4100 series), not V7; CT series appliances support per-appliance licensing
* E - FLEXX is available for 5100/4100 series and CT series (with Flexx upgrade option) in V8.0 or higher, not in V7 Referenced
Documrentation:

* Forescout Licensing and Sizing Guide

* Forescout Flexx Licensing - What it Offers

* Forescout Platform License Management documentation

15. Frage
Which of the following best describes why PXE boot endpoints should be exempt fiom Assessment policies?

A. They have already been deployed and should immediately be subject to Assessment policies

B. Because they are special endpoints playing a specific role in the network

C. Because they are not yet manageable and may not have all the required software and services installed
D. Because they will never be manageable or have the required software and services

E. Because they will not be subject to the Acceptable Use Policy

Antwort: C

Begrindung;
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:



PXE (Preboot Execution Environment) boot endpoints should be exempt from Assessment policies because they are not yet
manageable and may not have all the required software and services installed. According to the Forescout Administration Guide,
endpoints in the early stages of deployment, such as those booting via PXE, are temporary in nature and lack the necessary
management capabilities and required software components.

PXE Boot Endpoints Characteristics:

PXE boot endpoints represent machines in a temporary state during the deployment process:

* Not Yet Fully Deployed - PXE boot is used during initial OS installation and deployment

* Lack Required Services - The endpoint does not yet have installed:

* SecureConnector (if required for management)

* Endpoint agents

* Required security software

* Management services

* Limited Configuration - The endpoint may not have completed network configuration

* Temporary State - PXE boot endpoints are in a transient state, not their final operational state Policy Endpoint Exceptions:
According to the documentation, administrators can "select endpoints in the Detections pane and exempt them from further
inspection for the policy that detected them'". This is particularly important for PXE boot endpoints because:

* False Positives - Assessment policies might flag PXE boot endpoints as non-compliant due to missing software that hasn't been
installed yet

* Blocked Deployment - If blocking actions are applied, they could interfere with the deployment process

* Temporary Assessment - Once the endpoint is fully deployed and manageable, it can be added back to Assessment policies

* Operational Efficiency - Exempting PXE boot endpoints prevents unnecessary policy violations during the deployment window
Manageable vs. Unmanageable Endpoints:

According to the documentation:

"Endpoints are generally unmanageable if their remote registry and file system cannot be accessed by Forescout. Unmanageable
hosts can be included in your policy." PXE boot endpoints specifically fall into this category because:

* Remote management is not yet available

* Required agents are not installed

* File systemaccess is not established

Why Other Options Are Incorrect:

* A. Because they will not be subject to the Acceptable Use Policy - Not the primary reason; Assessment policies differ from
Acceptable Use policies

* B. They have already been deployed and should immediately be subject to Assessment policies - Contradicts the purpose; PXE
boot endpomts are NOT yet deployed

* D. Because they will never be manageable or have the required software and services - Incorrect; once deployed, they WILL
become manageable

* E. Because they are special endpoints playing a specific role in the network - While true in context, this doesn't explain why they
need exenption Referenced Documentation:

* Forescout Administration Guide - Create Policy Endpoint Exceptions

* Restricting Endpoint Inspection documentation

* Manage Actions - Unmanageable hosts section
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