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Youneed to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate
mcidents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

a Microsoft 365 ES

R -

Explanation:

Reference:
httpsz/docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

M #108

You have a Microsoft 365 E5 subscription that contains 200 Windows 10 devices enrolled in Microsoft Defender for Endpoint.
Youneed to ensure that users can access the devices by using a remote shell connection directly from the Microsoft 365 Defender
portal. The solution must use the principle of least privilege.

‘What should you do in the Microsoft 365 Defender portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

R -

Reference:

httpsz/docs.microsoft.conven-us/microsoft-365/security/defender-endpoint/respond-machine-alerts ?view=0365-worldwide
https7/docs.microsoft.comyen-us/microsoft-365/security/defender-endpoint/network-devices ?view=0365-worldwide
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You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ef#:

TR

Explanation:

To integrate Microsoft Defender for Cloud Apps (MCAS) with Microsoft Sentinel, Microsoft's official SecOps and Sentinel
documentation specifies a two-step configuration process.

* In the Defender for Cloud Apps portal - You add a security extension to enable integration with external SIEM platforms. This
action allows MCAS to forward its alerts, activities, and discovered app telemetry to other Microsoft or third-party security
platforns. By adding the security extension, Defender for Cloud Apps is authorized to send data streams and alerts to Microsoft
Sentinel through a supported API connection.

* In Microsoft Sentinel (Azure portal) - You then add a data connector. Data connectors in Sentinel are predefined integration
pipelines that bring in telemetry from Microsoft or external security solutions. The Microsoft Defender for Cloud Apps connector
specifically ingests MCAS alerts and audit logs mnto Sentinel, where they can be correlated with other Microsoft Defender XDR
signals, enabling unified detection and investigation across identity, endpoint, and cloud layers.

This integration approach adheres to Microsoft's principle of mnimizing administrative effort by using native connectors rather than
custom ingestion or log collector configurations. Once connected, Sentinel automatically normalizes MCAS alerts nto its
SecurityAlert and CloudAppEvents tables for rule creation, playbook automation, and incident correlation.

Therefore, the verified correct configuration is:

* Defender for Cloud Apps: Add a security extension

* Sentinel: Add a data connector
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You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named
User] and User2.

You plan to deploy Azure Defender.

Youneed to enable User] and User2 to perform tasks at the subscription level as shown in the following table.

The solution must use the principle of least privilege.

‘Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Ef#:
RN -

Reference:
https:/docs.microsoft.com/en-us/azure/defender- for-cloud/permissions

M #111
You open the Cloud App Security portal as shown in the following exhibit.

You need to remediate the risk for the Launchpad app.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

b«

Explanation:

Reference:
httpsz/docs.microsoft.com/en-us/cloud-app-security/governance-discovery
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