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A 270
¢ Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
=x 1 and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.
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FH 2

Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
prevention systens, providing insight into how threats are mitigated within network environments.

FH 3

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

=4

Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

FH 5

Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems

Z| &l Cisco CCST 100-160 FEMZE A (0291-Q296):

A& #291

Which of the following is a common threat to cybersecurity?

He. D

dY.

A. User authentication
B. Software updates
C. Data encryption

D. Phishing attacks

Phishing attacks are a common threat to cybersecurity. They mvolve fraudulent attempts to obtain sensitive information, such as
passwords and credit card details, by disguising as a trustworthy entity in electronic commumnication. It is important to be cautious
and verify the authenticity of any requests for personal information to protect against phishing attacks.

AE #292

What is the main purpose of a disaster recovery plan as compared to a business continuity plan?

.|

o
m

: C

ME:

A. Limiting operational downtime.

B. Keeping the business open in some capacity during a disaster.

C. Restoring data access and an IT infrastructure as quickly as possible.
D. Allowing staffto continue to serve customers throughout a disaster.

The CCST Cybersecurity Study Guide distinguishes between Disaster Recovery Plans (DRP) and Business Continuity Plans (BCP):
A BCP focuses on keeping the business running during a disruption.

A DRP focuses on restoring IT services and data after a disaster has occurred.

"A disaster recovery plan outlines procedures for restoring data and critical I'T infrastructure to operational status following a
disruptive incident. The goal is to resume normal IT operations as quickly as possible." (CCST Cybersecurity, Essential Security
Principles, Business Continuity and Disaster Recovery section, Cisco Networking Academy) A is a general effect of both BCP and

DRP.

B and D describe business continuity, not disaster recovery.
C is correct: DRP's main purpose is restoring IT systenrs and data quickly after disruption

EE #293




‘Which protocol is used for communication between web browsers and web servers?

A HTTP
B. ICMP
C. TCP
D. UDP

HE: A

MY

HTTP (Hypertext Transfer Protocol) is the protocol used for commumication between web browsers (client) and web servers. It
allows for the exchange of hypertext, which includes text, images, and other resources, over the Internet. HTTP operates on top of
TCP, ensuring reliable delivery of data.

HE #294
‘What does the term "data classification” refer to in the context of cybersecurity?

A. Backing up data to prevent data loss

B. Encrypting data to ensure confidentiality

C. Sorting data based on its importance and sensitivity
D. Protecting data from unauthorized access

e C

MY
Data classification is the process of categorizing data based on its importance, sensitivity, and the level of protection required. This
helps ensure that appropriate security measures are applied to protect different types of data.

EE #295
Which technology focuses on creating rules and correlation logic to identify security incidents based on collected network data?

A. IDS (Intrusion Detection System)

B. SOAR (Security Orchestration, Automation, and Response)
C. SIEM (Security Information and Event Management)

D. Firewall

2
m

S"H: C

ME:

SIEM (Security Information and Event Management) technology plays a critical role in monitoring network data to identify security
incidents. SIEM solutions typically have rule-based engines and correlation logic that analyze the collected data and generate alerts
or reports when specific security events or patterns are detected. By using predefined rules and correlation logic, STEM can help
identify potential security incidents and provide insights into the overall security posture of an organization's network.
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