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e SIA, SSA, and SPA" This section focuses on the skills of Security Admmistrators in designing security

profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
FH1 SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.

¢ Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
mnvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,

FH 2 ) . ©. :
N and analyzing reports for user traffic and security issues to enhance overall security posture.
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¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
=x 3 solutions. It includes implementing various user onboarding methods, configuring administration settings,
and applying security posture checks and compliance rules to ensure a secure environment.

¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
=M 4 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.

%| Al Fortinet Certified Solution Specialist FCSS SASE_AD-24 F2MEE
Al (Q24-Q29):

A2 #24
Which two statements describe a zero trust network access (ZTNA) private access use case? (Choose two.)

A. All FortiSASE user-based deployments are supported.
B. The security posture of the device is secure.

C. Data center redundancy is offered.

D. All TCP-based applications are supported.

4. BD

Y.

Zero Trust Network Access (ZTNA) private access use cases focus on providing secure and controlled access to private
applications without exposing them to the public internet. The following two statements accurately describe ZTNA private access
use cases:

The security posture of the device is secure (Option A):

ZTNA enforces strict access controls based on the principle of least privilege. Before granting access to private applications, ZTNA
evaluates the security posture of the device (e.g., whether it is patched, compliant, and free of malware). Only devices that meet the
required security standards are granted access, ensuring that the device is secure before allowing private access.

All TCP-based applications are supported (Option C):

ZTNA supports all TCP-based applications, enabling secure access to a wide range of private applications, including legacy systens
and custom+-built applications. This flexibility makes ZTNA suitable for organizations with diverse application environments.

Here's why the other options are incorrect:

B. All FortiSASE user-based deployments are supported: While FortiSASE supports various deployment scenarios, not all user-
based deployments are automatically compatible with ZTNA. Specific configurations and requirements must be met to enable
ZTNA functionality.

D . Data center redundancy is offered: Data center redundancy is unrelated to ZTNA private access use cases. Redundancy
typically pertains to infrastructure design and failover mechanisis, not access control methodologies like ZTNA.

Reference:

Fortinet FCSS FortiSASE Documentation - ZINA Private Access Overview

FortiSASE Administration Guide - ZTNA Deployment Best Practices

HAE #25
How does analyzing FortiSASE logs help in maintaining compliance with security standards?
Response:

A. By reducing the amount of data traffic

B. By documenting security threats and responses
C. By logging internet speeds

D. By tracking user login times

o2
m
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EE #26
Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the



HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.
What is the recommended way to provide internet access to the contractor?

A. Use FortiClient on the endpoint to manage internet access.

B. Configure a VPN policy on FortiSASE to provide access to the internet.

C. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.
D. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

HE: D

MY

The recommended way to provide temporary internet access to the contractor is to use Zero Trust Network Access (ZTNA) and
tag the client as an unmanaged endpoint . ZTNA ensures that only authorized users and devices can access specific resources, while
treating all endpoints as untrusted by default. By tagging the contractor's device as an unmanaged endpoint, you can apply strict
access controls and ensure that the contractor has limited access to only the necessary resources (e.g., the web-based POS system)
without exposing the internal network to unnecessary risks.

Here's why the other options are less suitable:

A . Use FortiClient on the endpoint to manage internet access: While FortiClient provides endpoint security and management, it
requires installation and configuration on the contractor's device. This may not be feasible for temporary contractors or unmanaged
devices.

B . Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy: While this
approach can control web traffic, it does not provide the granular access control and security posture validation offered by ZTNA.
Additionally, managing PAC files can be cumbersome and less secure compared to ZTNA.

D. Configure a VPN policy on FortiSASE to provide access to the mternet: Using a VPN policy would grant broader access to the
network, which is not ideal for a temporary contractor. It increases the risk of unauthorized access to internal resources and does
not align with the principle of least privilege.

Reference:

Fortinet FCSS FortiSASE Documentation - Zero Trust Network Access (ZTNA) Use Cases FortiSASE Administration Guide -
Managing Unmanaged Endpoints

HEE #27

A FortiSASE administrator is configuring a Secure Private Access (SPA) solution to share endpoint information with a corporate
FortiGate.

Which three configuration actions will achieve this solution? (Choose three.)

A. Use the FortiClient EMS cloud connector on the corporate FortiGate to connect to FortiSASE
B. Apply the FortiSASE zero trust network access (ZTNA) license on the corporate FortiGate.
C. Register FortiGate and FortiSASE under the same FortiCloud account.

D. Add the FortiGate IP address in the secure private access configuration on FortiSASE.

E. Authorize the corporate FortiGate on FortiSASE as a ZTNA access proxy.

HY: ACE

ME.

Reference:

FortiOS 7.2 Administration Guide: Provides details on configuring Secure Private Access and integrating with FortiGate.
FortiSASE 23.2 Documentation: Explains how to set up and manage connections between FortiSASE and corporate FortiGate.

EAE #28
Which three ways does FortiSASE provide Secure Private Access (SPA) to corporate, non-web applications? (Choose three.)

A. Using next generation firewall (NGFW)

B. Using secure web gateway (SWG)

C. Using SD-WAN technology

D. Using zero trust network access (ZTNA) technology
E. Using digital experience monitoring

HY: ACD
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