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HM #14
What is the frequency of BCP testing for critical processes?

¢ A Half-yearly

¢ B. Quarterly

e C. As per calendar planned at beginning of the year
e D. Annually

Ef#: D
fERL:
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The frequency of BCP testing for critical processes is a findamental aspect of ensuring a plan remains effective and relevant.
Business Continuity Professional standards, such as those from DRI International and ISO 22301, provide guidance on testing
frequency based on the criticality of processes and organizational needs.

* Annually: Industry standards recommend that critical processes undergo comprehensive BCP testing at least once a year. This
ensures that plans are validated, personnel are trained, and any gaps or changes in the business environment are addressed. Annual
testing is considered a baseline requirement for maintaining resilience, particularly for critical functions that, if disrupted, could
severely impact the organization.

* Quarterly: While more frequent testing (e.g., quarterly) may be appropriate for highly dynamic environments or specific high-risk
processes, it is not a universal requirement for all critical processes.

Quarterly testing is typically reserved for specific scenarios or as part of a progressive testing strategy rather than a standard
frequency.

* As per calendar planned at beginning of the year: This option implies a flexible schedule, but it lacks specificity and does not align
with standardized recommendations. Testing should follow a defined frequency rather than an arbitrary calendar plan unless explicitly
tied to a standard (e.g., annual).

* Half-yearly: Semi-annual testing (every six months) may be adopted by some organizations for additional assurance, but it exceeds
the minimum standard requirement of annual testing for critical processes unless specified by organizational policy or regulatory
mandates.

The verified answer,A. Annually, reflects the widely accepted minimum frequency for testing critical processes as per Business
Continuity Professional guidelines. However, organizationsmay increase frequency based on risk assessments or regulatory
requirements, though this is not the default expectation.

References:

* DRI International Professional Practices for Business Continuity Management (2023), Section 9:

Testing and Exercising - Recommends annual testing as a minimum for critical processes.

* SO 22301:2019, Clause 8.5 - Specifies regular testing and exercising, with annual frequency as a common benchmark for critical
finctions.

B #15

Tolerating risk is where no action is taken to mitigate or reduce a risk.

o A True
e B. False

EfE: A

fi .-

Tolerating risk is where no action is taken to mitigate or reduce a risk. This is true because tolerating risk is one of the possible
strategies for managing risk. Tolerating risk means accepting or retamning a risk without taking any further action to reduce i, either
because the risk level is acceptable or because the cost or effort of reducing it is not justified. Tolerating risk may be appropriate for
low-priority or low-impact risks that do not pose a significant threat to the organization's objectives. Verified References:
https//www.investopedia.com

/terms/t/the-four-ts.asphttps://www.thebel. org/training-qualifications/good-practice- guidelines. html

E #16
Which of'the following are the four T's of risk guidance produced by by the Office of Government Commerce? (choose four)

A. Treat

B. Title

C. Transfer
D. Terminate
E. Tolerate
F. Technique

IEf#: AL C. D. E

A -

The four T's of risk guidance produced by the Office of Government Commerce are transfer, tolerate, treat, and terminate. They are:
* Transfer: This strategy involves transferring or sharing some or all of the responsibility or impact of a risk to another party, such as
an insurer, a supplier, or a partner.

* Tolerate: This strategy involves accepting or retaining a risk without taking any further action to reduce it, either because the risk



level is acceptable or because the cost or effort of reducing it is not justified.

* Treat: This strategy involves taking steps to reduce the likelihood or impact of a risk to an acceptable level, such as implementing
controls, mitigations, or contingency plans.

* Terminate: This strategy involves eliminating or avoiding a risk by discontinuing or changing the activity that causes it. Verified
References:https//www.mnvestopedia.comvterms/t/the- four-ts.asp

https//www.thebcl.org/training-qualifications/good-practice- guidelines. html

BHE#17

Risks are diverse and arise from both external and internal sources.

o A True
e B. False

Ef#: A
R -

Risks are diverse and arise from both external and internal sources. This is true because risks are uncertainties that can have positive
or negative effects on an organization's objectives. Risks can arise from various sources that are either outside or inside the
organization's control. External sources of risk include natural disasters, cyberattacks, market fluctuations, customer preferences,
competition, regulation, or political instability.

Internal sources of risk include human error, fraud, system failure, process inefficiency, organizational culture, or strategic decisions.
Verified References: httpsy//www.investopedia.com/terms/b/businessrisk.

asphttps://www.thebci. org/traning-qualifications/good-practice- guidelines. html

HP#18
Risk ownership must be clearly set out, documented and agreed with the individual owners at all levels of the operational risk
management process.

o A True
e B. False

EfE: A

fiR .-

Explanation

Risk ownership must be clearly set out, documented and agreed with the individual owners at all levels of the operational risk
management process. This is true because risk ownership is oneof the key principles of business continuity management. Risk
ownership means that each risk has a designated person who is responsible and accountable for its identification, assessment,
treatment, monitoring, and reporting. Risk owners should have the authority and resources to manage their risks effectively and
efficiently. Verified References:

httpss//www.iso.org/publication/PUB100442. htmihttps:/www.thebci.org/training-qualifications/good-practice-g
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