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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q31-
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NEW QUESTION # 31 
You need a solution to safeguard public cloud-hosted web applications from the OWASP Top 10 vulnerabilities. The solution must
support the same region in which your applications reside, with minimum traffic cost.
Which solution meets the requirements?

A. Use FortiADC
B. Use FortiCNP
C. Use FortiWeb
D. Use FortiGate

Answer: C
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NEW QUESTION # 32 
Which statement about Amazon Web Services (AWS) Transit Gateway is true for SD-WAN transit gateway (TGW) Connect with
FortiGate?

A. Attaching a virtual private cloud (VPC) to the TGW automatically adds new routes to the subnet route table.
B. TGW supports BGP to share routes with FortiGate.
C. The TGW plugin must be used with a VPN to achieve higher bandwidth.
D. The Generic Routing Encapsulation (GRE)-based tunnel attachments are slower than IPsec tunnels.

Answer: A

NEW QUESTION # 33 
You are automating configuration changes on one of the FortiGate VMs using Linux Red Hat Ansible.
How does Linux Red Hat Ansible connect to FortiGate to make the configuration change?

A. It uses a YAML file.
B. It uses a FortiGate VIP.
C. It uses SSH.
D. It uses an API.

Answer: D

Explanation:
Ansible connects to FortiGate through APIs (REST API/HTTPS) when using Fortinet Ansible modules. The YAML playbook
defines the tasks, but the actual configuration changes are pushed via the FortiGate API.

NEW QUESTION # 34 
You have deployed a FortiGate HA cluster in Azure using a Gateway Load Balancer for traffic inspection. However, traffic is not
being routed correctly through the firewalls.
What can be the cause of the issue?

A. The Fortinet VMs have IP forwarding disabled, which is required for traffic inspection.
B. The health probes for the Gateway Load Balancer are failing, which causes traffic to bypass the HA cluster.
C. The protected VMs are in a different Azure subscription, which prevents the Gateway Load Balancer from forwarding
traffic.
D. The Gateway Load Balancer is not associated with the correct network security group (NSG) rules, which allow traffic to
pass through.

Answer: A

Explanation:
Azure requires IP forwarding enabled on each FortiGate NIC used for inspection; without it, Azure drops packets that the VM tries
to route onward, so traffic won't traverse the HA firewalls.

NEW QUESTION # 35 
You are using Ansible to modify the configuration of several FortiGate VMs. What is the minimum number of files you need to
create, and in which file should you configure the target FortiGate IP addresses?

A. One .yaml file with the targets IP addresses, and one playbook file with the tasks.
B. One playbook file for each target and the required tasks, and one inventory file.
C. One text file for all target devices, and one playbook file.
D. One inventory file for each target device, and one playbook file.

Answer: C

NEW QUESTION # 36
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