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¢ Security Operations: This topic delves into applying common security techniques to computing resources,

addressing security implications of proper hardware, software, and data asset management, managing
FEY 2 1 vulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses
enhancing enterprise capabilities for security, implementing identity and access management, and utilizing
automation and orchestration for secure operations.

¢ Security Program Management and Oversight: Finally, this topic discusses elements of effective security

governance, the risk management process, third-party risk assessment, and management processes.
bEY 72 Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.

¢ Security Architecture: Here, you'll learn about security implications across different architecture models,

applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
hEY 73 concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.

¢ General Security Concepts: This topic covers various types of security controls, fundamental security
NEy 2 4 concepts, the importance of change management processes in security, and the significance of using
suitable cryptographic solutions.

e Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and

motivations, explaining common threat vectors and attack surfaces, and outlining different types of
bEYZS wvulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and
exploring mitigation techniques used to secure enterprises against threats.
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A company is experiencing a web services outage on the public network. The services are up and available but inaccessible. The
network logs show a sudden increase in network traffic that is causing the outage. Which of the following attacks is the organization
experiencing?

A. DDoS

B. Buffer overflow
C. ARP poisoning
D. Brute force

Ef: A

E R #362
Which of the following is most likely a security concern when installing and using low-cost IoT devices in infrastructure
environments?

A. Country of origin

B. Ease of deployment

C. Device responsiveness
D. Storage of data

IEf#: D

H R #363

An enterprise has been experiencing attacks focused on exploiting vulnerabilities in older browser versions with well-known exploits.
Which of the following security solutions should be configured to best provide the ability to monitor and block these known
signature-based attacks?

A. DLP
B. IDS
C.IPS
D. ACL

Ef: C

AR :

An intrusion prevention system (IPS) is a security device that monitors network traffic and blocks or modifies malicious packets
based on predefined rules or signatures. An IPS can prevent attacks that exploit known vulnerabilities in older browser versions by
detecting and dropping the malicious packets before they reach the target system. An IPS can also perform other functions, such as
rate limiting, encryption, or redirection. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 3:
Securing Networks, page 132.
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A recent penetration test identified that an attacker could flood the MAC address table of network switches. Which of the following
would best mitigate this type of attack?

A. TIPS

B. Port security
C.NGFW

D. Load balancer

IEf#: B

TR

Port security is the best mitigation technique for preventing an attacker from flooding the MAC address table of network switches.
Port security can limit the number of MAC addresses learned on a port, preventing an attacker from overwhelming the switch's
MAC table (a form of MAC flooding attack). When the allowed number of MAC addresses is exceeded, port security can block
additional devices or trigger alerts.

Load balancer distributes network traffic but does not address MAC flooding attacks.

IPS (Intrusion Prevention System) detects and prevents attacks but isn't specifically designed for MAC flooding mitigation.
NGFW (Next-Generation Firewall) offers advanced traffic inspection but is not directly involved in MAC table security.

M #365

Select the appropriate attack and remediation from each drop-down ist to label the corresponding attack with its remediation.
INSTRUCTIONS

Not all attacks and remediation actions will be used.

Ifat any time you would like to bring back the mitial state of the simu-lation, please click the Reset All button.

A :

Explanation:

Web serverBotnet Enable DDoS protectionUser RAT Implement a host-based IPSDatabase server Worm Change the default
application passwordExecutive KeyloggerDisable vulnerable services Application Backdoor Implement 2F A using push notification
A screenshot of a computer program Description automatically generated with low confidence
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