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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Inplementing Identity and Access Management (IAM): This section of the exam measures skills of OCI

Administrators and focuses on identity and access controks. It covers [AM domains, users, groups, and
compartments, as well as the use of TAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring,

Topic 2

Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Admnistrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.

Topic 3

Implementing OS and Workload Protection: This section of the exam measures the skills of OCI
Admmistrators and looks at securing workloads and operating systems. It includes the use of OCI Bastion
for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.
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¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load

Topic 4
o balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.
¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
Topic 5 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL
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Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q34-Q39):

NEW QUESTION # 34

"A company, ABC, is planning to launch a new web application on OCI. Based on past experiences, they expect a significant surge
in traffic after the launch. You are responsible for ensuring that the application is highly available.

‘Which step would you perform to achieve this goal?

¢ A Use a Virtual Cloud Network (VCN) with subnets, security lists, and routing rules to isolate the web application from the
Internet and other resources.

¢ B. Use a load balancer to distribute incoming traffic evenly across multiple instances of the web application."

¢ C. Configure Cloud Guard to prevent large amounts of traffic from reaching the web application.

¢ D. Implement security controls, such as web application firewalls, to protect against common attack vectors.

Answer: B

NEW QUESTION # 35

"Your company is in the process of migrating its sensitive data to Oracle Cloud Infrastructure (OCI) and is prioritizing the strongest
possible security measures. Encryption is a key part of this strategy, but you are particularly concerned about the physical security of
the hardware where your encryption keys will be stored.

Which characteristic of OCI Key Management Service (KMS) helps ensure the physical security of your encryption keys?

A. Granular customer control over key access permissions

B. Utilization of FIPS 140-2 validated Hardware Security Modules (HSMs)"
C. Centralized key management for simplified administration

D. Seamless integration with other OCI services for streamlined workflows

Answer: B

NEW QUESTION # 36

Youare the first responder of a security ncident for ABC Org. You have identified several IP addresses and URLs in the logs that
you suspect may be related to the incident. However, you need more information to confidently determine whether they are indeed
malicious or not.
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‘Which OCI service can you use to obtain a more refined information and confidence score for these identified indicators?

A. OCI Incidence Responder

B. OCI Web Application Firewall
C. OCI Threat Intelligence

D. OCI Security Zones

Answer: C

NEW QUESTION # 37

A company has implemented OCI IAM policies with multiple levels of compartments. A policy attached to a parent compartment
grants "manage virtual-network-family" permissions. A policy attached to a child compartment grants "use virtual-network- family"
permissions.

Allow Group NetworkAdmins to manage virtual-network-family in Compartment A

A
Compartment

8
i ; Cormapartment

Allow Group NetworkAdmins to use virtual-network-family in Compartment 8

According to OCI IAM policy inheritance, how does the OCI IAM policy engine resolve the permissions for a user attempting to
perform an operation that requires 'manage' permissions in the child compartment?

¢ A The policy in the parent compartment takes precedence, and the user is granted "manage" permissions.
¢ B. The policy in the child compartment takes precedence, and the user is granted "use" permissions only.
e C. The operation is denied due to conflicting policies.

Answer: A

NEW QUESTION # 38

"You are part of the security operations of an organization with thousands of users accessing Oracle Cloud Infrastructure (OCI). It is
reported that an unknown user action was executed resulting in configuration errors.

You are tasked with identifying the details of all users who were active in the last six hours along with any REST API calls that were
executed.

Which OCI feature should you use?

A. Management Agent Log Ingestion
B. Audit Analysis Dashboard

C. Object Collection Rule

D. Service Connector Hub"

Answer: B

NEW QUESTION # 39
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