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H #618
While analyzing suspicious network activity, you observe a slow, stealthy scanning technique that is difficult to trace back to the
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attacker. Which scenario best describes the scanning technique being used?

¢ A The attacker sends FIN packets to infer port states based on responses

¢ B. The attacker sends packets with all TCP flags set

o (. The attacker uses a "zombie" machine to perform scans, hiding their true identity
¢ D. The attacker performs full TCP connect scans on all ports

Ef#: C
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According to the CEH Network Scanning module, Idle Scanning (Zombie Scanning) is one of the most stealthy reconnaissance
techniques. In this method, the attacker uses an idle third-party host (zombie) to probe the target indirectly.

Because all scan packets appear to originate from the zombie system, the true attacker remains hidden. CEH highlights that idle
scans:

* Are extrenely stealthy

* Generate minimal traffic from the attacker

* Make attribution very difficult

Option B is correct.

Option A (FIN scan) is stealthy but still traceable.

Option C is noisy and easily detected.

Option D describes a Xmas scan, which is detectable.

CEH classifies idle scanning as one of the hardest scanning techniques to trace.

HH #619

Youare logged in as a local admin on a Windows 7 system and you need to launch the Computer Management Console from
command line.

Which command would you use?

A. c\compmgmt.msc
B. ci\gpedit

C. c\ncpa.cp

D. ci\services.msc

EfE: A

fi .-

To start the Computer Management Console from command line just type compmgmt.msc /computer:

computername in your run box or at the command line and it should automatically open the Computer Management console.
References:

http//www.waynezim.convtag/compmgmtimsc/

Z M #620

Steve, an attacker, created a fake profile on a social media website and sent a request to Stella. Stella was enthralled by Steve's
profile picture and the description given for his profile, and she mnitiated a conversation with him soon after accepting the request.
After a few days. Sieve started asking about her company details and eventually gathered all the essential information regarding her
company. What is the social engineering technique Steve employed in the above scenario?

A. Piggybacking
B. Diversion theft

C. Baiting
D. Honey trap

IEf@E: D
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The honey trap is a technique where an attacker targets a person online by pretending to be an attractive person and then begins a
fake online relationship to obtain confidential information about the target company.

In this technique, the victimis an insider who possesses critical information about the target organization.

Baiting is a technique in which attackers offer end users something alluring in exchange for important information such as login details



and other sensitive data. This technique relies on the curiosity and greed of the end-users. Attackers perform this technique by
leaving a physical device such as a USB flash drive containing malicious files in locations where people can easily find them, such as
parking lots, elevators, and bathroons. This physical device is labeled with a legitimate company's logo, thereby tricking end-users
nto trusting it and opening it on their systems. Once the victim connects and opens the device, a malicious file downloads. It infects
the system and allows the attacker to take control.

For example, an attacker leaves some bait in the form ofa USB drive in the elevator with the label "Employee Salary Information
2019" and a legitimate company's logo. Out of curiosity and greed, the victim picks up the device and opens it up on their system,
which downloads the bait. Once the bait is downloaded, a piece of malicious software installs on the victim's system, giving the
attacker access.

HH #621

You are a cybersecurity consultant for a healthcare organization that utilizes Internet of Medical Things (loMT) devices, such as
connected insulin pumps and heart rate monitors, to provide improved patientcare.

Recently, the organization has been targeted by ransonmware attacks. While the IT infrastructure was unaffected due to robust
security measures, they are worried that the loMT devices could be potential entry points for future attacks. What would be your
main recommendation to protect these devices from such threats?

A. Disable all wireless connectivity on loMT devices.

B. Implement muilti-factor authentication for all oMT devices.

C. Use network segmentation to isolate loMT devices from the main network.
D. Regularly change the IP addresses of all oMT devices.

Ef#: C

R

Internet of Medical Things (IoMT) devices are internet-connected medical devices that can collect, transfer, and analyze data over a
network. They can provide improved patient care and comfort, but they also pose security challenges and risks, as they can be
targeted by cyberattacks, such as ransomware, that can compromise their finctionality, integrity, or confidentiality. Ransomware is a
type of malware that encrypts the victim's data or system and demands a ransom for its decryption or restoration. Ransomware
attacks can cause serious harm to healthcare organizations, as they can disrupt their operations, endanger their patients, and damage
their reputation.

To protect IoMT devices from ransomware attacks, the main recommendation is to use network segmentation to isolate [oMT
devices from the main network. Network segmentation is a technique that divides a network into smaller subnetworks, each with its
own security policies and controls. Network segmentation can prevent or limit the spread of ransomware from one subnetwork to
another, as 1t restricts the communication and access between them. Network segmentation can also improve the performance,
visibility, and manageability of the network, as it reduces the network congestion, complexity, and noise.

The other options are not as effective or feasible as network segmentation. Implementing multi- factor authentication for all loMT
devices may not be possible or practical, as some IoMT devices may not support or require user authentication, such as sensors or
monitors. Disabling all wireless connectivity on [oMT devices may not be desirable or realistic, as some IoMT devices rely on
wireless communication protocols, such as Wi-Fi, Bluetooth, or Zigbee, to finction or transmit data. Regularly changing the TP
addresses of all [oMT devices may not prevent or deter ransomware attacks, as ransomware can target devices based on other
factors, such as their domain names, MAC addresses, or vulnerabilities. References:

* What Is Internet of Medical Things (IoMT) Security?

* 5 Steps to Secure Internet of Medical Things Devices

* Ransomware in Healthcare: How to Protect Your Organization

* [Network Segmentation: Definition, Benefits, and Best Practices]

R #622
What tool can crack Windows SMB passwords simply by listening to network traffic?

A. NTFSDOS

B. LOphtcrack

C. Netbus

D. This is not possible

IEf#: B

A -
LOphtCrack is a password auditing and recovery tool. It can:



Capture password hashes over the network (e.g., via SMB).

Crack password hashes using dictionary, brute-force, or hybrid attacks.

It's particularly effective when used on SMB-based challenge-response authentication (NTLM/LM) captured via packet sniffing.
From CEH v13 Courseware:

Module 4: Enumeration

Module 6: Malware Threats

CEH v13 Study Guide states:

"LOphtCrack can sniff SMB authentication exchanges from network traffic and extract NTLM password hashes to crack them
offline." Incorrect Options:

A: This is possible (hence A is wrong).

B: Netbus is a backdoor/trojan tool.

C:NTFSDOS is used to read NTFS partitions under DOS, not for password cracking,

Reference:CEH v13 Study Guide - Module 4: Password Cracking # ToolsLOphtCrack Documentation
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