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(Q74-Q79):

74. Frage
Which software allows the user to easily access the hardware of a computer?

A. Operating system
B. Application

C. FTP client

D. Productivity

Antwort: A

Begrindung;

The operating system (OS) is the primary software that manages all the hardware and other software on a computer. It acts as an
intermediary between users and the computer hardware. The OS handles basic tasks such as controlling and allocating memory,
prioritizing system requests, controlling input and output devices, facilitating networking, and managing files. Examples include
Windows, macOS, and Linux.

75. Frage

A software development company has experienced a noticeable slowdown in its network performance, which suggests that some
machines on the network may have been infected by a botnet. The company has decided to analyze the threats and vulnerabilities
within the enterprise based on the indicators of compromise to mitigate the risk.

‘What should the company do to detect a botnet and other malware-based threats within the enterprise based on the indicators of
compromise?

A. Tmplement a configuration management solution

B. Constantly scan for known signatures on every machine
C. Use two-factor authentication for external users

D. Define strict firewall rules

Antwort: B

Begrindung;

The correct answer is C - Constantly scan for known signatures on every machine.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), scanning for known malware signatures is an
essential method for detecting infections such as botnets. Signature-based detection compares files and behaviors against databases
of known indicators of compromise (IOCs).

Two-factor authentication (A) protects login processes but does not detect malware. Firewall rules (B) help control access but do
not detect infections. Configuration managemment (D) ensures system setup integrity but does not detect botnets.

Reference Extract from Study Guide:

"Signature-based scanning detects malware and botnets by comparing system files and behaviors against databases of known threats
and indicators of compromise (IOCs)."
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- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Malware Detection and Threat Response

76. Frage
‘Which risk management strategy will ensure the secure configuration and deployment of a new supply chain management system and
prevent identity theft?

A. Tmplementation of regular vulnerability scans and patch management

B. Implementation of multifactor authentication for all user accounts

C. Use of a strict firewall policy to restrict access to the systen's server

D. Configuration of the systemto disable all USB ports on all workstations

Antwort: B

Begriindung;

Multi-Factor Authentication (MF A)mitigates identity theft by requiring two or more factors (something you know, have, or are) for
access. This significantly raises the difficulty of account compromise, especially in environments with sensitive supply chain data.
NIST SP 800-63B (Digital Identity Guidelines):

"MFA significantly reduces the likelihood of credential compromise and is strongly recommended for all user accounts accessing
critical systems." While patching and firewalls are important, MFAdirectly addresses identity theftprevention.

#WGU Course Alignment:

Domain:Access Control and Identity Management

Topic:Implement MFA for secure user authentication

77. Frage
What are two roles of a DNS?
Choose 2 answers

A. Sending packets along a pathway that connects it to the Internet
B. Translating an IP alias to an actual [P address

C. Creating IP addresses if it cannot find an alias

D. Storing the IP address

Antwort: B,D

Begrindung;

* The Domain Name System (DNS) has several key roles, including:

* Storing the IP addresses associated with domain names.

* Translating human-readable domain names (aliases) into IP addresses that computers use to identify each other on the network.
* The other options:

* Creating IP addresses if it cannot find an alias is incorrect; DNS does not create IP addresses.

* Sending packets along a pathway that connects it to the Internet is the role of routers and not DNS.

* Therefore, storing the IP address and translating an IP alias to an actual IP address are the correct roles of DNS.

References:

* "DNS and BIND" by Paul Albitz and Cricket Liu, which details the finctions and roles of DNS.

* "The Practice of System and Network Administration” by Thomas Limoncelli, Christina Hogan, and Strata Chalup, which explains
DNS operations.

78. Frage
A conpany's website is suddenly redirecting users to a suspicious landing page asking for personal information.
What is the most likely cause of the issue?

A. Phishing

B. Ransomware
C. Tampering
D. Exfiltration

Antwort: C



Begrindung;

The correct answer is C - Tampering,

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials explain that tampering refers to unauthorized
modifications of systems or data. In this case, the website being altered to redirect users to a malicious landing page indicates that an
attacker has tampered with the legitimate website code or its DN'S settings.

Exfiltration (A) refers to stealing data. Phishing (B) involves tricking users but not modifying a website.

Ransonmware (D) encrypts systens for ransom, not cause redirection.

Reference Extract from Study Guide:

"Tampering involves the unauthorized modification of a system or its resources, often to redirect users to malicious destinations or to
alter fnctionality in harmful ways."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Threat Categories and Iimpacts
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