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GIAC Forensics Examiner Practice Test 58 & GCFE A5 [/ (Q142-Q147):

HH #142
Which email header field is essential for identifying the server that originally sent an email?

A. Received
B. Subject
C. From

D. To

Ef#: A

HM #143
You are investigating suspicious emails sent froma company employee's account. The employee denies sending them. What forensic

techniques would you use to investigate the authenticity of these emails? (Choose three)

A. Review network error logs

B. Extract metadata from email attachments
C. Check the user's login timestamps

D. Examine email drafts and outbox folders
E. Analyze SMTP headers

Ef#: B. C. E

R #144
Which two artifacts are essential for identifying user interactions with specific files in Windows?

A. NTUSER.DAT

B. Prefetch files

C. Registry logs

D. System restore points

Ef#: A. B

HH #145
What is the primary use of 'live data acquisition' in digital forensics?

A. To monitor real-time network traffic for anomalies.

B. To log changes in user account settings.

C. To capture system data that is volatile and would be lost upon shutdown or reboot, such as RAM contents.
D. To track mstallation of new applications.

M
R

: C

R #146
Which Windows artifact is primarily used to store metadata about files, including the file creation and modification times?
Response:

A. Registry keys

B. Index.dat

C. Event logs

D. Master File Table (MFT)

IEfE: D
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