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Fortinet NSE 8 - Recertification Exam Sample Questions (Q160-Q165):

NEW QUESTION # 160

A remote worker requests access to an SSH server inside the network. You deployed a ZTNA Rule to their FortiClient. You need
to follow the security requirements to inspect this traffic.

Which two statements are true regarding the requirements? (Choose two.)

e A. Youneed to configure a FortiClient SSL-VPN tunnel to nspect the SSH traffic.
e B. SSH traffic is tunneled between the client and the access proxy over HTTPS.

e C. Traffic is discarded as ZTNA does not support SSH connection rules.

e D. FortiGate can perform SSH access proxy host-key validation.

Answer: B,D

Explanation:

ZTNA supports SSH connection rules that allow remote workers to access SSH servers inside the network through an HTTPS
tunnel between the client and the access proxy (FortiGate). The access proxy acts as an SSH client to connect to the real SSH
server on behalf of the user, and perfornms host- key validation to verify the identity of the server. The user can use any SSH client
that supports HTTPS proxy settings, such as PuTTY or OpenSSH.

https7//docs.fortinet.conYdocument/fortigate/7.4. 1/administration- guide/2992 7/ztna-ssh-access- proxy-exaniple

NEW QUESTION # 161
Refer to the exhibits.
Topology
ATINIET.
Spoke-B
HUB portl
Spoke-A
Configuration
D

config vpn ipsec phasel-interface
edit "advpnl"
set type dynamic
set interface "portl"
set ike-version 2
set peertype any
set net-device disable
set add-route disable
set dpd on-idle
set suite-b suite-b-gcm-128
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set auto-dilscovery-sender enable
set psksecret fortinet

next

edit "advpn2“
set type dynamic
set interface "portl"
set ike—version 2
set peertype any
set net-device disable
set add-route disable
set dpd on-idle
set suite-b suite-b-gcm-128
set auto—discovery—sender enable
set psksecret fortinet

next

end
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Spokes:
config vpn ipsec phasel-interface
editm"advpnl"
set interface "portl"
set ike-version 2
set peertype any
set net-device enable
set add-route disable
set dpd on-idle
set suite-b suite-b-gcm-128
set idle-timeout enable
set idle—timeoutinterval 5
set auto-discovery-receiver enable
set remote-gw 198.18.101.100
set psksecret fortinet
next
edit "advpn2"
set interface "port2"
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set peertype any

set net—device enable

set add—route disable

set dpd on-idle

F HﬂﬂErFte -b suite-b-gcm-128

1dle-timeout enable
Set idle-timeoutinterval 5
set auto-discovery-receiver enable
set remote-gw 198.18.101.100
set psksecret fortinet
next
end

The exhibits show a diagram of a requested topology and the base [Psec configuration.

A customer asks you to configure ADVPN via two internet underlays. The requirement is that you use one interface with a single IP
address on DC FortiGate.

In this scenario, which feature should be implemented to achieve this requirement?

A. Use local-id

B. Use peer-id

C. Use network-overlay id
D. Change advpn2 to IKEv1

Answer: C

Explanation:
httpss//community. fortinet.com/tS/FortiGate/ Technical- Tip-Use-case-of-Network-1ds-with- ADVPN- shortcut/ta-p/241025

NEW QUESTION # 162
Referring to the command output shown on the exhibit, how many hosts are connected to the FortiGate?

M\ Exhibit

show bridge control interface root.b host.
fdb: size=256, used=6, num=7, depth=2, simple=no
Bridge root.b host table

port no device devname mac addr, ttl attributes
wanZ 02:09:0£:78:69:00 D Tocal Static
vlian 1 02:09:0€£:78:69:3 040 Local Static
dmz 02:09:0£:78:69:01.0 Local Static
internal 02:09:0£f:78:69:02 0 Local Static
dmz 00:80:c8:39:87.'Sa 194

internal 02:09:0f:78:67:68 8

wanl 00:09:0£f:78:69: fe 0 Local Static

-
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Answer: C

Explanation:
httpz//cookbook. fortinet.com/troubleshooting- fortigate-installation/

NEW QUESTION # 163

Refer to the exhibit. To facilitate a large-scale deployment of SD-WAN/ADVPN with FortiGate devices, you are tasked with
configuring the FortiGate devices to support injecting of IKE routes on the ADVPN shortcut tunnels.

Which three commands must be added or changed to the FortiGate spoke config vpn ipsec phasel-mterface options referenced in
the exhibit for the VPN interface to enable this capability?

(Choose three.)

config vpn ipsec phasel-interface
edit "vpn-hub02-1"
:::HTIHETnterface "wanl"
l1ke-version 2
set authmethod signature
set net—device enable

set proposaliaes256-sha2b56

set autosdiscovery-receiver enable
set ~remote-gw 192.168.168.100

setr certificate "BRO1FGTLOCAL"

set peer "vpn-hub02-1 peer™

A. set mode-cfg-allow-client-selector enable
B. set ike-version 1

C. set net-device disable

D. set mode-cfg enable

E. set add-route enable

Answer: A,D,E

Explanation:
https:/docs.fortinet.com/document/fortigate/7.2.4/administration-guide/2 8268 7/sd-wan-in-large- scale-deployments

NEW QUESTION # 164
Refer to the exhibits.
Exhibit A



Topology

RADIUS server

Exhibit B

get hardware npu npé port-list
Chip XAUI Ports Max Cross-chip
Speed offloading

0 porté
0 port?

portl 1G Yes
1G Yes
1G Yes
1G Yes
1G Yes
1G Yes
1G Yes

fsﬁﬁ’ﬁr‘i&fﬂs

port9

1G Yes

1 portl0 1G|Yes

port28.1G Yes

s1 1G

Yes
Yes

vwl 1G Yes
vw2 1G Yes

3
3
3 s2 1G
3
3

A customer is looking for a solution to authenticate the clients connected to a hardware switch interface of a FortiGate 400FE.
Referring to the exhibits, which two conditions allow authentication to the client devices before assigning an IP address? (Choose

two.)

Answer: C,D

Explanation:
https:/docs.fortinet.com/document/fortigate/7.2.0/new-features/959502/support-802- 1x-on-virtual- switch-for-certain-np6-

platforns

A. FortiGate devices with NP6 and hardware switch mterfaces cannot support 802.1X authentication
B. Ports 3 and 4 can be part of different switch interfaces

C. Client devices must have 802.1X authentication enabled

D. Devices connected directly to ports 3 and 4 can perform 802.1X authentication




NEW QUESTION # 165
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