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ER#53
Which two statements about ZTNA destinations are true? (Choose two.)

e A FortiClient ZTNA destinations provides access through TCP forwarding.

B. FortiClient ZTNA destination authentication is enabled by default.

C. FortiClient ZTNA destinations do not support a wildcard FQDN.

D. FortiClient ZTNA destination encryption is disabled by defaut.

E. FottiClient ZTNA destinations use an existing VPN tunnel to create a secure connection.

Ef@E: C. D

HR #54
An administrator installs FortiClient on Windows Server.
What is the default behavior of real-time protection control?

e A. Real-time protection must update the signature database from FortiSandbox
¢ B. Real-time protection sends malicious files to FortiSandbox when the file is not detected locally
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e C. Real-time protection is disabled
¢ D. Real-time protection must update AV signature database

IEf: C

R -

‘When FortiClient is installed on a Windows Server, the default behavior for real-time protection control is:

* Real-time protection is disabled:By default, FortiClient does not enable real-time protection on server installations to avoid
potential performance impacts and because servers typically have different security requirements compared to client endpoints.
Thus, real-time protection is disabled by default on Windows Server installations.

References

* FortiClient EMS 7.2 Study Guide, Real-time Protection Section

* Fortinet Documentation on FortiClient Default Settings for Server Installations

B #55

An admmnistrator must add an authentication server on FortiClient EMS in a different security zone that cannot allow a direct
comnection.

‘Which solution can provide secure access between FortiClient EMS and the Active Directory server?

A. Configure and deploy a FortiGate device between FortiClient EMS and the Active Directory server.
B. Configure a slave FortiClient EMS on a virtual machine.

C. Configure Active Directory and install FortiClient EMS on the same VM.

D. Configure an Active Directory connector between FortiClient EMS and the Active Directory server.

EM: A
R

* Requirement:

* The administrator needs to add an authentication server on FortiClient EMS in a different security zone that cannot allow a direct
connection.

* Solution Analysis:

* The goal is to securely connect FortiClient EMS and the Active Directory server despite being in different security zones.

* Evaluating Options:

* Installing FortiClient EMS on the same VM as Active Directory (option B) is not practical due to security zone separation.

* Configuring a slave FortiClient EMS on a virtual machine (option C) does not address the need for secure communication.

* Configuring an Active Directory connector (option D) may not be sufficient without secure routing,

* Conclusion:

* Deploying a FortiGate device between FortiClient EMS and the Active Directory server ensures secure and controlled access
between the two zones.

References:

FortiClient EMS and FortiGate configuration and deployment documentation from the study guides.

H #56

A new chrome book is connected in a school's network.

Which component can the EMS administrator use to manage the FortiClient web filter extension installed on the Google
Chromebook endpoint?

A. FortiClient web filter extension
B. FortiClient site categories

C. FortiClient customer URL list
D. FortiClient EMS

IEf#E: A

A

For managing the FortiClient web filter extension installed on the Google Chromebook endpoint, the EMS administrator can use the
following component:

* FortiClient EMS (Enterprise Management Server)is designed to manage and control multiple FortiClient installations across
various endpoints.



* EMS provides centralized management for endpoint policies, including web filtering configurations.

* The EMS administrator can configure and enforce web filter policies on Chromebooks through the EMS console.

Therefore, FortiClient EMS is the correct component for managing the web filter extension on Google Chromebook endpoints.
References

* FortiClient EMS 7.2 Study Guide, Chromebook Management Section

* Fortinet Documentation on FortiClient EMS and Web Filtering for Chromebooks

H #57
Which statement about the FortiClient enterprise management server is true?

A. It receives the CA certificate from FortiGate to validate client certrficates.

B. It enforces compliance on the endpoints using tags

C. It receives the configuration information of endpoints from ForuGate.

D. It provides centralized management of multiple endpoints running FortiClient software.

Ef#: B
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