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Topic Details

¢ Configure Flow Network Security: Covers analyzing application traffic flows, creating and configuring
isolation, application, and identity based security policies, and managing policy lifecycle modes in Flow
Network Security.

Topic 1

¢ Configure Flow Virtual Networking: Covers creating and managing VPCs, overlay networks, external
connectivity options, BGP peering, load balancing, and policy based routing within Nutanix Flow Virtual

Topic 2
ol Networking,

¢ Troubleshoot Flow Virtual Networking: Covers diagnosing and resolving connectivity failures, BGP issues,
Topic 3 gateway health problens, and interpreting alerts and logs related to virtual networking components.

¢ Deploy and Upgrade a Flow Environment: Covers preparing clusters for Flow Network Security and
Virtual Networking, managing upgrade paths and dependencies, configuring virtual switches and MTU,

Topic 4
ol and administering user roles and RBAC permissions.

¢ Troubleshoot Flow Network Security: Covers identifying policy-related traffic issues, analyzing security hit
logs and audit logs, and troubleshooting identity based policy failures tied to Active Directory group
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(Q24-Q29):

NEW QUESTION # 24

An administrator needs to allow commumication between several VPCs without requiring to configure routes in the physical network
or using a dynamic routing protocol like BGP.

How should the admnistrator satisfy this requirement?

A. Connect the VPCs to a single Transit VPC.

B. Configure a VPN network between each of the VPCs.
C. Peer the VPCs directly.

D. Merge all the subnets into a single VPC.

Answer: A

NEW QUESTION # 25
Refer to the exhibit.
erer 10

10 the exnibit
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An organization uses an FNS-NG Service Chain to steer application traffic through a pair of third-party firewall Network Function
VM operating in Active/Standby mode. Users suddenly report that all application access is blocked. The administrator reviews
Prism Central -> Network & Security -> Network Functions, where the summary shown in the exhibit is displayed. Additional
information: Alert: "Network Function PANW Service Insertion' virtual NIC pair(s) are unhealthy." Both firewall VMs are powered
on and reachable. The security policy using the service chain has not been changed. Based on the exhibit and findings, what is the
most likely cause of the traffic outage?

A. The mbound VNIC on SE-PA-VM Firewall-2 failed, preventing redirected packets from reaching the firewall.
B. The service-chain health check failed to reroute sessions to the healthy firewall,

C. Firewall policy synchronization was not configured when the standby firewall became active.

D. One of the Network Function vNIC pairs lost dataplane connectivity, nterrupting traffic until health is stabilized.

Answer: D

NEW QUESTION # 26
Which policy is used to isolate a compromised VM in the most efficient way possible?

A. Shared Service Policy
B. Quarantine Policy

C. Application Policy

D. Isolation Policy

Answer: B

NEW QUESTION # 27



An administrator uses Nutanix Flow to secure a three-tier application (Web, App, and Database tiers).

After observing the traffic, they find that:

The Web tier commumicates with the App tier over HTTP (port 80)

The App tier communicates with the Database tier over TCP port 1433

The Database tier does not initiate connections

The Web tier receives inbound HTTP traffic from the corporate DMZ on port 8080 No other traffic should be allowed What should
the admmnistrator do to document and then securely apply these flows in Nutanix Flow?

A. Disable traffic-flow discovery and configure all policies manually.

B. Manually create isolation policies between all VMs in the environment.

C. Use Flow Network Visualization to capture observed flows and convert them into microsegmentation security policies.
D. Add all VM to a single security policy to simplify communication.

Answer: C

NEW QUESTION # 28

An admmnistrator is using Flow Network Security to secure a 3-tier application and has already created and assigned the categories.
The admmnistrator does not have the details of the rules that need to be allowed to secure the application.

How can the admmistrator use Flow Network Security to monitor the traffic and help with the policy creation without impacting the
applications connectivity?

e A Create the Policy in Save mode, review the discovered traffic, allow the required traffic flows, and move Policy to Enforce
mode.

¢ B. Use service insertion to redirect traffic through a monitoring service to capture the application traffic and create the Flow
Network Security policy based on data captured in monitoring service.

e C. Redirect the traffic to a Syslog server and monitor the traffic on the syslog server and then create the Flow Network
Security policy based on monitored data in syslog server.

¢ D. Create the Policy in Monitor mode, review the discovered traffic, allow the required traffic flows, and move Policy to
Enforce mode.

Answer: D

NEW QUESTION # 29
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