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問題  #105 
Your team is building a service that performs compute-heavy processing on batches of data The data is processed faster based on
the speed and number of CPUs on the machine These batches of data vary in size and may arrive at any time from multiple third-
party sources You need to ensure that third partiesare able to upload their data securely. You want to minimize costs while ensuring
that the data is processed as quickly as possible What should you do?

A. * Provide a Cloud Storage bucket so that third parties can upload batches of data, and provide appropriate identity and
Access Management (1AM) access to the bucket
* Create a Cloud Function with a google, storage, object .finalise Cloud Storage trigger Write code so that the function can
scale up a Compute Engine autoscaling managed instance group
* Use an image pre-loaded with the data processing software that terminates the instances when processing completes
B. * Provide a Cloud Storage bucket so that third parties can upload batches of data, and provide appropriate Identity and
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Access Management (1AM) access to the bucket
* Use Cloud Monitoring to detect new batches of data in the bucket and trigger a Cloud Function that processes the data
* Set a Cloud Function to use the largest CPU possible to minimize the runtime of the processing
C. * Provide a Cloud Storage bucket so that third parties can upload batches of data, and provide appropriate Identity and
Access Management (1AM) access to the bucket
* Use a standard Google Kubernetes Engine (GKE) cluster and maintain two services one that processes the batches of data
and one that monitors Cloud Storage for new batches of data
* Stop the processing service when there are no batches of data to process
D. * Provide a secure file transfer protocol (SFTP) server on a Compute Engine instance so that third parties can upload
batches of data and provide appropriate credentials to the server
* Create a Cloud Function with a google.storage, object, finalize Cloud Storage trigger Write code so that the function can
scale up a Compute Engine autoscaling managed instance group
* Use an image pre-loaded with the data processing software that terminates the instances when processing completes

答案：A

解題說明：
The best option for ensuring that third parties are able to upload their data securely and minimizing costs while ensuring that the data
is processed as quickly as possible is to provide a Cloud Storage bucket so that third parties can upload batches of data, and
provide appropriate Identity and Access Management (IAM) access to the bucket; create a Cloud Function with a
google.storage.object.finalize Cloud Storage trigger; write code so that the function can scale up a Compute Engine autoscaling
managed instance group; use an image pre-loaded with the data processing software that terminates the instances when processing
completes.
A Cloud Storage bucket is a resource that allows you to store and access data in Google Cloud. You can provide a Cloud Storage
bucket so that third parties can upload batches of data securely and conveniently.
You can also provide appropriate IAM access to the bucket by using roles and policies to control who can read or write data to the
bucket. A Cloud Function is a serverless function that executes code in response to an event, such as a change in a Cloud Storage
bucket. A google.storage.object.finalize trigger is a type of trigger that fires when a new object is created or an existing object is
overwritten in a Cloud Storage bucket. You can create a Cloud Function with a google.storage.object.finalize trigger so that the
function runs whenever a new batch of data is uploaded to the bucket. You can write code so that the function can scale up a
Compute Engine autoscaling managed instance group, which is a group of VM instances that automatically adjusts its size based on
load or custom metrics. You can use an image pre-loaded with the data processing software that terminates the instances when
processing completes, which means that the instances only run when there is data to process and stop when they are done. This
way, you can minimize costs while ensuring that the data is processed as quickly as possible.

問題  #106 
You use Google Cloud Managed Service for Prometheus with managed collection to gather metrics from your service running on
Google Kubernetes Engine (GKE). After deploying the service, there is no metric data appearing in Cloud Monitoring, and you have
not encountered any error messages. You need to troubleshoot this issue. What should you do?

A. Verify that your PodMonitoring configuration references a valid port.
B. Check if the Grafana service is installed on your GKE cluster.
C. Determine if your service has exceeded its quota for writes to the Cloud Monitoring API.
D. Confirm that your service has the monitoring.servicesViewer IAM role.

答案：A

解題說明：
Comprehensive and Detailed Explanation:
When using Managed Service for Prometheus, metrics may not appear in Cloud Monitoring if PodMonitoring is misconfigured. The
most likely issue is that the PodMonitoring configuration does not reference a valid port.
PodMonitoring is required to collect metrics from workloads in GKE.
If the port is incorrect or missing, metrics won't be scraped.
#Why not other options?
A (Check quota limits)## If quotas were exceeded, you'd see explicit errors, but the question states no errors were encountered.
B (Grafana installation check)## Grafana is not required for Prometheus metric collection.
C (monitoring.servicesViewer IAM role issue)## This role allows viewing metrics, but does not affect metric collection.
#Official Reference:
Managed Service for Prometheus - PodMonitoring
GKE Monitoring Troubleshooting



問題  #107 
You support an application running on GCP and want to configure SMS notifications to your team for the most critical alerts in
Stackdriver Monitoring. You have already identified the alerting policies you want to configure this for. What should you do?

A. Ensure that your team members set their SMS/phone numbers in their Stackdriver Profile. Select the SMS notification
option for each alerting policy and then select the appropriate SMS/phone numbers from the list.
B. Download and configure a third-party integration between Stackdriver Monitoring and an SMS gateway.
Ensure that your team members add their SMS/phone numbers to the external tool.
C. Configure a Slack notification for each alerting policy. Set up a Slack-to-SMS integration to send SMS messages when
Slack messages are received. Ensure that your team members add their SMS/phone numbers to the external integration.
D. Select the Webhook notifications option for each alerting policy, and configure it to use a third-party integration tool.
Ensure that your team members add their SMS/phone numbers to the external tool.

答案：C

問題  #108 
You are monitoring a service that uses n2-standard-2 Compute Engine instances that serve large files. Users have reported that
downloads are slow. Your Cloud Monitoring dashboard shows that your VMS are running at peak network throughput. You want
to improve the network throughput performance. What should you do?

A. Change the machine type for your VMS to n2-standard-8.
B. Deploy the Ops Agent to export additional monitoring metrics.
C. Add additional network interface controllers (NICs) to your VMS.
D. Deploy a Cloud NAT gateway and attach the gateway to the subnet of the VMS.

答案：A

解題說明：
The correct answer is C. Change the machine type for your VMs to n2-standard-8.
According to the Google Cloud documentation, the network throughput performance of a Compute Engine VM depends on its
machine type1. The n2-standard-2 machine type has a maximum egress bandwidth of 4 Gbps, which can be a bottleneck for serving
large files. By changing the machine type to n2-standard-8, you can increase the maximum egress bandwidth to 16 Gbps, which can
improve the network throughput performance and reduce the download time for users.You also need to enable per VM Tier_1
networking performance, which is a feature that allows VMs to achieve higher network performance than the default settings2.
The other options are incorrect because they do not improve the network throughput performance of your VMs.Option A is
incorrect because Cloud NAT is a service that allows private IP addresses to access the internet, but it does not increase the
network bandwidth or speed3.Option B is incorrect because adding additional network interfaces (NICs) or IP addresses per NIC
does not increase ingress or egress bandwidth for a VM1.Option D is incorrect because deploying the Ops Agent can help you
monitor and troubleshoot your VMs, but it does not affect the network throughput performance4.

問題  #109 
Your company is developing applications that are deployed on Google Kubernetes Engine (GKE). Each team manages a different
application. You need to create the development and production environments for each team, while minimizing costs. Different teams
should not be able to access other teams' environments. What should you do?

A. Create a Development and a Production GKE cluster in separate projects. In each cluster, create a Kubernetes
namespace per team, and then configure Identity Aware Proxy so that each team can only access its own namespace.
B. Create a Development and a Production GKE cluster in separate projects. In each cluster, create a Kubernetes
namespace per team, and then configure Kubernetes Role-based access control (RBAC) so that each team can only access
its own namespace.
C. Create one GCP Project per team. In each project, create a cluster with a Kubernetes namespace for Development and
one for Production. Grant the teams IAM access to their respective clusters.
D. Create one GCP Project per team. In each project, create a cluster for Development and one for Production. Grant the
teams IAM access to their respective clusters.

答案：B



解題說明：
https://cloud.google.com/architecture/prep-kubernetes-engine-for-prod#roles_and_groups
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