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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 2

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.
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Topic 3

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Topic 4

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 5

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

>> FCP_FGT_AD-7.6 Exam Tests <<

FCP_FGT_AD-7.6 Test Labs - Hot FCP_FGT_AD-7.6 Questions
There are a lot of experts and professors in or company in the field. In order to meet the demands of all people, these excellent
experts and professors from our company have been working day and night. They tried their best to design the best
FCP_FGT_AD-7.6 certification training materials from our company for all people. By our study materials, all people can prepare
for their FCP_FGT_AD-7.6 Exam in the more efficient method. We can guarantee that our FCP_FGT_AD-7.6 study materials will
be suitable for all people and meet the demands of all people, including students, workers and housewives and so on.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q62-Q67):
NEW QUESTION # 62 
An administrator wanted to configure an IPS sensor to block traffic that triggers a signature set number of times during a specific
time period.
How can the administrator achieve the objective?

A. Use IPS filter, rate-mode periodical option.
B. Use IPS packet logging option with periodical filter option.
C. Use IPS group signatures, set rate-mode 60.
D. Use IPS filter, rate-mode periodical option.

Answer: A

Explanation:
The IPS filter with the rate-mode set to "periodical" allows the administrator to block traffic that triggers a signature a specified
number of times within a defined time period, meeting the requirement.

NEW QUESTION # 63 
FortiGate is integrated with FortiAnalyzer and FortiManager.
When creating a firewall policy, which attribute must an administrator include to enhance functionality and enable log recording on
FortiAnalyzer and FortiManager?

A. Policy ID
B. Log ID
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C. Universally Unique Identifier
D. Sequence ID

Answer: C

NEW QUESTION # 64 
Refer to the exhibits.



The exhibits show a diagram of a FortiGate device connected to the network, and the firewall configuration.
An administrator created a Deny policy with default settings to deny Webserver access for Remote-User2.
The policy should work such that Remote-User1 must be able to access the Webserver while preventing Remote-User2 from
accessing the Webserver.
Which two configuration changes can the administrator make to the policy to deny Webserver access for Remote-User2? (Choose
two.)

A. Enable match-vipin the Deny policy.
B. Set the Destination address as Deny_IP in the Allow_access policy.
C. Disable match-vipin the Deny policy.
D. Set the Destination address as Webserver in the Deny policy.

Answer: A,D

Explanation:
In this scenario, the FortiGate uses a Virtual IP (VIP) to map the external IP 203.0.113.22 to the internal web server 10.0.1.10.
When using VIPs, firewall policies must be configured carefully to match the translated destination address.
The external users (Remote-User1 and Remote-User2) connect to 203.0.113.22, which is the VIP for the web server.
By default, firewall policies match pre-NAT addresses (the original destination before VIP translation).
To make the deny policy recognize traffic destined for the VIP-mapped address, the match-vip option must be enabled.
The destination in the Deny policy should explicitly be the Webserver (the VIP object), so FortiGate correctly identifies the target.

NEW QUESTION # 65 
Refer to the exhibit.

Based on this partial configuration, what are the two possible outcomes when FortiGate enters conserve mode? (Choose two.)

A. Administrators must restart FortiGate to allow new session.
B. FortiGate drops new sessions requiring inspection.
C. FortiGate skips quarantine actions.
D. Administrators cannot change the configuration.

Answer: B,C

Explanation:
In fail-open mode, FortiGate skips quarantine actions to maintain traffic flow despite IPS or antivirus failures.
FortiGate drops new sessions that require inspection when in conserve mode and fail-open is enabled, to protect the network from
potentially harmful traffic.

NEW QUESTION # 66 
Refer to the exhibit to view the firewall policy.



Why would the firewall policy not block a well-known virus, for example eicar?

A. The firewall policy does not apply deep content inspection.
B. The action on the firewall policy is not set to deny.
C. Web filter is not enabled on the firewall policy to complement the antivirus profile.



D. The firewall policy is not configured in proxy-based inspection mode.

Answer: A

Explanation:
The firewall policy uses certificate-inspection under SSL inspection and flow-based inspection mode. Certificate inspection does not
decrypt HTTPS traffic; it only checks the certificate fields.
Because of this, FortiGate cannot perform deep content inspection, which is required for antivirus to detect and block threats such
as the EICAR test virus within encrypted HTTPS sessions.

NEW QUESTION # 67
......
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