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Nutanix NCP-CI-AWS Exam Syllabus Topics:

Topic Details
¢ Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
Topic 1 networking and security measures, as well as addressing connectivity issues.

¢ Deploying an NC2 on AWS Environment: This portion assesses your knowledge of cloud cluster
deployment, cloud provider network configuration, and your skills in addressing cluster deployment

Topic 2
ope challenges.

e Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
Topic 3 cluster management tasks, along with your ability to oversee cluster and cloud resource health.
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o Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking

Topic 4 ..
prerequusttes.
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We are quite confident that all these Nutanix NCP-CI-AWS exam dumps feature you will not find anywhere. Just download the
Nutanix NCP-CI-AWS and start this journey right now. For the well and Nutanix NCP-CI-AWS Exam Dumps preparation, you
can get help from Nutanix NCP-CI-AWS which will provide you with everything that you need to learn, prepare and pass the
Nutanix Certified Professional - Cloud Integration - AWS (NCP-CI-AWS) certification exam.

Nutanix Certified Professional - Cloud Integration - AWS Sample Questions
(Q35-Q40):

NEW QUESTION # 35

An admmnistrator is creating and destroying multiple clusters daily for a test/dev environment. The administrator wants ensure that
every NC2 on AWS cluster deployed will allow full access from the on-premises CVM subnet.

What is most-efficient way to achive this?

e A. Modify the UVM Network Security Group of each cluster by setting the outbound allow address of the on-premises
subnet.

¢ B. Modify the UVM Network Security Group of each cluster by setting the inbound allow address of the on-premises subnet.

¢ C. Create a Custom AWS Network Security Group using a key value of tagnutanix:clusters:external and set the inbound
allow address of the on-premises subnet.

Answer: C

Explanation:

D/ Create a Custom AWS Network Security Group using a key of tagnutanix: clusters:external.cluster-uuid and set the value of the
UUID for each deployed cluster. Set the inbound allow address of the on-premises subnet.

Explanation:

To ensure that every NC2 on AWS cluster deployed allows full access from the on-premises CVM subnet efficiently, the
administrator should create a custom AWS Network Security Group.

Use a key value of tagnutanix:clusters:external for the security group, and set the inbound allow address to the on-premises subnet.
This approach leverages AWS tags to manage security group rules dynamically and ensures that the necessary access permissions
are applied automatically to all clusters with the specified tag,

This method reduces the need for manual configuration of each cluster’s security group, streamlining the process for a test/dev
environment where clusters are frequently created and destroyed.

Reference:

Refer to the AWS documentation on Network Security Groups and Nutanix documentation on best practices for securing NC2
clusters.

NEW QUESTION # 36

An administrator is deploying Disaster Recovery for two NC2 clusters on AWS. The organization would prefer to use synchronous
replication.

What are two supported configurations for this type of implementation? (Choose two.)

e A. Two NC2 on AWS clusters in different regions, using native networking on both clusters.

e B. Two NC2 on AWS clusters in the same region using native networking on the primary cluster, and Flow Virtual
Networking on the other remote cluster.

e C. Two NC2 on AWS clusters in the same region, using native networking on both clusters.

e D. Two NC2 on AWS clusters in different regions using native networking on the primary cluster, and Flow Virtual
Networking on the other remote cluster.
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Answer: B,C

NEW QUESTION # 37
A company wants to use Nutanix NC2 to burst VDI resources to the AWS cloud. The VDI workloads requires GPU accelation.
Which solution meets the company's requirements?

A. gddn.metal nodes
B. AN36P nodes

C. AN36 nodes

D. mbg.metal nodes

Answer: A

Explanation:

For VDI workloads that require GPU acceleration, the gd4dn.metal nodes are the appropriate choice. These instances are equipped
with NVIDIA T4 GPUs, which are well-suited for graphics-intensive applications such as VDI workloads that need GPU
acceleration. Other node types like AN36P, mog.metal, or AN36 do not provide the necessary GPU capabilities.

Reference:

Nutanix Support & Insights - GPU support in AWS

NEW QUESTION # 38

An administrator has deployed an NC2 on AWS cluster and doesn't have connectivity back to the on-premises environment yet.
The administrator wants to SSH into a CVM to edit a security setting and has deployed a Jump Host into an existing public subnet.
‘What action must the administrator still take to gain access to the CVM?

A. Edit the CVM iptables to allow SSH.

B. Create Custom Network Security Group at the subnet level and add the IP address of the Jump Host
C. Edit the User Management Network Security Group to allow SSH from the Jump Host IP.

D. Edit the UVM security group to allow SSH from the Jump Host IP and remove Cluster Lockdown.

Answer: C

Explanation:

To SSH into a Controller VM (CVM) in an NC2 on AWS cluster without on-premises connectivity, the administrator needs to
ensure that the security settings allow SSH access from the Jump Host. This involves editing the User Management Network
Security Group to permit SSH traffic from the Jump Host IP.

Deploy Jump Host:

Ensure the Jump Host is deployed in a public subnet with an Elastic IP (EIP) assigned for external access.

Edit User Management Network Security Group:

Locate the security group associated with the user management network.

Modify the inbound rules to allow SSH (port 22) from the Jump Host's IP address. This ensures that the Jump Host can establish an
SSH connection to the CVM.

Steps to Edit Security Group:

Navigate to the EC2 dashboard in the AWS Management Console.

Select "Security Groups" under the "Network & Security” section.

Find and select the appropriate security group.

Edit the mbound rules to add a new rule:

Type: SSH

Protocol: TCP

Port Range: 22

Source: Custom IP (enter the Jump Host's public IP address)

Additional Configuration:

Ensure that the CVM itself allows SSH connections and that no internal firewall rules block the traffic.

Reference:

Nutanix Cloud Clusters on AWS Administration Guide

AWS Security Group Documentation

Nutanix Best Practices for Secure Access



NEW QUESTION # 39

An administrator has deployed NC2 on AWS. The cluster deployment completed successfully.

After deployment, the admmnistrator created a subnet in AWS, added it as a network in Prism Element, deployed Prism Central
using the newly-configured network, and registered the cloud cluster with it.

The on-premises network and AWS are connected via a Site-to-Site VPN. Cluster nodes, CVM, and Prism Central can
commumnicate with each other, but cannot be accessed from the on-premises network.

What two issues might be the cause of this problem? (Choose two.)

A. The AWS VPC traffic is blocked by a firewall in the on-premises network.

B. The AHV firewall is blocking traffic from the on-premises network.

C. Traffic from the on-premises network is not permitted by VM and Management security groups.
D. AWS Direct Connect must be used to establish connection between AWS and on-premises

Answer: A,C

Explanation:

Traffic from the on-premises network is not permitted by VM and Management security groups:

Ensure that the security groups assigned to the VMs and management interfaces in AWS allow inbound traffic from the on-premises
network. Without appropriate security group rules, the traffic will be blocked.

The AWS VPC traffic is blocked by a firewall in the on-premises network:

Check if the firewall on the on-premises network is configured to allow traffic fromthe AWS VPC. Firewalls may have restrictive
rules that block incoming traffic, preventing commumnication.

Reference:

Refer to AWS documentation on security groups and firewalls and Nutanix documentation on configuring networking for NC2
clusters.

NEW QUESTION # 40
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