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R #12
How does sandboxing help in the detection of moder attacks?
Response:

e A Tt provides a controlled environment to execute and observe suspicious code without risking the main network.
¢ B. It helps in creating backups of critical data.

e C. It restricts internet access to prevent users from downloading malware.

¢ D. It manages software updates across the organization.

IEfE: A

R #13
Which file systemis predominantly used in macOS High Sierra and later for providing robust encryption and snapshot capabilities?
Response:

A. HFS+
B. ext4

C.NTFS
D. APFS

IEf#: D
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R #14
Which factor is MOST critical when prioritizing incidents in a large-scale enterprise environment?
Response:

A. Geographic location of the incident
B. Tire since the last audit

C. Number of systemns affected

D. Potential business impact

IEf#: D

B #15
What is the primary role of the system profiler command in macOS?
Response:

A. Editing user accounts

B. Managing network settings

C. Reporting detailed hardware and software configuration
D. Modifying system preferences

H
R
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HM #16
What is the purpose of "container orchestration” in an enterprise environment?
Response:

A. To streamline software development

B. To perform hardware diagnostics

C. To manage and automate the deployment, scaling, and operation of containers
D. To enhance graphical user interfaces

EfE: C
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