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R #211

A System Administrator is unable to start an Amazon EC2 instance in the eu-west-1 Region using an IAM role The same System
Administrator is able to start an EC2 instance in the eu-west-2 and eu-west-3 Regions.

The IAMSystemAdministrator access policy attached to the System Administrator JAM role allows unconditional access to all [AM
services and resources within the account Which configuration caused this issue?

A) An SCP is attached to the account with the following permission statement:

B)

A permission boundary policy is attached to the System Administrator role with the following permission statement:

0

A permission boundary is attached to the System Administrator role with the following permission statement:

D)

An SCP is attached to the account with the following statement:

A. Option D
B. Option B
C. Option A
D. Option C

A
R

: B
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A company has a requirement that none of its Amazon RDS resources can be publicly accessible. A security engineer needs to set
up monitoring for this requirement and must receive a near-real-time notification if any RDS resource is noncompliant.

‘Which combination of steps should the security engineer take to meet these requirements? (Select THREE.)

e A. Configure RDS event notifications on each RDS resource Target an AWS Lambda function that notifies AWS Config of a
change to the RDS public access setting.

¢ B. Configure RDS event notifications to post events to an Amazon Simple Queue Service (Amazon SQS) queue Subscribe
the SQS queue to an Amazon Simple Notification Service (Amazon SNS) topic to provide a notification to the security
engineer.

¢ C. Configure an Amazon EventBridge rule that is invoked when the AWS Lambda function notifies AWS Config of an RDS
event change.

¢ D. Configure the rds-mstance-public-access-check AWS Config managed rule to monitor the RDS resources.

¢ E. Configure the Amazon EventBridge rule to target an Amazon Simple Notification Service (Amazon SNS) topic to provide
a notification to the security engineer.

¢ F. Configure an Amazon EventBridge rule that is mvoked by a compliance change event from the rds- instance-public-
access-check rule.

IEf#: D. E. F
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A company hosts an end user application on AWS Currently the company deploys the application on Amazon EC2 instances behind
an Elastic Load Balancer The company wants to configure end-to-end encryption between the Elastic Load Balancer and the EC2
mstances.

‘Which solution will meet this requirement with the LEAST operational effort?

e A Import a third-party SSL certificate to AWS Certificate Manager (ACM) Install the third-party certificate on the EC2
mstances Associate the ACM imported third-party certificate with the Elastic Load Balancer

¢ B. Import a third-party certificate bundle to AWS Certificate Manager (ACM) Install the third-party certificate on the EC2
mnstances Associate the ACM imported third-party certificate with the Elastic Load Balancer.

e (. Use Amazon issued AWS Certificate Manager (ACM) certificates on the EC2 instances and the Elastic Load Balancer to
configure end-to-end encryption

¢ D. Deploy AWS CloudHSM Import a third-party certificate Configure the EC2 instances and the Elastic Load Balancer to
use the CloudHSM imported certificate



IEf: C

R :

To configure end-to-end encryption between the Elastic Load Balancer and the EC2 instances with the least operational effort, the
most appropriate solution would be to use Amazon issued AWS Certificate Manager (ACM) certificates on the EC2 instances and
the Elastic Load Balancer to configure end-to-end encryption.

AWS Certificate Manager - Amazon Web Services : Elastic Load Balancing - Amazon Web Services : Amazon Elastic Compute
Cloud - Amazon Web Services : AWS Certificate Manager - Amazon Web Services

I #214

A company has created a set of AWS Lambda finctions to automate incident response steps for incidents that occur on Amazon
EC2 instances. The Lambda finctions need to collect relevant artifacts, such as instance ID and security group configuration. The
Lambda finctions must then write a summary to an Amazon S3 bucket.

The company runs its workloads ina VPC that uses public subnets and private subnets. The public subnets use an internet gateway
to access the internet. The private subnets use a NAT gateway to access the internet.

All network traffic to Amazon S3 that is related to the incident response process must use the AWS network. This traffic must not
travel across the nternet.

‘Which solution will meet these requirements?

¢ A Deploy the S3 bucket and the Lambda finctions in the same private subnet. Configure the Lambda finctions to use the
default endpoint for the S3 service.

¢ B. Deploy an Amazon Simple Queue Service (Amazon SOS) queue and the Lambda finctions in the same private subnet.
Configure the Lambda fimctions to send data to the SQS queue. Configure the SOS queue to send data to the S3 bucket.

¢ C. Deploy the Lambda fimctions to a private subnet in the VPC. Configure the Lambda fimctions to access the S3 service
through the NAT gateway.

¢ D. Deploy the Lambda functions to a private subnet in the VPC. Create an S3 gateway endpoint to access the S3 service.

Ef#: D
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A company is using AWS Organizations to manage multiple AWS accounts for its hu-man resources, finance, software
development, and production departments. All the company's developers are part of the software development AWS account.

The company discovers that developers have launched Amazon EC2 instances that were preconfigured with software that the
company has not approved for use. The company wants to implement a solution to ensure that developers can launch EC2 instances
with only approved software applications and only in the software de-velopment AWS account.

Which solution will meet these requirements?

¢ A Inthe management account, create AMIS of preconfigured instances that in-clude only approved software. Use AWS
CloudFormation StackSets to launch the AMIS across any AWS account in the organization. Grant the developers
permission to launch the stack sets within the management account.

¢ B. In the software development account, create AMIS of preconfigured instanc-es that include only approved software.
Include the AMI IDs in the condi-tion section of an AWS CloudFormation template to launch the appropriate AMI based on
the AWS Region. Provide the developers with the CloudFor-mation template to launch EC2 instances in the software
development ac-count.

e C. Create an Amazon EventBridge rule that runs when any EC2 Runinstances API event occurs in the software development
account. Specify AWS Systems Man-ager Run Command as a target of the rule.
Configure Run Command to run a script that will install all approved software onto the instances that the developers launch.

e D. Use an AWS Service Catalog portfolio that contains EC2 products with ap-propriate AMIS that include only approved
software. Grant the developers permission to portfolio access only the Service Catalog to launch a prod-uct in the software
development account.

IEf@E: D
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