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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

Topic 1

Protect Data Used by AI Services: This section evaluates AI Governance Specialists on securing data in
AI-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for AI, and monitoring AI-related security risks to ensure compliance and
protection.

Topic 2

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Topic 3

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

Topic 4

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q149-Q154):
NEW QUESTION # 149 
You have a Microsoft S65 E5 subscription that contains two users named User! and Admin1 Admin1 manages audit retention
policies for the subscription.
You need to ensure that the audit logs of User1 will be retained for 10 years.
What should you do first?

A. Assign a Microsoft Purview Audit (Premium) add on license to User1.
B. Assign a 10-year audit log retention add-on license to User1.
C. Assign a Microsoft Purview Audit (Premium) add-on license to Admin1.
D. Assign a 10 year audit log retention add-on license to Admin1.

Answer: B

Explanation:
The scenario is about retaining audit logs for User1 for 10 years in Microsoft 365. Admin1 is responsible for managing audit
retention policies, but the requirement specifically applies to User1's audit logs.
Key points:
Microsoft 365 E5 includes Audit (Premium) by default. This provides access to advanced auditing features and retention up to 1
year.
To retain audit logs for longer than 1 year (such as 10 years), Microsoft requires the 10-year Audit Log Retention Add-on license.
This license must be assigned to the user whose activities need to be retained (User1), not the administrator (Admin1).
Admin1 only needs permissions to configure and manage retention policies, but the actual long-term retention is tied to the licensed
users' activity.
Why other options are incorrect:
A). Assign a Microsoft Purview Audit (Premium) add-on license to User1: Not needed because E5 already includes Audit
(Premium).
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B). Assign a 10-year audit log retention add-on license to Admin1: Incorrect because Admin1 is not the user whose logs must be
retained; the license applies to the user being audited, not the admin.
D). Assign a Microsoft Purview Audit (Premium) add-on license to Admin1: Again, unnecessary because E5 already includes Audit
(Premium), and Admin1's license does not affect User1's log retention.
Reference:
Microsoft Learn: Audit (Premium) licensing and requirements
"To retain audit records for 10 years, assign the 10-year Audit Log Retention Add-on license to the users whose activities you want
to retain."

NEW QUESTION # 150 
You have a Microsoft 365 E5 subscription that contains four users named User1. User2, User3, and User4 and a file named
File1.docx. File1 has a sensitivity label applied. The label is configured as shown in the following table.
Which users can summarize File1 by using Microsoft 365 Copilot?

A. User1 and User2 only
B. User1 only
C. User1, User2. and User3 only
D. User1, User2, User3. and User4

Answer: A

Explanation:
Step 1 - Understand the scenario
* We have a Microsoft 365 E5 subscription with Copilot available.
* File1.docx has a sensitivity label applied.
* The sensitivity label controls usage rights (Owner, Editor, Restricted Editor, Viewer).
* The question: Which users can summarize File1 with Microsoft 365 Copilot?
Step 2 - Sensitivity labels and usage rights
When a sensitivity label is configured to apply encryption with usage rights, each role has different levels of access:
* Owner: Full control (read, edit, reshare, extract, etc.).
* Editor: Can read, edit, and copy content.
* Restricted Editor: Can read and edit in place, but cannot copy, print, or extract content.
* Viewer: Can only read (view) the content.
# Reference: Rights included in usage rights for sensitivity labels
Step 3 - Copilot's requirements for summarization
Microsoft 365 Copilot requires that the user has the ability to read and extract text from the document in order to generate a
summary.
* Owners and Editors: # Can both read and extract # Copilot works.
* Restricted Editors: # Cannot copy/extract text # Copilot cannot summarize.
* Viewers: # Can only view # Copilot cannot process content for summarization.
# Reference: Microsoft 365 Copilot and sensitivity labels
"Users must have extract and copy rights in order for Microsoft 365 Copilot to process and summarize labeled documents." Step 4
- Apply to the case
* User1 (Owner) # Can summarize.
* User2 (Editor) # Can summarize.
* User3 (Restricted Editor) # Cannot summarize.
* User4 (Viewer) # Cannot summarize.

NEW QUESTION # 151 
You have a Microsoft 365 E5 subscription that contains a Microsoft Teams channel named Channel1. Channel1 contains research
and development documents.
You plan to implement Microsoft 365 Copilot for the subscription.
You need to prevent the contents of files stored in Channel1 from being included in answers generated by Copilot and shown to
unauthorized users.
What should you use?

A. Microsoft Purview insider risk management
B. communication compliance policy



C. Microsoft Purview Information Barriers (IBs)
D. sensitivity labels

Answer: D

Explanation:
Correct:
* sensitivity labels
To prevent the contents of files stored in Channel1 from being included in Microsoft 365 Copilot responses and ensure unauthorized
users cannot access them, you should use Microsoft Purview Sensitivity Labels.
Sensitivity labels allow you to classify, protect, and restrict access to sensitive files. You can configure label-based encryption and
access control policies to ensure that only authorized users can access or interact with the files in Channel1. Microsoft 365 Copilot
respects sensitivity labels, meaning if a file is labeled with restricted permissions, Copilot will not use it in generated responses for
unauthorized users.
Incorrect:
* communication compliance policy
* data loss prevention (DLP)
* Microsoft Purview Information Barriers (IBs)
* Microsoft Purview insider risk management
Note:
To prevent unauthorized access to channel file contents via Microsoft 365 Copilot, apply sensitivity labels with Data Loss Prevention
(DLP) policies to restrict content processing.
Additionally, manage channel memberships, restrict sharing links in SharePoint, and enforce external access policies.
Use sensitivity labels and DLP policies
1. Apply labels: Assign sensitivity labels like "Confidential" to sensitive documents in the channel.
2. Create DLP policies: In Microsoft Purview, configure a policy to prevent Copilot from processing content that has specific
sensitivity labels. This stops Copilot from summarizing sensitive files for unauthorized users.
Reference:
https://learn.microsoft.com/en-us/purview/ai-m365-copilot-considerations

NEW QUESTION # 152 
You have a Microsoft 365 subscription. Auditing is enabled.
A user named User1 is a member of a dynamic security group named Group1.
You discover that User1 is no longer a member of Group1.
You need to search the audit log to identify why User1 was removed from Group1.
Which two activities should you use in the search? To answer, select the appropriate activities in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 153 
You have a Microsoft 36S ES subscription
You plan to create an met data match (EDM) classifier named EDM1.
You need to grant permissions to hash and upload the sensitive
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