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A GitHub Enterprise administrator is planning to implement SAML SSO across their company. Which of the following correctly
distinguishes enterprise-wide SAML SSO from organization-level SAML SSO?

A. Enterprise-wide SAML SSO ensures users authenticate through the same IdP across all organizations.

B. Enterprise-wide SAML SSO immediately removes users who fail to authenticate via the IdP.

C. Enterprise-wide SAML SSO requires less initial administrative overhead than organization-level implementation.
D. Enterprise-wide SAML SSO allows different organizations to use different authentication methods.

ER: A
fRRER

Enterprise-wide SAML SSO enforces a single IdP across all member organizations-its configuration overrides any per-organization
SAML settings, so everyone must authenticate through the same provider.
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i RE #17
How does GitHub handle secrets found via secret scanning in a public repository?

A. Tt immediately blocks the commit to protect the secret.
B. It notifies the admin via webhook.

C. It alerts the service provider (e.g., AWS, Stripe).

D. It deletes the secret from the repository automatically.

ER:. C

i RELES B -
When secret scanning detects a supported credential in a public repository, GitHub notifies the issuing service provider so they can
revoke or rotate the exposed secret.

i 8 #18
A financial services company is evaluating GitHub account types. Which of the following is a key distinction between GitHub
Enterprise Managed Users and Personal Accounts?

A. Personal Accounts are owned by users and can be used for both personal and professional work.
B. Enterprise Managed Users require the organization to manage their own authentication server.

C. Enterprise Managed Users can collaborate across both personal and enterprise repositories.

D. Personal Accounts provide stricter control over repositories and user activity.

ER: A

BB -
Personal Accounts are owned and controlled by individual users and can serve both their personal projects and professional work,
whereas Enterprise Managed Users exist solely within the enterprise context and cannot be used for personal repositories.

8 #19
Which events from the audit log are exposed by the GraphQL API? Each answer presents a complete solution. (Choose three.)

A. cloning of repositories

B. changes in permissions

C. promoting users to administrators

D. pushes to repositories

E. changes to permissions of a GitHub App

Z%:. B,CE

fRRERR A

The GraphQL Audit Log API surfaces entries whenever repository or organization permissions are changed ("Changes
permissions").

It records when users are elevated to administrative roles ("Promotes users to admin').

It logs alterations to a GitHub App's granted permissions ("Changes permissions of a GitHub App").

R #20
Which product's usage is not included in GitHub Enterprise Cloud's monthly metered billing report?

A. GitHub Packages storage

B. Git LFS bandwidth

C. GitHub Discussions engagement
D. GitHub Actions minutes

ER: C

fE R A«
GitHubDiscussions engagement isn't a metered product and doesn't appear in the "Product billing" list, so its usage isn't included in



the monthly metered billing report.
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