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i =8 #260

Farheen is an incident responder at reputed IT Firm based in Florida. Farheen was asked to investigate a recent cybercrime faced
by the organization. As part of this process, she collected static data froma victim system. She used DD tool command to perform
forensic duplication to obtain an NTFS image of the original disk. She created a sector-by-sector mirror imaging of the disk and
saved the output image file as image.dd.

Identify the static data collection process step performed by Farheen while collecting static data.

A. Comparison

B. System preservation

C. Administrative consideration
D. Physical presentatio
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Farheen's activity of using the DD tool to create a sector-by-sector mirror image of the original disk is an example of system
preservation. This process is crucial in digital forensics for creating an exact copy of a storage device to ensure that the original data
remains unchanged during the investigation. By making a forensic duplication, or image, of the disk, Farheen ensures that the static
data on the disk is preserved in its current state for thorough analysis, without altering the original evidence. This step allows
investigators to work with a precise replica of the data, protecting the integrity of the original evidence.

References:The Incident Handler (ECTH v3) certification materials discuss various methods and tools for data acquisition and
preservation, highlighting the importance of system preservation in the initial stages of forensic analysis.

i =8 #261
Investigator lan gives you a drive image to investigate. What type of analysis are you performing?

A. Live

B. Real-time
C. Dynamic
D. Static
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Marley was asked by his incident handing and response (IH&R) team lead to collect volatile data such as system information and
network mformation present in the regjstries, cache, and RAM of victimi's system.

Identify the data acquisition method Marley must employ to collect volatile data.

A. Validate data acquisition
B. Static data acquisition
C. Remote data acquisition
D. Live data acquisition
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Eve's is an incident handler in ABC organization. One day, she got a complaint about email hacking incident from one of the
employees of the organization. As a part of incident handling and response process, she must follow many recovery steps in order to
recover from incident impact to maintain business continuity.

What is the first step that she must do to secure employee account?

A. Enable two-factor authentication

B. Disabling automatic file sharing between the systems

C. Restore the emnil services and change the password

D. Enable scanning of links and attachments in all the emails
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The first step in securing an enmployee's account following an email hacking incident nvolves restoring access to the email services if
necessary and immediately changing the password to prevent unauthorized access.

This action ensures that the attacker is locked out of the account as quickly as possible. While enabling two- factor authentication,
scanning links and attachments, and disabling automatic file sharing are important security measures, they come into play after
ensuring that the compromised account is first secured by changing its password to halt any ongoing unauthorized access.
References:The ECIH v3 certification materials cover the initial steps to be taken when responding to incidents involving
compromised accounts, emphasizing the importance of quickly changing passwords to secure the accounts against further
unauthorized access.

PR #264
Authorized users with privileged access who misuse the corporate informational assets and directly affects the confidentiality,
integrity, and availability of the assets are known as:



A. Outsider threats
B. Social Engineers
C. Insider threats
D. Zombies
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