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=8 #23
As a DevOps engineer, you need to define a deployment workflow that runs after the build workflow has successfully conpleted.
Without modifying the build workflow, which trigger should you define in the deployment workflow?

A. workflow_dispatch
B. workflow_run

C. reposttory_dispatch
D. workflow_exec

EX: B

i RE S B -

A deployment workflow can be started after a build workflow has finished by using the workflow_run event in the deployment
workflow's on trigger. You must specify the name of the build workflow you want to trigger on and use an if condition to ensure the
deployment workflow only runs if the build workflow successfully completes.

Here's how to set it up:

In your deployment workflow file: (e.g., deploy.yml), define the on: trigger.

Use the workflow_run event: within the on: trigger.

Specify the build workflow: by its name.

Add a conditional if statement: to the workflow to check the conclusion of the workflow run event, ensuring it equals 'success'.
Reference:

https/docs. github.conmvactions/learn-github- actions/events-that-trigger-work flows

F 8 #24
Which of the following scenarios requires a developer to explicitly use the GITHUB_ TOKEN or github.token secret within a
workflow? (Choose two.)

A. assigning non-default permissions to the GITHUB_ TOKEN

B. checking out source code with the actions/checkout@v3 action

C. making an authenticated GitHub API request

D. passing the GITHUB TOKEN secret to an action that requires a token as an nput

EXR: CD

fRRERR A «

Some actions may require a GITHUB TOKEN as an input to authenticate and perform specific tasks, such as creating issues,
commenting on pull requests, or interacting with the GitHub API. In such cases, you would need to explicitly pass the token to the
action.

‘When making an authenticated GitHub API request, the GITHUB TOKEN is required to authenticate the request. This token is
automatically provided by GitHub in the workflow, and it must be explicitly used when interacting with the GitHub APL

PRI #25
Which scopes are available to define custom environment variables within a workflow file? (Choose three.)

A. the entire stage, by using env at the top of the defined build stage

B. all jobs being run on a single Actions runner, by using runner.env at the top of the workflow file
C. within the run attribute of a job step

D. a specific step within a job, by using jobs.<job id>.steps[*].env

E. the entire workflow, by using env at the top level of the workflow file

F. the contents of a job within a workflow, by using jobs.<job_id>.env

ZR: CDE

i RE S «



You can define environment variables for the entire workflow by using the env key at the top level of the workflow file. These
environment variables will be available to all jobs and steps within the workflow.

Environment variables can also be set within the run attribute of a job step, and these variables will be scoped only to that specific
step.

You can set environment variables for specific steps within a job by using jobs.<job_id>.steps[*].env, which allows you to define
variables that will only be available to that step.

il =8 #26
While awaiting approval, how many days can a workflow be in the "Waiting" state before it automatically fails?

A. 7 days

B. 60 days
C. 30 days
D. 14 days

ER: C

BB -

Using required reviews in workflows

Jobs that reference an environment configured with required reviewers will wait for an approval before starting. While a job is
awaiting approval, it has a status of "Waiting". If a job is not approved within 30 days, it will automatically fail

Reference:

httpsz/docs.github.conven/actions/how-tos/deploy/configure-and-manage-deployments/control- deployments

8 #27

As a developer, youneed to use GitHub Actions to deploy a microservice that requires runtime access to a secure token. This token
is used by a variety of other microservices managed by different teams in different repos. To minimize management overhead and
ensure the token is secure, which mechanisims should you use to store and access the token? (Choose two.)

e A Store the token as a GitHub encrypted secret in the same repo as the code. Create a reusable custom GitHub Action to
access the token by the microservice at runtime.

¢ B. Store the token as a GitHub encrypted secret in the same repo as the code. During deployment, use GitHub Actions to
store the secret in an environment variable that can be accessed at runtime.

¢ (. Store the token in a configuration file in a private repository. Use GitHub Actions to deploy the configuration file to the
runtime environment.

e D. Use a corporate non-GitHub secret store (e.g., HashiCorp Vauilt) to store the token. During deployment, use GitHub
Actions to store the secret in an environment variable that can be accessed at runtime.

¢ E. Store the token as an organizational-level encrypted secret in GitHub. During deployment, use GitHub Actions to store the
secret in an environment variable that can be accessed at runtime.

Z%: DE

fERE LB«

Using a corporate secret store like HashiCorp Vault provides a secure, centralized location for sensitive information. GitHub Actions
can then retrieve and store the token securely during deployment by setting it as an environment variable, ensuring the token remains
secure and accessible at runtime.

Storing the token as an organizational-level encrypted secret in GitHub ensures it is accessible across multiple repositories,
minimizing management overhead. GitHub Actions can then use this secret during deployment by setting it as an environment
variable, allowing the microservice to access it securely at runtime.
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