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Cyber AB CMMC-CCA Exam Syllabus Topics:

Topic Details

Topic 1

CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors
and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systems fall within
assessment boundaries.
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Topic 2

Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section
of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and multi-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.

Topic 3

Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in
evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying
CMMC model constructs, understanding model levels, domains, and implementation, and using evidence
to determine compliance with established cybersecurity practices.

Topic 4

CMMC Assessment Process (CAP): This section of the exam measures skills of compliance professionals
and tests knowledge of the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
and report on a CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings in alignment with DoD and CMMC-AB expectations.

Cyber AB Certified CMMC Assessor (CCA) Exam Sample Questions (Q27-
Q32):
NEW QUESTION # 27 
When examining an OSC's procedures for addressing transmission integrity and confidentiality, you interview their system
administrator and learn that they use Secure File Transfer Protocol (SFTP)for secure CUI transmission. The OSC employs AES-
256 to encrypt data before transmitting it. Any external connections to their internal servers or systems can only occur via a VPN.
All emails containing CUI are encrypted and sent using Secure/Multipurpose Internet Mail Extensions (S/MIME). Internal CUI
transfers are conducted over WPA3 secure Wi-Fi. All areas of the OSC's facilities where CUI is stored or processed are secured
with biometrics. To prevent unauthorized CUI exfiltration or transfer, the OSC has deployed a data loss prevention solution. During
employee interviews, you learn they receive regular awareness training on the importance of data encryption during transmission.
Additionally, they conduct regular audits of transmission protocols and encryption measures to ensure their effectiveness. While
AES-256 is a strong encryption algorithm, according to CMMC practice SC.L2-3.13.8 - Data in Transit, what additional factor is
crucial for ensuring FIPS compliance with cryptographic modules used for protecting CUI in transit?

A. The encryption software must be user-friendly and easy to implement for widespread adoption
B. The encryption algorithm must be open-source and publicly available for scrutiny
C. The encryption algorithm must be mathematically complex and resistant to brute-force attacks
D. The cryptographic module used to implement AES-256 encryption must be validated against the FIPS
140-2 or FIPS 140-3 standards

Answer: D

Explanation:
Comprehensive and Detailed In-Depth Explanation:
SC.L2-3.13.8 requires "implementing FIPS-validated cryptographic mechanisms to protect CUI confidentiality in transit." AES-256
is approved, but the module implementing it must be FIPS 140-2/3 validated (C), per CMMC. Open-source (A), usability (B), and
complexity (D) aren't FIPS requirements.
Extract from Official CMMC Documentation:
* CMMC Assessment Guide Level 2 (v2.0), SC.L2-3.13.8: "Use FIPS 140-2/3 validated modules for CUI transit."
* NIST SP 800-171A, 3.13.8: "Verify FIPS validation of crypto modules." Resources:
* https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level2_MasterV2.
0_FINAL_202112016_508.pdf

NEW QUESTION # 28 
You are a Lead Assessor on a CMMC Assessment Team preparing for an upcoming assessment. You have received the final
assessment scope and supporting documentation from the OSC. What should you do next?

A. Submit the assessment scope and documentation to the C3PAO for approval.
B. Immediately begin the assessment based on the provided scope and documentation.
C. Determine the feasibility of conducting the assessment.



D. Verify that the assessment team members are familiar with the assessment scope, method, plan, and tools.

Answer: C

Explanation:
Comprehensive and Detailed Explanation:
The CMMC Assessment Process (CAP) outlines a phased approach, with Phase 1 (Plan and Prepare) requiring the Lead Assessor
to determine the feasibility of conducting the assessment afterreceiving the final scope and documentation. This step involves
validating the scope's accuracy and ensuring resources and conditions are adequate before proceeding. Option B skips this critical
planning step. Option C misplaces the C3PAO's role, as the Lead Assessor validates the scope, not the C3PAO. Option D is a
subsequent task but not the immediate next step. A is correct per the CAP sequence.
Reference:
CMMC Assessment Process (CAP) v1.0, Section 2.1 (Phase 1: Plan and Prepare), p. 7: "The Lead Assessor determines the
feasibility of conducting the assessment based on the provided scope."

NEW QUESTION # 29 
While implementation validation of most CMMC requirements can be done virtually, the CMMC Assessment Process (CAP)
identifies 15 CMMC practice objectives whose implementation must be observed by the Assessment Team in person and on the
premises of the OSC. PE.L2-3.10.2 [c] and [d] are among these objectives. Both assessment objectives deal with monitoring the
OSC's physical facilities and support infrastructure. Which assessment procedure or method can a CCA use to determine how well
the OSC has implemented PE.L2-3.10.2 [c] and [d]?

A. Test the OSC's Incident Response Plan
B. Examine the System Security Plan
C. Test or examine mechanisms supporting or implementing physical access monitoring
D. Interview personnel with information security responsibilities

Answer: C

Explanation:
Comprehensive and Detailed in Depth Explanation:
PE.L2-3.10.2 [c] and [d] require monitoring physical facilities and infrastructure (e.g., cameras, sensors), per NIST SP 800-171
and CMMC Level 2. The CAP lists these among 15 objectives needing on-site validation.
Testing or examining mechanisms like access controls or monitoring systems (Option D) directly assesses implementation
effectiveness, as required by NIST SP 800-171A's test/examine methods for physical controls. Option A (interviews) provides
insight but not direct evidence. Option B (Incident Response Plan) is unrelated. Option C (SSP) documents intent, not execution.
Option D is the correct answer per CAP and NIST guidance.
Reference Extract:
* CMMC Assessment Process (CAP) v1.0, Section 3.5.2:"PE.L2-3.10.2 [c] and [d] require on-site testing or examination of
physical monitoring mechanisms."
* NIST SP 800-171A, PE-3.10.2[c,d]:"Test or examine physical access monitoring mechanisms."
Resources:https://cyberab.org/Portals/0/Documents/Process-Documents/CMMC-Assessment-Process- CAP-
v1.0.pdf;https://csrc.nist.gov/pubs/sp/800/171/a/final

NEW QUESTION # 30 
CMMC practice MA.L2-3.7.3 - Equipment Sanitization requires organizations to sanitize equipment leaving their facilities for off-
site maintenance for CUI. What standard would the OSC use to sanitize various media?

A. NIST SP 800-171
B. NIST SP 800-171A
C. NIST SP 800-88
D. NIST SP 800-53

Answer: C

Explanation:
Comprehensive and Detailed In-Depth Explanation:
MA.L2-3.7.3 mandates "sanitizing equipment for CUI prior to off-site maintenance."NIST SP 800-88 - Guidelines for Media
Sanitization(B) provides specific methods (e.g., clearing, purging, destroying) tailored to media types, ensuring CUI is irrecoverable-



directly supporting this practice. NIST SP 800-53 (A) is a broader control framework, NIST SP 800-171 (C) defines CMMC
requirements without sanitization details, and NIST SP 800-171A (D) is an assessment guide, not a sanitization standard. The
CMMC guide references NIST SP 800-88 explicitly.
Extract from Official CMMC Documentation:
* CMMC Assessment Guide Level 2 (v2.0), MA.L2-3.7.3: "Sanitize per NIST SP 800-88 guidelines."
* NIST SP 800-171A, 3.7.3: "Refer to NIST SP 800-88 for sanitization standards." Resources:
* https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level2_MasterV2.
0_FINAL_202112016_508.pdf

NEW QUESTION # 31 
Sarah, a Certified CMMC Assessor, is conducting an assessment for DataSecure, a cloud service provider that hosts various
applications for the Defense Industrial Base (DIB). During the assessment, Sarah encounters a complex and highly specialized cloud
architecture that leverages cutting-edge technologies such as containerization, serverless computing, and advanced security controls.
As Sarah reviews the evidence provided by DataSecure for the relevant CMMC practices, she realizes that some of the evidence
and implementations are unlike anything she has encountered in previous assessments. What is the most appropriate action for Sarah
to take as a CCA in this scenario?

A. Defer the assessment until she can receive additional training on the specific technologies used by DataSecure.
B. Strictly adhere to a standardized assessment checklist, regardless of DataSecure's unique architecture.
C. Request DataSecure to simplify their architecture and align with more traditional IT practices for easier evaluation.
D. Thoroughly research and understand DataSecure's cloud architecture, seek clarification from subject matter experts, and
evaluate the evidence within the context of their specialized environment.

Answer: D

Explanation:
Comprehensive and Detailed in Depth Explanation:
The CAP requires assessors to adapt to unique implementations by researching and understanding them, not forcing simplification
(Option A), ignoring context (Option B), or delaying unnecessarily (Option C). Option D ensures a thorough, context-aware
assessment.
Extract from Official Document (CAP v1.0):
* Section 2.2 - Conduct Assessment (pg. 25):"Assessors shall research and understand unique implementations, seeking clarification
from SMEs as needed." References:
CMMC Assessment Process (CAP) v1.0, Section 2.2.

NEW QUESTION # 32
......
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