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What is the application of multiple layers of protection so that, if one layer is
breached, the next layer provides protection?

-fail-safe

-defense-in-depth

-separation of duties

sopen design - ' - ANSWER: > -defense in depth

whit is the analysis of computer software that is performed by executing programs
on & real or virual processor in real ime?

-dynamic analysis
-slatic analysis
-fuzzing

-security testing - 'V - ANSWER: > -dynamic analysis

which person is responsible for designing, planning, and implementing secure
coding practices and security esting methodologies?

=sufitwane secuniy architect

-product secunty developer
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Our WGU Secure-Software-Design practice materials compiled by the most professional experts can offer you with high quality and
accuracy WGUSecure Software Design (KEO1) Exam Secure-Software-Design practice materials for your success. Up to now,
we have more than tens of thousands of customers around the world supporting our WGU exam torrent.

WGUSecure Software Design (KEO1) Exam Sample Questions (Q65-Q70):

NEW QUESTION # 65

A product team, consisting of a Scrum Master, a Business Analyst, two Developers, and a Quality Assurance Tester, are on a video
call with the Product Owner. The team is reviewing a list of work items to determine how many they feel can be added to their
backlog and completed within the next two-week iteration.

Which Scrum ceremony is the team participating in?

A. Sprint Planning

B. Daily Scrum

C. Sprint Review

D. Sprint Retrospective

Answer: A

NEW QUESTION # 66
The software security team prepared a report of necessary coding and architecture changes identified during the security assessment.
Which design and development deliverable did the team prepare?

A. Privacy implementation assessiment results
B. Security test plans

C. Updated threat modeling artifacts

D. Design security review

Answer: C

Explanation:

Comprehensive and Detailed In-Depth Explanation:

In the context of software security, a threat model is a structured representation that identifies potential threats to the system,
evaluates their severity, and guides the development of mitigation strategies. When a security assessiment reveals vulnerabilities or
areas of concern, it's imperative to update the threat modeling artifacts to reflect these findings. This ensures that the threat model
remains an accurate and current representation of the systen's security posture.

By updating the threat modeling artifacts, the team documents the identified threats and outlines necessary coding and architectural
changes to mitigate these threats. This proactive approach allows for the integration of security considerations early in the design and
development phases, reducing the likelihood of vulnerabilities in the deployed system.

This practice aligns with the Design business finction of the OWASP Software Assurance Maturity Model (SAMM), which
emphasizes the importance of incorporating security into the software design process.

Within this function, the Threat Assessment practice focuses on identifying and evaluating potential threats to inform security
requirements and design decisions. Updating threat modeling artifacts is a key activity within this practice, ensuring that security
assessments directly influence the system's design and architecture.

References:

* OWASP SAMM: Design - Threat Assessment

NEW QUESTION # 67
‘Which secure coding best practice says to use a single application-level authorization component that will lock down the application
if it cannot access its configuration information?

A. Data protection

B. Session management

C. Communication security
D. Access control
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Answer: D

NEW QUESTION # 68

During fuzz testing of the new product, random values were entered into input elements Searchrequests were sent to the correct API
endpoint but many of them failed on execution due to type mismatches.

How should existing security controls be adjusted to prevent this in the future?

A. Ensure the contents of authentication cookies are encrypted

B. Ensure all requests and responses are encrypted

C. Ensure all user input data is validated prior to transmitting requests
D. Ensure sensitive transactions can be traced through an audit log

Answer: C

Explanation:

Validating user input data before it is processed by the application is a findamental security control in software design. This process,
known as input validation, ensures that only properly formed data is entering the workflow of the application, thereby preventing
many types of attacks, including type mismatches as mentioned in the question. By validating input data, the application can reject
any requests that contain unexpected or malicious data, reducing the risk of security vulnerabilities and ensuring the integrity of the
system

References:

* Secure SDLC practices emphasize the importance of tegrating security activities, such as creating security and fimctional
requirements, code reviews, security testing, architectural analysis, and risk assessment, into the existing development workflow1.
* A Secure Software Development Life Cycle (SSDLC) ensures that security is considered at every phase of the development
process, from planning and design to coding, testing, deploying, and maintaining the software2.

NEW QUESTION # 69
Which design and development deliverable contains the results of each type of evaluation that was performed and the type and
number of vulnerabilities discovered?

A. Privacy compliance report

B. Remediation report

C. Security test execution report
D. Security testing reports

Answer: D

Explanation:

Security testing reports are the deliverables that typically contain detailed results of the security evaluations performed. These reports
include the types of tests conducted, such as static and dynamic analysis, penetration testing, and code reviews, as well as the
number and types of vulnerabilities discovered. The purpose of these reports is to document the security posture of the software at
the time of testing and to provide a basis for remediation efforts.

References: The information aligns with best practices in secure software development, which emphasize the importance of
documenting security requirements and conducting risk analysis during the design phase to identify and mitigate vulnerabilities early in
the SDLCI12.
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