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B #55
An internet-based organization whose address is not known has attempted to acquire personal identification details such as
usernames and passwords by creating a fake website. This is an example of?

A. Ransomware
B. Breach

C. Phishing

D. Threat

EfE: C
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Creating a fake website to trick individuals into entering usernames and passwords is a classic example of phishing, Phishing is a
social engineering technique where an attacker impersonates a trusted entity to deceive a victim into disclosing sensitive information
(credentials, personal data, payment details) or taking an action that benefits the attacker (downloading malware, approving an MFA
prompt, wiring funds). A counterfeit login page is commonly used in credential-harvesting campaigns: the victim believes they are
authenticating to a legitimate service, but the credentials are captured by the attacker and later used for account takeover. This is not
necessarily a breach yet because the question describes an attempt to acquire credentials; a breach would be confirmed
unauthorized access or disclosure. While phishing is a kind of threat, "threat" is too broad compared to the specific described
behavior. It is also not ransonmware, which focuses on encrypting or locking data and demanding payment. Cybersecurity
documentation emphasizes layered defenses against phishing: user awareness training, email and web filtering, domain and certificate
validation, anti-spoofing controls, strong authentication (especially MFA resistant to prompt fatigue), password managers that reduce
credential entry on lookalike domains, and monitoring for suspicious logins. Because the attack relies on deception through a fake
website to steal credentials, the best match is phishing.

HR #56
Compliance with regulations is generally demonstrated through:

A. independent audits of systens and security procedures.

B. penetration testing by ethical hackers.

C. extensive QA testing prior to system implementation.

D. review of security requirements by senior executives and/or the Board.

Ef#: A
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Regulatory compliance is generally demonstrated through independent audits because regulators, customers, and partners typically
require objective evidence that required controls exist and operate effectively. An independent audit is performed by a qualified
party that is not responsible for running the controls being assessed, which strengthens credibility and reduces conflicts of interest.
Cybersecurity and governance documents describe audits as a formal method to verify compliance against defined criteria such as
laws, regulations, contractual obligations, or control frameworks. Auditors review policies and procedures, inspect system
configurations, sample access and change records, evaluate logging and monitoring, test incident response evidence, and validate that
controls are consistently performed over time. The outcome is usually a report, attestation, or findings with remediation plans-
artifacts commonly used to prove compliance.

A Board or executive review supports governance and oversight, but it does not, by itself, provide independent verification that
controls are finctioning, QA testing focuses on product quality and functional correctness; it may include security testing but does not
typically satisfy regulatory evidence requirements for ongoing operational controls. Penetration testing is valuable for identifying
exploitable weaknesses, yet it is a point-in-time technical exercise and does not comprehensively demonstrate compliance with
procedural, administrative, and operational requirements such as access governance, retention, training, vendor oversight, and
continuous monitoring. Therefore, independent audits are the standard mechanism to demonstrate compliance in a defensible,
repeatable way.

B #57
What terns are often used to describe the relationship between a sub-directory and the directory in which it is cataloged?



A. Primary and Secondary
B. Parent and Child

C. Multi-factor Tokens

D. Embedded Layers

IEf%: B
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Directories are commonly organized in a hierarchical structure, where each directory can contain sub-directories and files. In this
hierarchy, the directory that contains another directory is referred to as the parent, and the contained sub-directory is referred to as
the child. This parent-child relationship is foundational to how file systems and many directory services represent and manage
objects, including how paths are constructed and how inheritance can apply.

Froma cybersecurity perspective, understanding parent and child relationships matters because access control and administration
often follow the hierarchy. For example, permissions applied at a parent folder may be inherited by child folders unless inheritance is
explicitly broken or overridden. This can simplify administration by allowing consistent access patterns, but it also introduces risk:
overly permissive settings at a parent level can unintentionally grant broad access to many child locations, increasing the chance of
unauthorized data exposure. Security documents therefore emphasize careful design of directory structures, least privilege at higher
levels of the hierarchy, and regular permission reviews to detect privilege creep and misconfigurations.

The other options do not describe this standard hierarchy terminology. "Primary and Secondary" is more commonly used for
redundancy or replication roles, not directory relationships. "Mullti-factor Tokens" relates to authentication factors. "Embedded
Layers" is not a st

HM #58
‘What should organizations do with Key Risk Indicator KRI and Key Performance Indicator KPI data to facilitate decision making,
and improve performance and accountability?

A. Achieve, reset, and evaluate
B. Collect, analyze, and report
C. Prioritize, falsify, and report
D. Challenge, compare, and revise

IEf#: B
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KRIs and KPIs are only useful when they are handled as part of a disciplined measurement lifecycle. Cybersecurity governance
guidance emphasizes three essential activities: collect, analyze, and report. Organizations must first collect KRI and KPI data
consistently from reliable sources such as vulnerability scanners, SIEM logs, IAM systens, ticketing platforms, and asset inventories.
Collection requires defined metric owners, clear definitions, standardized time windows, and data quality checks so results are
comparable across periods and business units.

Next, organizations analyze the data to understand what it means for risk and performance. Analysis includes trending over time,
comparing results to targets and thresholds, correlating indicators to business outcomes, identifying outliers, and determining root
causes. For KRlIs, analysis highlights rising exposure or control breakdowns such as increasing critical vulnerabilities beyond SLA.
For KPIs, analysis evaluates operational effectiveness such as mean time to detect and mean time to remediate.

Finally, organizations report results to the right audiences with the right level of detail. Reporting supports accountability by assigning
actions, tracking remediation progress, and escalating when thresholds are exceeded. It also supports decision making by showing
where investment, staffing, or control changes will have the greatest risk-reduction and performance impact. The other options are
not standard, auditable metric management activities and do not reflect the established lifecycle used in cybersecurity measurement

programs.

HH #59
What is defined as an internal computerized table of access rules regarding the levels of computer access permitted to login IDs and
computer terminals?

A. Relational Access Database

B. Access Control Entry

C. Directory Management System
D. Access Control List
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An Access Control List (ACL) is a structured, system-maintained list of authorization rules that specifies who or what is allowed to
access a resource and what actions are permitted. In many operating systems, network devices, and applications, an ACL functions
as an internal table that maps identities such as user IDs, group IDs, service accounts, or even device/terminal identifiers to
permissions like read, write, execute, modify, delete, or administer. When a subject attenmpts to access an object, the system
consults the ACL to determine whether the requested operation should be allowed or denied, enforcing the organization's security
policy at runtime.

The description in the question matches the classic definition of an ACL as a computerized table of access rules tied to login IDs and
sometimes the originating endpoint or terminal context. ACLs are central to implementing discretionary access control and are also
widely used in networking (for example, permitting or denying traffic flows based on source/destination and ports) and file systems
(controlling access to folders and files).

An Access Control Entry (ACE) is only a single line item within an ACL (one rule for one subject). A "Relational Access Database"
is not a standard security control term for authorization tables. A "Directory Management System” manages identities and groups,
but it is not the same as the enforcement list attached to a specific resource. Therefore, the correct answer is Access Control List.
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