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competitive in their company or when they are looking for better jobs. Because our CISA Practice Questions are all the most
advanced information and knowledage to equip you up as the most skilled person. Besides, you can get the certification as well.

ISACA Certified Information Systems Auditor Sample Questions (Q595-
Q600):
NEW QUESTION # 595 
in a small IT web development company where developers must have write access to production the BEST recommendation of an
IS auditor would be to

A. perform a user access review (or the development team
B. implement continuous monitoring controls
C. remove production access from the developers
D. hire another person to perform migration to production

Answer: C

NEW QUESTION # 596 
In a small organization, developers may release emergency changes directly to production. Which of the following will BEST control
the risk in this situation?

A. Limit developer access to production to a specific timeframe
B. Obtain secondary approval before releasing to production
C. Approve and document the change the next business day
D. Disable the compiler option in the production machine

Answer: C

Explanation:
It may be appropriate to allow programmers to make emergency changes as long as they are documented and approved after the
fact. Restricting release time frame may help somewhat; however, it would not apply to emergency changes and cannot prevent
unauthorized release of the programs. Choices C and D are not relevant in an emergency situation.

NEW QUESTION # 597 
Which of the following is MOST likely to be a project deliverable of an agile software development methodology?

A. Rapidly created working prototypes
B. Automated software programming routines
C. Extensive project documentation
D. Strictly managed software requirements baselines

Answer: A

NEW QUESTION # 598 
Which of the following observations should be of GREATEST concern to an IS auditor performing an audit of change and release
management controls for a new complex system developed by a small in-house IT team?

A. Access to change testing strategy and results is not restricted to staff outside the IT team.
B. Some user acceptance testing (IJAT) was completed by members of the IT team.
C. IT administrators have access to the production and development environment
D. Post-implementation testing is not conducted for all system releases.

Answer: D

Explanation:
Post-implementation testing is the process of verifying and validating the functionality, performance, and security of a system after it
has been deployed to the production environment1. Post-implementation testing is important for ensuring that the system meets the
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user requirements and expectations, as well as the operational and business objectives. Post-implementation testing also helps to
identify and resolve any defects, errors, or issues that may have occurred during the deployment process or that may have been
missed during the previous testing stages2.
Therefore, the observation that post-implementation testing is not conducted for all system releases should be of greatest concern to
an IS auditor performing an audit of change and release management controls for a new complex system developed by a small in-
house IT team. This observation indicates that the system may have quality, reliability, or security problems that could affect the user
satisfaction, system performance, or data integrity. This observation also suggests that the change and release management controls
are not adequate or effective, as they do not ensure that all system releases are properly tested and validated before and after
deployment.
Option A is not correct because access to change testing strategy and results is not restricted to staff outside the IT team is not a
major concern for an IS auditor. While it is good practice to limit access to sensitive or confidential information, such as test data or
test cases, to authorized personnel only, access to change testing strategy and results may not pose a significant risk to the system or
the organization. Moreover, access to change testing strategy and results may be beneficial for some stakeholders outside the IT
team, such as business users, project managers, or auditors, who may need to review or evaluate the testing process or outcomes.
Option B is not correct because some user acceptance testing (UAT) was completed by members of the IT team is not a major
concern for an IS auditor. User acceptance testing is the process of verifying and validating that the system meets the user
requirements and expectations by involving actual or representative users in the testing process3. While it is preferable to have
independent and unbiased users perform UAT, it may not be feasible or practical for some organizations, especially those with small
or limited resources. Therefore, some UAT may be completed by members of the IT team, as long as they have sufficient
knowledge and experience of the user needs and expectations, and as long as they follow the UAT plan and criteria.
Option C is not correct because IT administrators have access to the production and development environment is not a major
concern for an IS auditor. IT administrators are responsible for managing and maintaining the IT infrastructure, including the
production and development environments4. Therefore, it is reasonable and necessary for them to have access to both
environments, as long as they follow the appropriate policies and procedures for accessing, using, and securing them. Moreover, IT
administrators may need to perform tasks such as backup, restore, patching, or troubleshooting in both environments.
References:
* What Is Post Implementation Testing?1
* Post Implementation Review (PIR) - Definition & Process2
* User Acceptance Testing (UAT): Definition & Examples3
* What Is an IT Administrator? Definition & Examples4

NEW QUESTION # 599 
Which of the following findings related to an organization's information security policy should be of GREATEST concern to an IS
auditor?

A. The policy is not developed in accordance with a globally accepted information security standard.
B. The policy has not been communicated to all staff members and training has not been scheduled.
C. The policy has not defined organizational roles and responsibilities for information security.
D. The policy has not addressed requirements for regular penetration testing.

Answer: B

NEW QUESTION # 600
......
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