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3.

According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control A.7.2 requires an organization to implement appropriate
physical entry controls to prevent unauthorized access to secure areas1. The organization should define and document the criteria for
granting and revoking access rights to secure areas, and should monitor and record the use of such access rights1. Therefore, when
auditing the organization's application of control A.7.2, an ISMS auditor should verify that these aspects are met in accordance with
the audit criteria.

Based on the scenario above, the auditor should raise a nonconformity against control A.7.2, as the secure area is not adequately
protected from unauthorized access. The auditor should provide the following evidence and justification for the nonconformity:

* Evidence: The auditor observed two external contractors using a swipe card and combination number provided by the centre's
reception desk to gain access to a client's suite to carry out authorized electrical repairs. The auditor checked the door access
record for the client's suite and found that only one card was swiped. The auditor asked the receptionist and was told that it was a
common problem that contractors tend to swipe one card and tailgate their way in, but they were known from the reception sign-in.
* Justification: This evidence indicates that the organization has not implemented appropriate physical entry controls to prevent
unauthorized access to secure areas, as required by control A.7.2. The organization has not defined and documented the criteria for
granting and revoking access rights to secure areas, as there is no verification or authorization process for providing swipe cards and
combination numbers to external contractors. The organization has not monitored and recorded the use of access rights to secure
areas, as there is no mechanism to ensure that each individual swipes their card and enters their combination number before entering
a secure area. The organization has relied on the reception sign-in as a means of identification, which is not sufficient or reliable for
ensuring information security.

The other options are not valid actions for auditing control A.7.2, as they are not related to the control or its requirements, or they
are not appropriate or effective for addressing the nonconformity. For exanmple:

* Take no action: This option is not valid because it implies that the auditor ignores or accepts the nonconformity, which is contrary
to the audit principles and objectives of ISO 19011220182, which provides guidelines for auditing management systens.

* Raise a nonconformity against control A.5.20 'addressing information security in supplier relationships' as information security
requirements have not been agreed upon with the supplier: This option is not valid because it does not address the root cause of the
nonconformity, which is related to physical entry controls, not supplier relationships. Control A.5.20 requires an organization to
agree on information security requirements with suppliers that may access, process, store, commumicate or provide IT infrastructure
components for its information assets1. While this control may be relevant for ensuring information security in supplier relationships, it
does not address the issue of unauthorized access to secure areas by external contractors.

* Raise a nonconformity against control A.7.6 'working in secure areas' as security measures for working in secure areas have not
been defined: This option is not valid because it does not address the root cause of the nonconformity, which is related to physical
entry controls, not working in secure areas. Control A:7.6 requires an organization to define and apply security measures for
working in secure areas].

While this control may be relevant for ensuring information security when working in secure areas, it does not address the issue of
unauthorized access to secure areas by external contractors.

* Determine whether any additional effective arrangements are in place to verify individual access to secure areas e.g. CCTV: This
option is not valid because it does not address or resolve the nonconformity, but rather attempts to find alternative or compensating
controls that may mitigate its impact or likelihood. While additional arrangements such as CCTV may be useful for verifying



individual access to secure areas, they do not replace or substitute the requirement for appropriate physical entry controls as
specified by control A.7.2.

* Raise an opportunity for improvement that contractors must be accompanied at all times when accessing secure facilities: This
option is not valid because it does not address or resolve the nonconformity, but rather suggests a possible improvement action that
may prevent or reduce its recurrence or severity. While accompanying contractors at all times when accessing secure facilities may
be a good practice for ensuring information security, it does not replace or substitute the requirement for appropriate physical entry
controls as specified by control A.7.2.

* Raise an opportunity for improvement to have a large sign in reception reminding everyone requiring access must use their swipe
card at all times: This option is not valid because it does not address or resolve the nonconformity, but rather suggests a possible
improvement action that may increase awareness or compliance with the existing controls. While having a large sign in reception
reminding everyone requiring access must use their swipe card at all times may be a helpful reminder for ensuring information
security, it does not replace or substitute the requirement for appropriate physical entry controls as specified by control A.7.2.

* Tell the organisation they must write to their contractors, reminding them of the need to use access cards appropriately: This option
is not valid because it does not address or resolve the nonconformity, but rather instructs the organization to take a corrective action
that may not be effective or sufficient for ensuring information security. While writing to contractors, reminding them of the need to
use access cards appropriately may be a communication measure for ensuring information security, it does not replace or substitute
the requirement for appropriate physical entry controls as specified by control A.

7.2.

References: ISO/IEC 27001:2022 - Information technology - Security techniques - Information security management systens -
Requirements, ISO 19011:2018 - Guidelines for auditing management systens
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Select the words that best complete the sentence:

“The purpose of a third-party audit is to an organisation’s .~ ltoinform decision.”

| | ] I [

' To mﬁ%{e fthe ser:tt’pce with the best word(s), click on the blank section you want to complete so that it is highlighted in red,
| and thgn click on the applicable text from the options belowi Alternatively, you may drag and drop the option to the appropriate
'blank ‘'seetion. ™ I

|approve| | inspect acompliance_} |amaccreditation 'products| |evaluate| |management system| |a certification| |processes|

e
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Select the words that best complete the sentence: B
“The purpose of a third-party audit is to[evaluate] an organisation’s[management systemprm decision.”

To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted in red,
and then click on the applicable text from the options below. Alternatively, you may drag and drop the option to the appropriate
blank section.

s
|approve| |inspect| |a compliance| Lg_n_-'_qcﬁ ditatiof| - |products| [evaluate] [management system| |a certification| | processes|
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ssue the report

‘o complete the sequence click on the blank section you want to complete so that it is highlighted in.redi. 200 then ciick on the applicable text from the oplions below, Alternatively, you may drag and
frop the options to the appropriate blank section,

Prepare the audit checkiist m«oo;ewnnm Review audit evidence Document findings

PECB
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To complete the sequance dick on the blank section you want to complete so that it is highlighted imrediand then click on the applicable text from the options below, Alternativedy, you may drag and
drop the options to the appropriate blank section.

|Prwaremeaum<mkas:| gmm [Review aua efdetied | | Document fndings

HE:

M3E.
APPOINT 3N JLOIT Team jeager

Reference:

PECB Candidate Handbook ISO 27001 Lead Auditor, pages 19-25
ISO 19011:2018 - Guidelines for auditing management systens

The ISO 27001 audit process | ISMS.online
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A,
Comprehensive and Detailed In-Depth

B . Correct Answer:

The engagement letter serves to inform the auditee about the audit details, including:

Audit scope

Audit schedule

Expectations from both parties

It formally mntroduces the audit process and schedules the mitial contact.

A . Incorrect:

The authority to conduct the audit is established by the certification body's agreement, not just the engagement letter.
C . Incorrect:

Audit objectives are determined in the planning phase and are not the primary function of the engagement letter.
Relevant Standard Reference:
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Comprehensive and Detailed In-Depth Explanation:

* C. Incorrect Statement - Not all vulnerabilities require immediate remediation. Risk assessment determines whether controls are
necessary. Some vulnerabilities pose low risks and may not need urgent fixes.

* A. Correct Statement - Vulnerabilities can be intrinsic (inherent flaws) or extrinsic (caused by external misconfigurations).

* B. Correct Statement - Threats must exploit vulnerabilities to cause harm.

This aligns with ISO/IEC 27001:2022 Annex A Control A.8.8 (Management of Technical Vulnerabilities).
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