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Palo Alto Networks XDR-Analyst Exam Syllabus Topics:

Topic Details
o Alerting and Detection Processes: This domain covers identifying alert types and sources, prioritizing alerts
Topic 1 through scoring and custom configurations, creating incidents, and grouping alerts with data stitching
techniques.
¢ Incident Handling and Response: This domain focuses on investigating alerts using forensics, causality
Topic 2 chains and timelines, analyzing security incidents, executing response actions including autormated
remediation, and managing exclusions.
Topic 3 ¢ Endpoint Security Management:
¢ This domain addresses managing endpoint prevention profiles and policies, validating agent operational
Topic 4 states, and assessing the impact of agent versions and content updates.
¢ Data Analysis: This domain encompasses querying data with XQL language, utilizing query templates and
Topic 5 libraries, working with lookup tables, hunting for IOCs, using Cortex XDR dashboards, and understanding
data retention and Host Insights.
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Palo Alto Networks XDR Analyst Sample Questions (Q76-Q81):

NEW QUESTION # 76
Which of the following policy exceptions applies to the following description?
' An exception allowing specific PHP files'

A. Process exception

B. Support exception

C. Behavioral threat protection rule exception
D. Local file threat examination exception

Answer: D

Explanation:

The policy exception that applies to the following description is B, local file threat examination exception. A local file threat
examination exception is an exception that allows you to exclude specific files or folders from being scanned by the Cortex XDR
agent for malware or threats. You can use this exception to prevent false positives, performance issues, or compatibility problems
with legitimate files or applications. You can define the local file threat examination exception by file name, file path, file hash, or
digital signer. For example, you can create a local file threat examination exception for specific PHP files by entering their file names
or paths in the exception configuration. Reference:

Local File Threat Examination Exceptions

Create a Local File Threat Exammation Exception

NEW QUESTION # 77

The Cortex XDR console has triggered an incident, blocking a vitally important piece of software in your organization that is known
to be benign. Which of the following options would prevent Cortex XDR from blocking this software in the future, for all endpoints
in your organization?

A. Create a global exception.

B. Create a global inclusion.

C. Create an individual alert exclusion.

D. Create an endpoint-specific exception.

Answer: A

Explanation:

A global exception is a rule that allows you to exclude specific files, processes, or behaviors from being blocked or detected by
Cortex XDR. A global exception applies to all endpoints in your organization that are protected by Cortex XDR. Creating a global
exception for a vitally important piece of software that is known to be benign would prevent Cortex XDR from blocking this
software in the future, for all endpoints in your organization.

To create a global exception, you need to follow these steps:

In the Cortex XDR management console, go to Policy Management > Exceptions and click Add Exception.

Select the Global Exception option and click Next.

Enter a name and description for the exception and click Next.

Select the type of exception you want to create, such as file, process, or behavior, and click Next.

Specify the criteria for the exception, such as file name, hash, path, process name, command line, or behavior name, and click Next.
Review the summary of the exception and click Finish.

Reference:

Create Global Exceptions: This document explains how to create global exceptions to exclude specific files, processes, or behaviors
from being blocked or detected by Cortex XDR.

Exceptions Overview: This document provides an overview of exceptions and how they can be used to fine-tune the Cortex XDR

security policy.

NEW QUESTION # 78
‘Which built-in dashboard would be the best option for an executive, if they were looking for the Mean Time to Resolution (MTTR)
metric?

e A Incident Management Dashboard
e B. Data Ingestion Dashboard



¢ C. Security Admin Dashboard
¢ D. Security Manager Dashboard

Answer: A

Explanation:

The Incident Management Dashboard provides a high-level overview of the incident response process, including the Mean Time to
Resolution (MTTR) metric. This metric measures the average time it takes to resolve an incident from the moment it is created to the
moment it is closed. The dashboard also shows the number of incidents by status, severity, and assigned analyst, as well as the top
alerts by category, source, and destination. The Incident Management Dashboard is designed for executives and managers who
want to monitor the performance and efficiency of their security teans. Reference: [PCDRA Study Guide], page 18.

NEW QUESTION # 79
‘Why would one threaten to encrypt a hypervisor or, potentially, a multiple number of virtual machines running on a server?

A. To better understand the underlying virtual infrastructure.

B. To extort a payment froma victim or potentially embarrass the owners.
C. To potentially perform a Distributed Denial of Attack.

D. To gain notoriety and potentially a consulting position.

Answer: B

Explanation:

Encrypting a hypervisor or a multiple number of virtual machines running on a server is a form of ransomware attack, which is a type
of cyberattack that involves locking or encrypting the victimi's data or system and demanding a ransom for its release. The attacker
may threaten to encrypt the hypervisor or the virtual machines to extort a payment from the victim or potentially embarrass the
owners by exposing their sensitive or confidential information. Encrypting a hypervisor or a multiple number of virtual machines can
have a severe impact on the victim's business operations, as it can affect the availability, integrity, and confidentiality of their data and
applications. The attacker may also use the encryption as a leverage to negotiate a higher ransom or to coerce the victim into
complying with their demands. Reference:

Encrypt an Existing Virtual Machine or Virtual Disk: This document explains how to encrypt an existing virtual machine or virtual disk
using the vSphere Client.

How to Encrypt an Existing or New Virtual Machine: This article provides a guide on how to encrypt an existing or new virtual
machine using AOMEI Backupper.

Ransonmware: This document provides an overview of ransomware, its types, impacts, and prevention methods.

NEW QUESTION # 80
When selecting multiple Incidents at a time, what options are available from the menu when a user right-clicks the incidents? (Choose
two.)

A. Assign incidents to an analyst in bulk.
B. Change the status of multiple incidents.
C. Delete the selected Incidents.

D. Investigate several Incidents at once.

Answer: A,B

Explanation:

When selecting multiple incidents at a time, the options that are available from the menu when a user right-clicks the incidents are:
Assign incidents to an analyst in bulk and Change the status of multiple incidents. These options allow the user to perform bulk
actions on the selected incidents, such as assigning themto a specific analyst or changing their status to open, in progress, resolved,
or closed. These options can help the user to manage and prioritize the incidents more efficiently and effectively. To use these
options, the user needs to select the incidents from the incident table, right-click on them, and choose the desired option from the
menu. The user can also use keyboard shortcuts to perform these actions, such as Ctrh-A to select all incidents, CtrHShift+A to
assign incidents to an analyst, and CtrH-Shift+S to change the status of incidents12 Reference:

Assign Incidents to an Analyst in Bulk

Change the Status of Multiple Incidents



NEW QUESTION # 81

If'you are quite nervous about the exam, and by chance, you are going to attend the XDR- Analyst exam, then choose the product of
our company, because the product of our company will offer you the most real environment for the XDR- Analyst exam, with this it
can relieve your nerves while attending the XDR- Analyst examas well as strengen your confidence. Besides the product of our
company also provide you plenty of practice materials for you to practice with questionns and answers, it will help you to master the
key knowledge points as quickly as possible. If you choose the product of our company, passing the XDR-Analyst Exam won't be a
dream
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