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EE2 #49
Which setof commands willapply the device profile 'AP'to the device shown in the LLDP neighbor output below?

LLDP Neighbor Information
EsSsEESESEESESESSESEEEESSESESSES==ES

<output truncated>

Neighbor Chassis-Name : AP-42 :
Neighbor Chassis-Descriptiohn) “FAFUDROS (MODEL: 635), Version Aruba AP

Neighbor Chassis-ID: 09:00 B6:aXl 52 k3

pOrt-asccess lldp-group AR-LLODP-GROUP
seq 18 match sys-gdesg &1F

port-sccess role AB-ROLE
i

port-sccass davidy-Frofile AP-PROPILE
_ mmnable
ssociate, fale aF-mOL
[ fassoc Laps Lldp-group R’ LL O O

port-access lldp-group AP-LLDP- GRmP
seq 1@ match sys-desc 63% /

1

port-access devicerpnafile AP-PROFILE
enable
associate role AP-ROLE
assotiete lldp-group AP-LLDP-GROUP

port-access lldp-group AF-LLDE-GROUF
seq 10 match sys-desc GBS

|'bol—t ~sccens role AF-ROLE
port-access dewice-profile AP-PROFILE

asdaciare role AP-RMOLE
sspociste lldp-group aP F LD - GRouP

port-access lidp group AP-LLDP-GROUP
seq 1@ matih Sys-namgls3s

i
port-sccess: role APR-FOLE
[

port-access deviglsprofile AP-PROFILE
snable
associate| fole AP-ROLE
associagte lldp-group AP-LLDP-GROUP

e D

HY: B

M3

The goal is to configure the switch to automatically apply a specific device profile (named AP-PROFILE in the options) to ports
where an Aruba AP Model 635 connects, using LLDP nformation for detection.

* LLDP Information:The LLDP neighbor output shows:

* Neighbor Chassis-Description: ArubaOS (MODEL: 635), Version Aruba AP

* Neighbor Chassis-Name: AP-42

* Device Profile Mechanism/This involves creating an LLDP group that matches specific attributes of the desired device, creating a
device profile containing the desired port configurations (VLAN, PoE, QoS, Role, etc.), associating the profile with the LLDP
group, and enabling the feature globally.

* Analyzing Configuration Options:All options configure an LLDP group AP-LLDP-GROUP and a device profile AP-PROFILE.
The key is the matching condition within the LLDP group and the completeness of the profile configuration.

* Matching Condition:

* Options A, C, D use seq 10 match sys-desc 635. This condition checks if the LLDP System Description contains the string "635".
Based on the output (...MODEL: 635...), this conditionwill matchthe target AP.

* Option B uses seq 10 match sys-name 635. This checks if the LLDP System Name contains

"635". The output shows Neighbor Chassis-Name: AP-42. This conditionwill not match.

EE #50
You are configuring VSX active gateway on CX 8360 campus aggregation switches when the switch prompt returns the following


https://www.pass4test.net/HPE7-A06.html

error: "No more than IB VMAC:s can be configured.” What should be done to address this issue?

A. Change the switch profile to "Leal" to increase the number of supported vMACs.
B. Limit the number of SVIs with active-gatewayto 16.

C. Change the aggregation switch to a higher-end model, such as a CX 8400.

D. As MAC addresses are link-local, use the same VMAC across SVIs.

HE: D

MY

The error "No more than 16 vVMACS can be configured" occurs when trying to configure active-gateway on mutltiple SVIs ona CX
8360 VSX pair. This indicates a platform limit on the number of unique virtual MAC addresses has been reached.

* Active Gateway VMACs:Each SVI configured with Active Gateway requires a virtual MAC address (VMAC). While AOS-CX
can auto-generate these, doing so consumes entries from a limited hardware pool (e.g., 16 on this platformyversion).

* Best Practice & Solution:The recommended best practice to conserve these limited vMAC resources is to manually specify
andreuse the same virtual MAC addressacross all SVIs configured with Active Gateway on that specific VSX pair. Since MAC
addresses are Layer 2 local, using the same VMAC on different SVIs (different L3 subnets) does not cause conflicts within the VSX
pair's operation.

* Analysis of Options:

* A: Limiting the number of SVIs using Active Gateway is a workaround, not a solution.

* B: Changing switch profiles doesn't typically alter hardware VMAC limits.

* C: Changing to a higher-end switch model might increase limits but is not the first or standard solution.

* D: Reusing the same VMAC across SVIs (active-gateway ip <vip> mac <SAME VMAC>) avoids consuming a new VMAC
entry for each SVI, thus staying within the platform limit. This is the standard, recommended solution.

* ConclusionThe correct approach to address the VMAC limit error is to explicitly configure the same virtual MAC address for all
SVIs using the Active Gateway feature on the VSX parr.

References:AOS-CX VSX Guide (Active Gateway Configuration, Best Practices, VMAC considerations).

This relates to "Network Resiliency and virtualization” (8%) and "Routing” (16%).

AE #51
Refer to thefour numbered steps in theexhibit.
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—— St
GRE

‘Which action is the first step in applying a role-to-role ACL on thetraffic from mobile device M1 to role H2?

¢ A The edge switch acts as the intermediate node and transfers theGroup Policy ID over static VXLAN to dynamic VXLAN
tunnel and forwards the packet to switch Al.

¢ B. Gateway 1 forwards the traffic over the static VXLAN tunnel to the edge switch, this packet carries the Group Policy ID
corresponding to the role of M1.

e C. Switch Al determines the destination role based on destination MAC or destination IP and enforces role-to-role ACLs.

e D. The AP forwards the pocket from M1 to gateway 1.

Hg: D



Y.

The question asks for the first step in applying a role-to-role ACL (Access Control List) on traffic froma mobile device (M1) to a
role (H2) in a network using Dynamic Segmentation with VXLAN and role-based policies.

* Analysis of Options:

* Option A:Describes an intermediate step where the edge switch transfers the Group Policy ID over VXLAN, which occurs later in
the process.

* Option B:Correct. The first step is the AP forwarding the packet from the mobile device (M1) to the gateway, which initiates the
traffic flow in a tunneled Dynamic Segmentation setup.

* Option C:Describes a later step where the destination switch (A1) enforces the role-to-role ACL, after the packet has traversed
the network.

* Option D:Describes a step where the gateway forwards traffic over a VXLAN tunnel, which occurs after the AP forwards the
packet.

* Why Option B is CorrectIn HPE Aruba Networking's Dynamic Segmentation architecture, wireless clients (e.g., M1) connect to
an AP, which tunnels traffic to a gateway (e.g., in tunneled mode). The first step in the traffic flow is the AP forwarding the client's
packet to the gateway, which then processes the packet for role assignment and policy enforcement. This aligns with the role-to-role
ACL application process, where the gateway applies policies based on the source (M1's role) and destination (H2's role) using
Group Policy IDs over VXLAN.

* Relevance to Certification Objectives:

* Security (10%):Involves designing and troubleshooting role-based security policies in customer networks.

* WLAN (9%):Includes iplementing and troubleshooting wireless traffic flows in Dynamic Segmentation.

* Switching (19%):Covers Layer 2/3 nterconnection technologies like VXLAN for policy enforcement.

References:

HPE Aruba Networking AOS-10 Configuration Guide: Dynamic Segmentation and VXLAN, detailing traffic flow.

HPE7- A06Study Guide: Covers role-based ACLs and Dynamic Segmentation workflows.

HPE Aruba Networking Technical Documentation: Tunneled Node and Role-Based Policy Enforcement.

A2 #52

You have recently configured a switch for 802.1X authentication with HPE Aruba Networking ClearPass. A security admin is seeing
events with the following description in ClearPass Event Viewer.

'RADIUS authentication attempt from unknown NAD (10.10.1.10:1812)'

‘Which command should you use to identify the configuration issue?

A. show aaa authentication-server radius
B. show radius-server shared-secret

C. show radius-server detail

D. show ip source-interface radius

HE. C

ME:

show radius-server detail will display the configured RADIUS servers along with their [P addresses and shared secrets. This helps
you verify if the switch's management IP is properly registered as a NAD (Network Access Device) in ClearPass. Ifthe IP used by
the switch to send RADIUS requests is not listed as a NAD in ClearPass, you will see the "unknown NAD" error.

A2 #53

the administrator of a largo company noticed thatthere are some problens with UCC sessions on a wired network. Some employees
complain about dropped calls and poor quality. The administrator wants to monitor, jitter on AOS-CX switches with iP SLA. but
notices results spiking to 100% What should the administrator check first to correct monitoring to run as desired?

A. memory and processor usage

B. CoPP settings

C. number of NAE agents

D. source IP and source port combination

HE: A

Y.
The admmistrator observes IP SLA jitter monitoring results spiking to 100% when monitoring UCC sessions.
This indicates either extremely severe network jitter or, more likely, a problem with the IP SLA operation or measurement itself on



the AOS-CX switch.

* TP SLA & Jitter:IP SLA measures jitter by analyzing the inter-packet delay variation of probe packets.

Accurate measurements depend on the switch generating and processing these probes consistently.

* Factors Affecting I[P SLA Accuracy:

* Switch Resource ContentionIf the switch's CPU or memory is heavily utilized, the operating system might not schedule the IP
SLA process promptly. This can lead to inconsistent generation or processing of probe packets, causing highly inaccurate
measurerments, including extrene jitter values like 100%.

* Control Plane Policing (CoPP):IP SLA packets are control plane traffic. If CoPP policies are too restrictive, they might drop or
delay IP SLA probes, skewing results.

* Network Path Issues:Actual severe jitter on the network path would also cause high readings, but 100% spikes often suggest
measurement error first.

* Troubleshooting Steps:When encountering unexpectedly high or erratic I[P SLA results, the first step is often to rule out issues with
the monitoring device itself.

* Analysis of Options:

* A. memory and processor usage: Checking the switch's resource utilization is crucial. High CPU

/memory load can directly impact the timing accuracy of IP SLA operations.

* B. source IP and source port combination: Unlikely to cause 100% jitter spikes unless findamentally misconfigured causing probe
failure.

* C. number of NAE agents: NAE agents consume resources, but checking overall CPU/memory (A) is more direct.

* D. CoPP settings: A valid concern, as CoPP affects control plane traffic. However, checking overall system load (A) is typically a
primary check before delving into specific policies like CoPP.

* Conclusion:High memory and processor usage (Option A) on the switch running the IP SLA operation is a common cause for
inaccurate timing and resulting erroneous jitter measurements. This should be checked first to ensure the monitoring platform itself'is
functioning correctly.

References:AOS-CX IP SLA Guide, AOS-CX Management and Configuration Guide (Monitoring CPU

/Memory, CoPP). This relates to "Performance Optimization" (6%) and "Troubleshooting" (10%).
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