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Unser [TZert ist eine fachliche IT-Website. Thre Erfolgsquote betrédgt 100%. Viele Kandidaten haben das schon bewiesen. Weil wir
ein riesiges I'T-Expertenteam hat, das nach ihren fachlichen Erfahrungen und Kenntnissen die ECCouncil 312-97 Priifungsfragen und
Antworten bearbeitet, um die Interessen der Kandidaten zu schiitzen und zugleich thren Bediirfhisse abzudecken. Nach den
Bediirfhissen der Kandidaten haben sie zielgerichtete und anwendbare Schulungsmaterialien entworfen, nimlich die
Schulungsunterlagen zur ECCouncil 312-97 Zertifizierungspriifing, die Fragen und Antworten enthalten.

ECCouncil EC-Council Certified DevSecOps Engineer (ECDE) 312-97
Priifungsfragen mit Losungen (Q81-Q86):

81. Frage

(Rahul Mehta is working as a DevSecOps engineer in an [T company that develops cloud-native web applications. His organization
follows a strict DevSecOps practice and wants to ensure that third-party open- source dependencies used in the application do not
introduce known security vulnerabilities. Rahul decided to integrate a Software Composition Analysis (SCA) tool into the CI pipeline
so that every build is automatically scanned. During one of the builds, the SCA tool detects a critical vulnerability in a transitive
dependency.

‘What should ideally happen in a mature DevSecOps pipeline when such a critical vulnerability is detected at build time?.)

A. The pipeline should log the vulnerability details and continue the build to avoid delivery delays.
B. The pipeline should notify the security team and continue with deploy-time checks.

C. The pipeline should ignore transitive dependencies and only scan direct dependencies.

D. The pipeline should fail the build and prevent the artifact from progressing further.

Antwort: D

Begrindung;

In a mature DevSecOps pipeline, security controls are enforced asgates, not merely as informational checks.

When an SCA tool detects acritical vulnerabilityin a dependency-whether direct or transitive-the correct response at the Build and
Test stage is tofail the build. This prevents vulnerable artifacts from moving forward into later stages such as deployment or
production, where remediation would be more expensive and risky. Allowing the build to continue, even with notifications,
contradicts the shift-left security principle.

Ignoring transitive dependencies is also dangerous, as many real-world vulnerabilities originate from indirect libraries. Failing the build
forces developers to remediate the issue immediately by upgrading, replacing, or mitigating the vulnerable dependency. This
approach reduces attack surface, enforces accountability, and ensures that only secure artifacts are released. Therefore, stopping the
pipeline upon detection of critical vulnerabilities reflects a strong DevSecOps maturity model and effective security governance.

82. Frage

(Jordon Garrett has recently joined a startup IT company located in Chicago, Illinois, as a DevSecOps engineer. His team leader
asked himto find a SAST tool that can secure the organization Azure environment.

Which of the following is a SAST tool that Jordon can select to secure his organization's Azure environment?.)

A. DevSkim.
B. Tenable.io.
C. Accurics.
D. Coverity.

Antwort: D

Begriindung;

Coverity is a well-known Static Application Security Testing (SAST) tool used to analyze source code for security vulnerabilities,
coding errors, and quality issues. It integrates with CI/CD pipelines and supports enterprise-scale environments, including cloud-
based development on platforns such as Azure. Accurics focuses on Infrastructure as Code security, Tenable.io is a vulnerability
management platform for infrastructure and assets, and DevSkim s a lightweight code scanning extension rather than a full SAST
platform. Selecting Coverity enables deep static analysis of application code during the Code stage, helping teams detect
vulnerabilities early and reduce remediation costs.
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83. Frage

(Walter O'Brien recently joined as a junior DevSecOps engineer in an I'T company located in Lansing, Michigan. His organization
develops robotic process automation software for various clients stretched across the globe. Walter's team leader asked him to
configure username and user email for git in VS Code.

Therefore, he opened Visual Studio Code IDE console, then clicked on Terminal tab and selected New terminal. Which of the
following command should Walter execute in the terminal to configure username and user email for git in VS Code?)

e A. get config --global user name "walter username for git"

get config --global user_emil "walter email address used for git".
® B. get git config --global user.name "walter username for git"

get git config -global user.email "walter email address used for git".
e C. get config --global user-name "walter username for git"

get config --global user-email "walter email address used for git".
¢ D. get config --global user.name "walter username for git"

get config -global user.email "walter email address used for git".

Antwort: D

Begrindung;

Git requires developers to configure their identity using two specific configuration keys:user.nameanduser.

email. These values are embedded into every commit and are essential for accountability, auditing, and collaboration. The correct
configuration syntax uses dot-separated key names (user.name and user.email) and the --global flag to apply the settings across all
repositories on the system. Among the provided options, only optionBuses the correct configuration keys. The other options use
invalid key names such as user-name, user_name, or incorrect command structure. Although the options display a minor command
typo ("'get config" instead of git config), the question is clearly testing knowledge of the correct Git configuration keys.

Configuring Git identity in the Code stage ensures accurate commit history and supports traceability across the DevSecOps pipeline.

84. Frage

(Jason Wylie has been working as a DevSecOps engineer in an I'T company located in Sacramento, California. He would like to use
Jenkins for CI and Azure Pipelines for CD to deploy a Spring Boot app to an Azure Container Service (AKS) Kubernetes cluster.
He created a namespace for deploying the Jenkins in AKS, and then deployed the Jenkins app to the Pod. Which of the following
commands should Jason run to see the pods that have been spun up and running?)

A. kubectl get pods -n jenkins.
B. kubectl get pods -p jenkins.
C. kubectl get pods -k Jenkins.
D. kubectl get pods -s jenkins.

Antwort: A

Begrindung;

Kubernetes uses namespaces to logically isolate resources such as pods, services, and deployments. When an application like
Jenkins is deployed into a specific namespace, the correct way to view the pods running in that namespace is by using the -n (or --
namespace) flag with the kubectl get pods command. The command kubectl get pods -n jenkins instructs Kubernetes to list all pods
in the "jenkins" namespace. The other options use invalid or unrelated flags that are not supported for namespace selection. Verifying
pod status during the Release and Deploy stage is essential to ensure that applications have been deployed successfully and are
running as expected before exposing services or proceeding to monitoring. This step supports deployment validation and operational
readiness in Kubernetes-based DevSecOps environments.

85. Frage

(William Scott, after completing his graduation in computer science, joined an I'T company as a DevSecOps engineer. His team
leader has asked him to use GitHub Code Scanning for evaluating the source code in his organization's GitHub repository to detect
security issues and coding errors. How can William set up coding scanning in GitHub repository?)

A. By using Gauntlt.

B. By using GitMiner.

C. By using OWASP ZAP.
D. By using CodeQL.



Antwort: D

Begrindung;

GitHub Code Scanning is a built-in security capability designed to automatically analyze source code for security vulnerabilities and
coding errors. The primary and officially supported engine for GitHub Code Scanning isCodeQL. CodeQL works by converting
source code into a database and running security queries to detect issues such as injection flaws, insecure coding patterns, and logic
errors. William can enable CodeQL by configuring GitHub Actions with either the default or advanced CodeQL workflow. Once
enabled, CodeQL scans are triggered on events such as code pushes and pull requests, and the results appear as code scanning
alerts in the repository's Security tab. Gauntlt is a security testing harness used mainly for infrastructure and application testing,
GitMiner is used to discover sensitive data like secrets in repositories, and OWASP ZAP is a dynamic application security testing
tool used against running applications. None of these tools configure GitHub's native Code Scanning feature. Therefore, CodeQL is
the correct tool to set up GitHub Code Scanning in the Code stage of a DevSecOps pipeline.
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