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Palo Alto Networks Certified Network Security Administrator PCNSA
Priifungsfragen mit Losungen (Q186-Q191):

186. Frage

An administrator has configured a Security policy where the matching condition includes a single application, and the action is deny.
Ifthe application's default deny action is reset-both, what action does the firewall take?

A. It silently drops the traffic.

B. It sends a TCP reset to the server-side device.

C. It sends a TCP reset to the client-side and server-side devices.
D. It silently drops the traffic and sends an ICMP unreachable code.

Antwort: A

Begrindung;
Drop:
Silently drops the traffic; for an application, it overrides the default deny action. A TCP reset is not sent to the host/application.

187. Frage
Match the Cyber-Attack Lifecycle stage to its correct description.

stage where the attacker has
motivation for attacking a network to

Reconnaisi 5, deface web property

stage where the attacker scans for

nebwork vulnerabilities and services
Installation Drag answer here that can be exploited

stage where the attacker will explore
methods such as a root kit to
Command and Control Drag answer here establish persistence

stage where the attacker has access to
o | a specific server so they can

answer here i
Act on the Objective g communicate and.pass d.ata. to and
from infected devices within a
network

Begrindung;



Reconnaissance

Installation

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

stage where the attacker will explore
methods such as a root kit to
establish persistence

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

stage where the attacker has access to

stage where the attacker will explore

a specific server so they can methods such as a root kit to
Commrand and Coutrel communicate and pass data to and establish persistence

from infected devices within a

network

stage where the attacker has stage where the attacker has access to

motivation for attacking a network to a specific server so they can

Act on the Objective deface web property communicate and pass data to and
from infected devices within a
network
Explanation:

Reconnaissance - stage where the attacker scans for network vulnerabilities and services that can be exploited.

Installation - stage where the attacker will explore methods such as a root kit to establish persistence Command and Control - stage
where the attacker has access to a specific server so they can communicate and pass data to and from infected devices within a
network.

Act on the Objective - stage where an attacker has motivation for attacking a network to deface web property

188. Frage
An administrator notices that protection is needed for traffic within the network due to malicious lateral movement activity. Based on
the image shown, which traffic would the administrator need to monitor and block to mitigate the malicious activity?




A. north-south traffic
B. branch office traffic
C. east-west traffic

D. perimeter traffic

Antwort: C

189. Frage
Which two configuration settings shown are not the default? (Choose two.)

Enable Security Log -/
Server Log Monitor Eréquency (sec) 15
Enable Session -/
Server Session R€ad Frequency (sec) 10
Novell eDiréetosy Query Interval (sec) 30
Syslog Service Profile
Enable Probing
Probe Interval (min) 20
Bnable User Identification Timeout -/
User Identification Timeout (min) 45
Allow matching usernames without domains
Enable NTLM
NTLM Domain
User-ID Collector Name

A. Enable Security Log

B. Enable Probing

C. Enable Session

D. Server Log Monitor Frequency (sec)

Antwort: C,D

190. Frage
Which rule type is appropriate for matching traffic both within and between the source and destination zones?

e A. universal
e B. interzone
e C. intrazone
e D. shadowed

Antwort: B



191. Frage
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